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About This Guide
Purpose and scope

Purpose and scope

The purpose of this guide is to help you successfully use the TETRA AirAnalyzer
features and capabilities. This guide includes task-based instructions that
describe how to configure, use and troubleshoot the TETRA AirAnalyzer. Addi-
tionally, this guide provides a description of Willtek's warranty, services, and
repair information, including terms and conditions of the licensing agreement.

Assumptions

This guide is intended for novice, intermediate and experienced users who want
to use the TETRA AirAnalyzer effectively and efficiently. We are assuming that
you have basic computer and mouse/track ball experience and are familiar with
basic telecommunication concepts and terminology.

Related information

Use this guide in conjunction with the following information:

8140 TETRA AirAnalyzer: getting started manual, ordering number M 295 099.

Technical assistance

XViii

If you need assistance or have questions related to the use of this product, call
Willtek's support. You can also contact Willtek by e-mail at
customer.support@willtek.com.

Table 1 Technical support contact

Region Phone number Fax number

Europe, Middle East, +49 (0) 89 996 41 311 +49 (0) 89 996 41 440
Asia, Africa

Americas +1 973 386 9696 +1973 386 9191
China +86 21 5836 6669 +86 21 5835 5238
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About This Guide
Conventions

Conventions

This guide uses naming conventions and symbols, as described in the following
tables.

Table 2 Typographical conventions

Description Example

User interface actions appear in this ~ On the Status bar, click Start.
typeface.

Buttons or switches that you press Press the ON switch.
on a unit appear in this TYPEFACE.

Code and output messages appear All results okay
in this typeface.

Text you must type exactly as Type: a:\set.exe in the dialog
shown appears in this typeface. box.

Variables appear in this <typeface>.  Type the new <hostname>.

Book references appear in this type-  Refer to Newton's Telecom Dictio-
face. nary

A vertical bar | means "or":onlyone  platform [a]b]e]
option can appear in a single com-
mand.

Square brackets [ ] indicate an login [platform name]
optional argument.

Slanted brackets < > group required ~ <password>
arguments.

Table 3  Keyboard and menu conventions

Description Example

A plus sign + indicates simultaneous ~ Press Ctrl+s
keystrokes.

A comma indicates consecutive key-  Press Alt+f,s

strokes.
A slanted bracket indicates choos- On the menu bar, click
ing a submenu from menu. Start > Program Files.

8140 TETRA AirAnalyzer  Software version 3.4.4 Xix



About This Guide
Conventions

Table 4  Symbol conventions

This symbol represents a general hazard.

This symbol represents a risk of electrical shock.

> >

NOTE

This symbol represents a note indicating related information or tip.

Table 5  Safety definitions

WARNING

Indicates a potentially hazardous situation which, if not avoided, could result
in death or serious injury.

CAUTION

Indicates a potentially hazardous situation which, if not avoided, may result in
minor or moderate injury.

> D>
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Safety Notes

This chapter provides the safety notes for the TETRA AirAnalyzer. Topics discussed
in this chapter include the following:

“General conditions of use" on page xxii

“Safety warnings" on page xxii
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General conditions of use

Read this product documentation before operation to familiarize yourself with
safety markings and instructions.

This product is a Safety Class | instrument (provided with a protective earth
terminal). Verify that the product is set to match the available line voltage and
that the correct fuse is installed. An uninterruptible safety earth ground must be
provided from the main power source to the product input wiring terminals,
power cord, or supplied power cord set (except for the DC option).

Equipment should be protected from ingress of liquids and precipitation such as
rain, snow, etc. When moving the equipment from a cold to a hot environment,
it is important to allow the temperature of the equipment to stabilize before it
is connected to the supply to avoid condensation forming.

This product is not approved for use in hazardous atmospheres or medical appli-
cations. If the equipment is to be used in a safety-related application, e.g.
avionics or military applications, the suitability of the product must be assessed
and approved for use by a competent person.

Safety warnings

WARNING

The TETRA AirAnalyzer is not designed or tested for usage inside of a moving
vehicle (e.g. car, van, airplane, helicopter), so this usage must be avoided.
Contempt may cause failures and/or damages in the vehicle system and
therefore may lead to disasters!

ELECTRICAL HAZARDS (AC supply voltage)

This equipment conforms with IEC Safety Class 1, i.e. it is provided with a pro-
tective grounding lead. To maintain this protection, the supply lead must
always be connected to the source of supply via a socket with a grounded
contact.

ELECTRICAL HAZARDS (AC supply voltage)

Be aware that the supply filter contains capacitors that may remain charged
after the equipment is disconnected from the supply. Although the stored
energy is within the approved safety requirements, a slight shock may be felt
if the plug pins are touched immediately after removal.

ELECTRICAL HAZARDS

Do not remove covers, no user serviceable parts inside.

> B> b B

Note that there are supply fuses in both the live and neutral wires of the sup-
ply lead. If only one of these fuses should rupture, certain parts of the equip-
ment could remain at supply potential.
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FIRE HAZARD

Make sure that only fuses of the correct rating and type are used for replace-
ment. If an integrally fused plug is used on the supply lead, ensure that the
fuse rating is commensurate with the current requirements of this equipment.

TOXIC HAZARDS

Some of the components used in this equipment may include resins and other
materials which give off toxic fumes if incinerated. Take appropriate precau-
tions, therefore, in the disposal of these items.

WARNING

Beryllia (beryllium oxide) may be used in the construction of some of the
components of this equipment. This material, when in the form of fine dust or
vapor and inhaled into the lungs, can cause a respiratory disease. In its solid
form, as used here, it can be handled quite safely although it is prudent to
avoid handling conditions which promote dust formation by surface abrasion.

Because of this hazard, you are advised to be very careful in removing and
disposing of these components. Do not put them in the general industrial or
domestic waste or despatch them by post. They should be separately and
securely packed and clearly identified to show the nature of the hazard and
then disposed of in a safe manner by an authorized toxic waste contractor.

WARNING

Beryllium copper: Some mechanical components within this instrument may
be manufactured from beryllium copper. This is an alloy with a beryllium con-
tent of approximately 5%. It represents no risk in normal use. The material
should not be machined, welded or subjected to any process where heat is
involved. It must be disposed of as "special waste".

It must NOT be disposed of by incineration.

WARNING

Tilt facility: When the instrument is in the tilt position, it is advisable, for sta-
bility reasons, not to stack other instruments on top of it.

WARNING

Input overload: The input power at the RF N-type connector should not
exceed 0 dBm to guarantee the correct operation of the unit.

The input power level should not exceed 10 dBm to protect the device against
damage.

At an input power above 17 dBm a protection circuit with diodes starts to
protect the receiver. At any level above 17 dBm these diodes may burn out
and the device may get seriously damaged.

WARNING

Static sensitive components: This equipment contains static sensitive compo-
nents which may be damaged by handling.
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Overview

This chapter provides a general description of the TETRA AirAnalyzer. Topics
discussed in this chapter include the following:

- "About the TETRA AirAnalyzer" on page 2
- "Features and capabilities” on page 2

- "Options" on page 2

- "System architecture” on page 3

- "Physical description” on page 4
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About the TETRA AirAnalyzer

About the TETRA AirAnalyzer

The TETRA Quality of Service is of major concern for network operators and user
groups in the public safety and security sector. Willtek's 8140 TETRA AirAnalyzer
now helps to discover dead spots and handover problems. It monitors the radio
communication and offers users comprehensive post-processing capabilities.

The TETRA AirAnalyzer enables you to test network performance and load to
make safety-critical communication as reliable as possible. It records, displays
and analyses the complex communication between one or several TETRA mobile
stations and a TETRA base station.

The TETRA AirAnalyzer can also be used as a versatile protocol analyzer for the
development of TETRA terminals, IOP tests, or monitoring and analysing signal-
ling.

Features and capabilities

- Enables protocol analysis with message sequence charts (MSC) that display
in detail the complex flow of communication in the signalling protocol
between TETRA radio and base station.

- Optionally provides Quality of Service analyser to chart issues within a radio
cell over a given time period, including statistical evaluation.

- Includes voice decoder, allowing users to monitor and record the ongoing
voice communication in the network.

- Measures channel and modulation parameters with the TETRA physical data
analyser

- Supports GPS-assisted radio coverage measurements
- Features TETRA scanner to survey spectrum utilisation

- Optionally decodes communication under static or dynamic air interface
encryption

Options

The following table lists the available options.

Table 1 Options to the 8140 TETRA AirAnalyzer

Option Ordering number
8160 Static Air Interface Encryption M 860 544
8161 Static/Dynamic Air Interface Encryption M 860 561
8162 DMO Option M 860 545
8164 AirAnalyzer Office Software M 860 547
8165 TETRA QoS Analyzer M 860 562
8171 DC Power Supply (12 - 18 V) M 860 541
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Table 1 Options to the 8140 TETRA AirAnalyzer (continued)

Option Ordering number
8172 DC Power Supply (18 - 36 V) M 860 542
8172 DC Power Supply (36 - 72 V) M 860 543

System architecture

The following drawing depicts a typical test setup.

w2 Ethernet

._‘..-
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Physical description

Physical description

For information about the physical details of the TETRA AirAnalyzer please refer
to the getting started manual that was delivered with the instrument.

4 8140 TETRA AirAnalyzer ~ Software version 3.4.4



Installation

This chapter describes how to install the TETRA AirAnalyzer. The topics discussed
in this chapter are as follows:

- "Hardware and software requirements” on page 6

- "Software delivered on CD" on page 6

- "Installing the software" on page 7

- "Repairing an existing installation” on page 13

- "Uninstalling the TETRA AirAnalyzer software" on page 13
- "Installing and using the encryption software” on page 14
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Hardware and software requirements

Standby mode in Windows

Other PC applications

Virus scanners, firewalls

The following minimum requirements apply to all the PC applications for the
8140 TETRA AirAnalyzer:

- PC with Pentium IlI processor 866 MHz (or better) and LAN interface
(10Base-T)

- Microsoft Windows 2000, XP or Vista
- USB port for dongle

- at least 20 MB of free hard disk space for the application (additional space
will be required for the traces)

- 256 MB of RAM
- Microsoft Windows 2000 or Windows XP

The additional minimum requirement for online analyses with LAN recording is
a Pentium IIl processor running at 1500 MHz.

The additional minimum requirement for online analyses with on-air recording
is a Pentium D or Intel Core 2 processor.

It is important that the PC does not enter standby mode while the application is
open, running or processing. This may result in an application crash. So please
ensure that the standby mode of the operating system or the PC is permanently
switched off.

For the proper operation of the 8140 TETRA AirAnalyzer it is very important to

work on a clean Windows system with as few applications running as possible,
otherwise these applications could impair the application speed. For this reason,
please make sure that there are as few programs in the taskbar and running from
Autostart as possible.

Online virus scanners and firewall applications may additionally reduce the data
transmission rate in a network. If you work solely with the TETRA AirAnalyzer
application to analyze and filter previously traced signaling on a network drive,
the file opening and analyzing speed may be noticeably reduced because of
online scanning of the network data stream or port scanning.

Software delivered on CD

The PC software coming with the 8140 TETRA AirAnalyzer includes several useful
applications:
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AirAnalyzer application
- Records, analyzes and filters traces (raw, lan, tmw and tmv files)

- Exports result files (res-files), SNDCP data files (hex) and tetra voice data
(tvd files)

TetraMsc application
Shows result files as message sequence charts

QoS application
View Quality of Service measurements.

RawFileSplitter application
Splits extensive raw files into smaller parts

ConvertSndcpData application
GUI for text2pcap, converts SNDCP data files into PCAP file format (used in
Ethereal, an IP protocol analyzer)

VoiceDecoder application
plays and stores TETRA voice data

AlgorithmDIIFramework

(installed separately with the AlgorithmDIISetup.exe, this is described in
Chapter 4, Installing the AlgorithmDII)

Allows you to program your own decryption DLL

Acrobat Reader application
(installed separately using the AcroReader Installer)
Shows the documentation (pdf files)

Note

Some of these applications may not work on your computer because you do
not hold a valid license. Please consult with your Willtek representative for
more information.

Installing the software

There are two ways to install the software as administrator:

Log on to your Windows system as administrator and install the software as
described below.

If you are logged on as a standard user, solely run the setup as administrator
by pressing shift and clicking on TetraAirAnalyzerSetup.exe with the right
mouse button. Then choose Execute as... and install the software as
described below.

If you have installed older versions of the TETRA AirAnalyzer software please
uninstall these before you proceed with the installation. If you do not uninstall
older versions, problems during operation and later uninstalling procedures may
occur.

Insert the TETRA AirAnalyzer software CD into the CD drive of your
computer.
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2 Run the installation program TetraAirAnalyzer_Setup_3.2.x.x.exe from the

CD-ROM with administrator rights. A message box will appear indicating
that you are about to install the TETRA AirAnalyzer (see Figure 1).

;E Setup - Tetra AirAnalyzer

Setup Wizard

Itiz recommended that you:

- uninztall all previous versions
- cloze all other applications
before continuing.

Click Mext to continue, or Cancel to exit Setup.

Welcome to the Tetra AirAnalyzer

Thiz will install Tetra Airdnalyzer 3.2.0.0 on your computer.

=101

Cancel |

Figure 1

3 Click the Next button to continue.

TETRA AirAnalyzer Setup Wizard

The dialog box shown in Figure 2 will be displayed. You will be asked to
accept the software license agreement of fjord-e-design GmbH.

;E Setup - TETRA AirAnalyzer Software

License Agreement

Fleaze read the following important information before continuing.

=101 x|

Fleaze read the following License Agreement. Y'ou must accept the terms of this
agreement before continuing with the installation.

SOFTWARE LICENSE AGREEMENT

Thiz document iz an Agreement between the uzer of this Licensed Software, the
Licensee, and fjord-e-design GmbH, the Licensor. |f you do nat agree to the
terms of thiz Agreement you are not allowed to install or to uze the

zoftware and have to return the Software package to fjord-e-design GmbH.

1 DEFIMITIONS

The following expressions shall have the meaning ascribed them for the
purpozes of this Agreement as follows: "Licensed Software” means programmes,
listings, flow charts and instructions in whale or in part a3 contained in

(* | accept the agreement

| do not accept the agreement

< Back I Mest > I

Cancel |

the installation.

Figure 2  Confirmation of the software license agreement

4 Click the Next button to accept the license agreement, or Cancel to abort

If you accept the agreement and click on Next, the installation routine will
start and the installation information as shown in Figure 3 will be displayed.
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]i.,il Setup - Tetra AirAnalyzer

Information
Fleaze read the following important information before continuing.

‘when pou are ready to continue with Setup, click Mext.

Inztallation informations: -

1] Minimurn{!] requirements:

CPU: Pl or compatible.

Memory: 256 MB of RAM required.

Dizplay: 10245768 or higher-resolution monitor,

05: Windows 2000[5P4) or Windows XP[SP2), Windows Vista iz NOT supported.
HD: 1 GB of available hard-disk space.

Parallel port: Mative parallel port with EPP.

2] Inztallation with virus scanner:

To prevent install problems deactivate vou're virus/spyware scanner. Some

zcanner are known to be very restrictive. They forbid neceszary install

operations. Do not forget to reactivate you're scanner after successfully

inztallation. LI

< Back I Mest » I Cancel |

Figure 3 Installation information

Chapter 2 Installation
Installing the software

5 Read the install information carefully and click the Next button.
The installation routine will start and the Select Destination Location dialog

box will be displayed as shown in Figure 4.

]i.,il Setup - Tetra AirAnalyzer

Select Destination Location
‘Where should Tetra Airdnalyzer be installed?

@ Setup will inztall Tetra Airdnalyzer inta the following folder.

To continue, click Mext. IF you would like to select a different folder, click Browse.

C:\Programme’fjord-e-design'T etra Airdnalyzer 3.2 Browse... |

Dizk space requirements depend on the selected components.

< Back I Mest » I Cancel |

Figure 4 Selecting the installation folder for the software

6 Select a folder to install the application files. (The main application requires
about 10 MB of free disk space. Please keep in mind that the data files of the
TETRA AirAnalyzer also need some free disk space depending on the moni-

toring time.)

7 Click Next to proceed to the Select Working Directory window.

8 Select a folder where the application software can store traces and data

evaluation files, and click Next.

The Select Components window appears as shown in Figure 5.
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10

]i.,il Setup - Tetra AirAnalyzer

Select Components
which components should be installed?

V' irtnalyzer Software 15,7 ME «

™ TetraloSanalyzer Frontend 14ME

- [¥ Examples 0.8 Me

- W Filter Configurations 0.1 Me
[ Documentation 39MB
W Third party source code: sqlite” tar. gz, sqlitecdbe” tar.gz 23MB
¥ Tetrabsc 3.4 MB

" ¥ Documentation 1.8MB

v Taals 23ME
I_ [Z P zwFilasrbittar Y] LI

Current gelection requires at least 28,1 ME of digk space.

< Back I Mest » I Cancel |

Figure 5 Selecting the AirAnalyzer components for installation

This window displays an overview of the applications and functions to be
copied to your hard disk.

AirAnalyzer Software: Enable this to install the AirAnalyzer software. It is
also needed for the E1001 TETRA AirAnalyzer.

- Examples: These files contain examples you can work with to learn more
about the TETRA AirAnalyzer software.

- Filter Configurations: These files contain predefined filter settings for the
AirAnalyzer software.

- Documentation: The documentation for the AirAnalyzer software.

- Third party source code: Will install the open source SqLite ODBC-Driver
sources.

TetraMsc: Enable this to install the TetraMsc software.
- Documentation: The documentation for the TetraMsc software.
Tools: Various tools as described below.

- RawfFileSplitter: A tool to split large raw files or extract a port out of
these files.

- ConvertSndcpData: A GUI for the text2pcap tool from Ethereal.

- VoiceDecoder: A tool to decode and play TETRA voice data from file or
the AirAnalyzer software

- Documentation: The documentation for the tools above.
Either choose a predefined selection (complete, economical, minimum, tools

only) from the pull-down menu, or create your own selection (user defined)
by ticking the required functions in the scrollable menu below.

10 Click the Next button to proceed to the Select Start Menu Folder window as

shown in Figure 6. This window proposes a name for the application group in
the Start > Programs folder.
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15! Setup - TAA Software Package

Select Start Menu Folder
‘where should Setup place the program's shortouts?

To continue, click Mext. IF you would like to select a different folder, click Browse.

Setup will create the program's shortcuts in the following Start Menu folder.

Browse... |

< Back I Mest > I

Cancel |
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Figure 6 Selecting the start menu folder for the application

11 Accept the name or select a new one by clicking on Browse.

12 Click on Next to proceed to the next window shown in Figure 7.

]i.,il Setup - Tetra AirAnalyzer

Select Additional Tasks
Wwhich additional tasks should be performed?

Select the additional tasks pou would like Setup to perform while installing Tetra
Airinalyzer, then click Mext.

¥ Aithnalyzer 3304

- |¥ TetraMsc 1.7.0

- ¥ TetraQoSAnalyzer 1.001

- ¥ TetraScanner 1.0621

i ¥ TetraPhysicalD atatnalyzer 1.0b4
(] Tl

[V Assign file extensions

o [ R fles [ raw]

I

< Back I Mest » I

Cancel |

Figure 7  Selecting additional functions to be installed

13 If you want you can choose some of these additional tasks to create short-
cuts to the application and/or assign the AirAnalyzer file extensions to the

AirAnalyzer software.

14 Click on Next to proceed to the next window shown in Figure 8.
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]i.,il Setup - Tetra AirAnalyzer

Ready to Install
Setup iz now ready to begin installing Tetra Airsnalyzer on your computer,

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Programme’fiord-e-design'T etra Airdnalyzer 3.2 [program files]
C:ADokumente und Einstellungeniall Usersh\Dokumenteh T etra Airdnalyzer 3.24F

Setup type:
Complete installation

Selected components:
Airdnalyzer Software
Examples
Filter Configurations
Documentation

TetraMsc =
| | »

< Back

Cancel |

Figure 8 Confirmation of the installation

15 Click the Next button to start the copy process.
All program files will be copied to the chosen installation directory and the
serial number is registered. The progress of the installation is displayed.

Successful completion of the installation will be shown in a new windows
(see Figure 9).

{5l Setup - TETRA Airdnalyzer Software

Information
Fleaze read the following important information before continuing.

‘when pou are ready to continue with Setup, click Mext.

ICongratulations! ﬂ
1'ou have successiully installed the Software for the
TETRA Airdnalyzer.

wie hope vou enjoy our software, If there are any questions

or problems pleaze examine this file and the user manual. If

thiz does not help pleaze contact vz, We will help you az quickly
az pozzible.

If you have any ideas or propozals how to improve our software
pleasze contact us. Y'ou will find our contact data at the end of
this file.

'our fjord-e-design Team LI

Figure 9 Installation completed

16 Click the Next button to proceed to the window shown in Figure 10.

8140 TETRA AirAnalyzer ~ Software version 3.4.4



Chapter 2 Installation
Repairing an existing installation

]i.,il Setup - Tetra AirAnalyzer ;Iglll

Completing the Tetra AirAnalyzer
Setup Wizard

Setup has finished instaling Tetra Airdnalyzer on your computer.
The application may be launched by selecting the installed
icons.

Click Finizh to exit Setup.

W :
¥ Install SOLite3 ODBC Driver

< Back I FEinigh I

Figure 10 Preparing to install required driver software

17 Keep Install USB Dongle ticked if not already installed. Keep Install SQLite3
ODBC DRiver ticked if you want to use the QoS application.

18 Click Finish to install the additional driver software required by the TETRA
AirAnalyzer PC software. Completing the installation may require that
Windows is re-started.

A new program group entry in the Start > Programs menu named fjord-e-design
with the subfolder AirAnalyzer should be available now (see Figure 11). It
contains shortcuts to the TETRA AirAnalyzer application, the TetraMsc applica-
tion and other important programs.

) L4 ﬁ AirAnalyzer Software Manual
AirAnalyzer 3.2 ﬁ AirAnalyzer Tools Manual
@ AirAnalyzer on the Web ﬁ E1001 TETRA Airénalyzer
% ConvertSndcpData ﬁ Software Installation Guide

% RawFileSplitter ﬁ TetraMsc Software Manual
TetraMsc
ﬁl Uninstall Airanalyzer

7 ‘voiceDecoder

v v v b B B U

Figure 11 Program folder for the TETRA AirAnalyzer

Repairing an existing installation

If the TETRA AirAnalyzer software has already been installed on the system, the
installation program can be started again to repair an existing installation.

Uninstalling the TETRA AirAnalyzer software

To uninstall the PC software for the TETRA AirAnalyzer:
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1 Select Start > Programs > fjord-e-design > Tetra AirAnalyzer 3.2 >
Uninstall AirAnalyzer. (Alternatively, start the uninstaller from the Soft-
ware Manager in the Windows control panel.

A dialog box as in will appear.

TETRA AirAnalyzer Software Uninstall

Figure 12 Uninstaller dialog box

2 Click on Yes to uninstall the TETRA AirAnalyzer software and delete all
related files.
The Uninstaller will process all changes required and delete all files from the
hard disk.

Note

It may be necessary to restart the computer so that the changes take effect,
otherwise the process does not finish correctly. The Uninstaller will advise you
accordingly.

Installing and using the encryption software

14

Overview

Installation procedure

This section applies if your AirAnalyzer software includes the 8160 Static Air
Interface Encryption option or the 8161 Static/Dynamic Air Interface Encryption
option. The options require the dongle to be inserted into a USB port of the PC
running the AirAnalyzer software.

If your AirAnalyzer software is fitted with any of these options you will find an
AlgorithmDlISetup.exe either in the main installation path of the installation CD
or attached to an e-mail from Willtek.

A framework for Microsoft Visual C++ is included so that you can create the DLL
with the TETRA algorithms. You only have to copy the necessary algorithms
received from ETSI-SAGE or a custodian to this file. For security reasons, it is
useful to keep the algorithms on an external hardware device. We recommend
this relocation since it is possible to copy or decrypt a DLL on a PC. The algorithms
are only as safe as the access to this PC.

1 Start the installation process by calling up AlgorithmDIISetup.exe.
A dialog box pops up, asking to confirm the installation.

2 Click Yes to confirm.
The dialog box shown in Figure 13 will be displayed.
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etup - Framework For AlgorithmDLL 10l =l

Welcome to the Framework For
AlgorithmDLL Setup Wizard
Thiz will install AlgorthmDLL Framework. on your computer,

Itiz recommended that you close all ather applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel

Figure 13 AlgorithmDLL Setup Wizard

3 Click Next to continue.
A new dialog box appears, asking for the destination location.

& Setup - Framework For AlgorithmDLL 10l =l
Select Destination Location H
Wwhere should Framework For AlgorithmDLL be installed? (‘?:

. G
Setup will install Framework For AlgonithmDLL into the following folder.

To continue, click Mext. IF you would like to select a different folder, click Browse.

C:\Programmefjord-e-design'ialgarithmD | Browse... |

Dizk space requirements are found on the next page

< Back I Mest > I Cancel |

Figure 14 Selecting an installation folder in the AlgorithmDLL setup

4 Leave the folder displayed or choose another one, e.g. on a removable device
such as a USB memory stick. If the folder does not exist, the setup wizard
will create it. A new subfolder AlgorithmDIIFramework will also be created.

5 Click on Next.
The Select Components dialog box appears.
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3 Setup - Framework For AlgorithmDLL

Select Components
which components should be installed?

Select the components you want to install; clear the components vou do nat want ko
install. Click Mext when you are ready to continue.

< Back I Mest » I Cancel

Figure 15 Selecting the installation type

6 Select an installation type and proceed with Next.
The Select Start Menu Folder dialog box appears.

15! Setup - Framework For AlgorithmDLL

Select Start Menu Folder
‘where should Setup place the program's shortouts?

Setup will create the program's shortcuts in the following Start Menu folder.

.

ke

To continue, click Mext. IF you would like to select a different folder, click Browse.

Browse... |

< Back I Mest > I Cancel |

Figure 16 Selecting a start menu folder for the framework

7 Confirm the start menu folder or select a different one. Continue with Next.
The Ready to Install dialog box appears.

8 Check the displayed installation parameters. Click Back to change the
settings. Click Install to start the installation.
The program files will be copied to the selected installation folder, into
subfolder AlgorithmDIIFramework.
When completed, the dialog box in Figure 17 will appear.
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3 Setup - Framework For AlgorithmDLL 10l =l

Chapter 2 Installation
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Completing the Framework For
AlgorithmDLL Setup Wizard

Setup has finished installing Framework, For AlgorithmDLL on
your computer. The application may be launched by selecting
the installed icons.

Click Finizh to exit Setup.

Figure 17 Completing the installation

9 Click on Finish to start copying the files.

1

The files required for creating the algorithm DLL will be copied into the
AlgorithmDIIFramework folder.

When completed, the AlgorithmDIIFramework application can be found in
the AirAnalyzer program group accessible under Start > Programs.

Select Start > Programs > fjord-e-design > Tetra AirAnalyzer 3.2 >
AlgorithmDIIFramework.
The Misoftware to define the encryption algorithm is loaded.

In the AlgorithmDII framework, select file AlgorithmFunctions.cpp (see ) and
follow the descriptions in the file header and body.

ALGORTTHH_DLL_PORT_FUHKETION int K unsi A4 int TEAnumhar unsigned chars ECH. OTHT22 IV, unsigned chare

in
v h (TEAnunber)

case KSG_TEAL TE.
return 33 /%TES

rasn KEG_TEA?

Figure 18 Opening file AlgorithmFunctions.cpp in the framework

3 Follow the descriptions in the file header and body.

If you try to “"build" the project at this stage of completion the compiler will
display "1 warning" due to missing security algorithms (1 local variable is
unreferenced).

In the source code you will be guided completely on how to copy the secret
ETSI encryption algorithms to the relevant locations in the file.

The project will create the Algorithm DLL that the AirAnalyzer software
needs.
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4 Note

Please contact Willtek Communications if you are interested in a secure solu-
tion customized to your organization's requirements.
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Getting Started

This chapter describes the functionality of the software. Topics discussed in this

chapter are as follows:

- "Using the TETRA AirAnalyzer" on page 20

- "Connecting the TETRA AirAnalyzer" on page 20

- "Powering the unit” on page 20

- "Setting up the TCP/IP parameters" on page 21

- "Starting the TETRA AirAnalyzer application” on page 23
- "AirAnalyzer software overview" on page 24

- "Quick start" on page 26

- "Getting acquainted with the AirAnalyzer menus" on page 35
- "Working with the AirAnalyzer" on page 67

- "AIE (Air Interface Encryption)" on page 72

- "External data input formats" on page 82

- "Reference documents" on page 93
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Using the TETRA AirAnalyzer

Using the TETRA AirAnalyzer

Once the TETRA AirAnalyzer and its connections are installed, the instrument is
operated from the PC using Windows-based application programs. This chapter
shows how to control the TETRA AirAnalyzer from the main application, AirAna-
lyzer.

Connecting the TETRA AirAnalyzer

The TETRA AirAnalyzer should to be connected to a power source, to the PC and
to the RF as described in the Getting Started Manual delivered with the instru-
ment.

Powering the unit

20

There are two power switches: One is located at the front, turning the AC power
on/off; the other one is located at the back and turns the DC power on/off. Turn
the corresponding power switch to 1. See chapter "Overview" in the Getting
Started manual for the exact positions.

Note

If both AC and DC power are connected to the device and both power
switches are turned on (1), the AC power will be used.

After the TETRA AirAnalyzer is turned on, a self test is executed. The LEDs at the
front will go through several states. After a second the power-on self test should
be completed. Only the power LED should be on, i.e. glowing green. If any other
LED is still on, an error occurred during the self test. The device may not work
correctly. Please contact Willtek's support (see "Technical assistance” on

page xviii).

If the power LED is off, the device is not powered. Check the power cable, the
power switch and the corresponding fuses (see chapter "Overview" in the Getting
Started manual).

If all the LEDs except the power LED are off after turning on the power, the device
is ready for use. To make sure that the TETRA AirAnalyzer is operating according
to the specifications, it should run for at least 10 minutes to gain optimal oper-
ating temperature.

Immediately after the TETRA AirAnalyzer is turned on you may start the control-
ling application on the PC.
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Setting up the TCP/IP parameters

Setting up the IP address
of the 8140

Resetting the IP address of the
8140

Changing the IP address of the
8140

Setting up the IP address
of the computer

By default the TETRA AirAnalyzer is delivered with a static IP address. This IP
address is 192.168.1.200, subnet mask 255.255.255.0 upon delivery. This IP
address is also printed next to the network plug at the back of the device.

Figure 19 Ethernet connector and default IP address

The IP address information can be reset to the factory setting, i.e. to IP address
192.168.1.200, subnet mask 255.255.255.0.

1 Switch on the TETRA AirAnalyzer and wait until it is ready for operation, i.e.
the power LED must be on while the other LEDs must be off.

2 Use a thin blunt instrument to carefully press the reset switch in the
embedded hole beneath the label "Reset to Default IP-Config" (see
Figure 19). Press and hold the button for one second.
This resets the IP address immediately and permanently to the default value.

The IP address of the 8140 TETRA AirAnalyzer can be set to a static value or to
an IP address dynamically obtained from a DHCP server. This can be set up with
a web browser on a PC connected to the TETRA AirAnalyzer either over a LAN
(using normal LAN cables) or directly (using a cross-connect cable). The IP
address of the PC must be in the same subnet as the TETRA AirAnalyzer; see
“Changing the IP address of the computer” on page 22.

1 On the PC, start a web browser.

2 Call up the following address: http://<1P_ADDRESS> where
<IP_ADDRESS> is the IP address of the 8140 (192.168.1.200 by default).
The login page of the TETRA AirAnalyzer appears.

3 Log in with the password.
A page with the IP settings is displayed.

4 Change the IP settings as required.

In order to establish a connection with the 8140 TETRA AirAnalyzer and in addi-
tion to the physical network connection it is necessary to use the correct IP
settings on the computer. The 8140 and the computer have to be located in the
same logical IP network. For the hardware in manufacturing state this means
that the computer has to use one of the IP addresses in the range 192.168.1.1 to
192.168.1.199 or 192.168.1.201 to 192.168.1.253; it must differ from the IP
address of the 8140 and other devices within the network.
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Changing the IP address of the = These instructions to change the network settings of the computer apply to
computer  Windows XP and Service Pack 2:

1 Click Start > Control Panel.
The Control Panel window appears.

2 Double-click Network Connections.
The Network Connections applet appears.

3 Select the LAN interface to be used (typically a LAN connection such as
Local Area Connection’).
The Status window appears.

4 Click on Properties.
The Local Area Connection Properties dialog box appears.

5 Select the Internet Protocol (TCP/IP) element and click on Properties.
The Internet Protocol (TCP/IP) Properties dialog box appears.

6 Select "Use this IP address" within the Properties dialog. Enter a free IP
address (e.g. 192.168.1.150) in the IP Address field, and 255.255.255.0 in the
Subnet Mask field. You can also enter the address of a gateway and DNS
server if available.

7 Click OK to confirm and save the new settings.

Checking the local network  After setting the network connection you can check if the network connection
connection (optional)  was changed to the correct settings respectively if contact to the TETRA AirAn-
alyzer has been established. For this example the TETRA AirAnalyzer is used with

the default values (see 3.1.1Resetting the 8140 TAA IP address).

1 Start a shell with the command line interpreter by clicking Start > Run,
typing cmd and clicking OK.
A command shell appears in a new window.

2 Enter the command ipconfig.
The settings of the available network interfaces are displayed. The defined IP
address (192.168.1.150 in the above example) should be displayed.

3 Enter the command ping <IP_Address> with <IP_Address> set to the
IP address of the TETRA AirAnalyzer (default setting: 192.168.1.200) to
check if an IP network connection is available between the TETRA AirAna-
lyzer and the computer.

If the 8140 answers, the settings are correct.

Options for connections  In addition to the connection within the local network you can also use a remote
using a router or SSH connection. This requires a connection of at least 350 kbps (actual) from hard-

tunnel  “are to software. The direction from software to hardware requires 100 kbps.

1. A name for the LAN interface cannot be given here because the designation differs between comput-
ers. If the computer has several cable connections, the name might contain numbers. Laptops often have
a wireless network connection in addition to the cable network connection. In addition, there may also
be a virtual connection installed (e.g. VMware Network Adapter). If you are unsure which connection to
use, contact a person responsible for your IT equipment.
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The connection can be established within the network by using a router (e.g.
VPN) or by using a SSH tunnel. When using a remote connection you have to
observe the following:

It is not possible to find the hardware using the search dialog. You have to
enter the IP address and port of the hardware manually.

When using a router the correct gateway address of the hardware and the
PC has to be used. When using a DHCP server the gateway address has
already been transmitted correctly. Otherwise you can set the gateway
address of the hardware as described in "Changing the IP address of the
8140" on page 21. Section “Changing the IP address of the computer” on
page 22 contains additional information for the PC.

Starting the TETRA AirAnaly

1

Y P W N B B LR Ll

zer application

Connect the TETRA AirAnalyzer to the PC and power it up as explained
above.

The TETRA AirAnalyzer software can be called up from Start > Programs >
fijord-e-design (see Figure 20). It may contain shortcuts (depending on the
installed components) to the installed AirAnalyzer applications: AirAnalyzer,
TetraMsc, RawFileSplitter, ConvertSndcpData and VoiceDecoder.

fiord-e-design

AirAnalyzer on the Web

% ConvertsndcpData
% RawFileSplitter
TetraMsc

ﬁ! Uninstall Airanalyzer
§° VoiceDecoder

Figure 20 Launching a TETRA AirAnalyzer application

If you chose these items during the installation there will also be desktop
icons and icons in the quickstart bar to start the application.

Start the TETRA AirAnalyzer application by clicking on one of these short-
cuts. If the 8140 TETRA AirAnalyzer is switched on and connected correctly
to the PC and the provided user dongle is plugged in, the main window
should be displayed after a moment (see Figure 33 on page 35). Otherwise
the software will display an error message.

If an error message like Figure 21 is displayed, there are problems with the
dongle. Remove the dongle from the USB port and plug it back in. Start the
software once again.
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* AirAnalyzer x|

Mo Dongle Found ar
Error during dongle access

Praogram will kerminate!

Figure 21 Error message appearing when the dongle is not found

If an error message as in Figure 22 is displayed, the AirAnalyzer version is
newer than permitted in the dongle. In that case update the dongle with the
dongle update software delivered, or contact Willtek.

i AirAnalyzer x|
Application not Found on dongle or
License run auk

Praogram will terminate!

Figure 22 License not available

AirAnalyzer software overview

24

What it does

The AirAnalyzer software is the MS Windows-based standard software for the
TETRA AirAnalyzer. The AirAnalyzer software is designed to record, display and
analyze the complex course of the communication between a TETRA mobile unit
and a TETRA base station, or another TETRA mobile units in case of DMO. It can
monitor and analyze the complete down and uplink of one selectable TETRA
carrier including all four time slots in up and downlink.

The software features a multi-document interface, i.e. it is capable of displaying
multiple views of one or more raw data file(s), it can also load data through a
proprietary interface and different file interfaces.

At first a document window has to be associated with a raw data file, or an input
format has to be chosen. When recording a raw data file from the TETRA AirAn-
alyzer the software associates the file automatically with the active document

(window).

The user may also load a specific file (lan[Proprietary]/raw[TMO/DMO]/TMW/
TMV) into the active document. The AirAnalyzer software is now able to analyze
the input data (if recorded to or opened from a file) and display the TETRA
protocol messages in a readable format. The content of the document is synchro-
nously saved in the result file you were asked to specify before.

8140 TETRA AirAnalyzer ~ Software version 3.4.4



System overview

Features

Chapter 3 Getting Started
AirAnalyzer software overview

Although different documents may be associated with the same raw data file,
they all have to use a different result file. Each document window needs a
specific result file because several windows would corrupt a common result file.

The data from the various sources (TETRA AirAnalyzer, proprietary interface, file)
is analyzed and evaluated for the following protocols:

- CMCE (CC, SDS), SS (completely, SS actual finished parts)

- MM (completely)

- SNDCP (completely)

- MLE/BLE (completely)

- LLC (completely)

- Upper MAC (completely)

- Lower MAC (completely)

- Physical Layer (completely)

- DMO (optional)

The evaluation is carried out according to TETRA Air Interface, Edition 2

(EN 300 392-2) and for all security functions (EN 300 392-7). Additional TETRA
standards (e.g. DMO, SNDCP) are available upon request.

Using various customizable filters, the user can reduce the displayed messages.
This will help to focus on the important data, not lose the overview in the quan-
tity of occurring messages. This is especially helpful when searching the commu-
nication protocols for faulty messages.

In addition, it is possible to display the filtered messages in the TetraMsc appli-
cation to visualize the flow of messages on the air interface as message sequence

charts. It is also possible to activate the online analysis of the air interface data
so that the live data is filtered and displayed according to the current settings.

Saves air interface data

External data input for proprietary and file interface
Measurements for each burst

Analysis of the captured data

Complex filtering of analyzed data (protocol/subscriber)
Online analysis of live data with TetraMsc

Display in the expert text view
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Quick start

Signal flow

The software analyzes the raw data from the TETRA AirAnalyzer or data from
various file types, so that the TETRA protocol messages are displayed. The soft-
ware offers the ability to filter the displayed messages in various ways to keep
the focus on the relevant protocol components.

It is possible to activate the online analysis of the data so that the messages of
the air or proprietary interface are displayed online.

The raw data from the TETRA AirAnalyzer or a file is sorted according to the layer
1 settings in the filter dialog. A protocol analyzer processes the remaining data.
The displayed result is filtered according to the layer 2 and 3 settings in the filter
dialog and saved to disk.

Figure 23 shows the signal flow in the application. One raw data file can be used
for several documents. Each document may have its individual filter settings.

Protocol- Protocol {Online) MSC /
> GTrQ'—’ filter 1. Expert view
» [ Protocol- Protocol 2 (Online) MSC /
#\ analyzing filter *  Expert view
Protocol- Protocol Result 3 (Online) MSC /
analyzing filter File (n) * Expert view

Figure 23 Signal flow in the AirAnalyzer software

0

The AirAnalyzer application can create a TMW data file that is already channel
decoded. You can also use a TMV data file as input file for the analyzing software.

Quick start

26

With the following steps a TETRA carrier will be scanned for up and downlink.
The data is analyzed and filtered for the display. In addition, the scanned
messages can be shown in message sequences charts.

The AirAnalyzer software has to be installed and the TETRA AirAnalyzer has to be
connected and turned on for recording air interface data (otherwise only propri-
etary recording is available).

It only takes a few steps to monitor a TETRA signal:

1 Start the AirAnalyzer application.
Select a data source in the settings menu (e.g. Record TMO).

Click the recording button ﬁ

H ON

Set the carrier frequency (if you choose Record Proprietary: Set the UDP
ports by selecting an entry in the dropdown box in the Settings group. Alter-
natively,

a click the Edit button &% Edit | to enter new values);
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b save the new values and click the ﬂ ok | button.
5 Enable online analysis by checking the Protocol field [¥ Protacal .

6 Set the protocol and SSI filters with | Protacal and 7 SSI-Filter | or select
predefined filters with the dropdown-boxes aside. The default settings
provide a reasonable setting for standard signaling measurements.

7 Choose a file name for the raw data file.

8 Pressthe A& Start Record | button to start recording. After a short while the
TETRA MSC will start. All messages according to the filter settings will be
displayed online.

9 To stop the recording press ﬂ

First recording

Upon a click on the Recording button ﬂ in the toolbar, the Record dialog
appears. This is used to define the required settings for the first recording.

Record [g|
Recording mode Used recording device:
& TMO @ DM « Propristary | | Record-Device: | 192.168.1.123:50000 @ | &
f~Record Settings -3 [ Orline anakysis
ﬁ Edit 2 I%Tmo default - [V Protocol @ ™ qQos
RF & (Downlink): 390,012500 MHz FResultfile settings 3
Band: 300 MHz
hannel: @ 3600 T Filter 2 ]YFilter default LJ
Offset: 12500 kHz
ss1 ; 51
SSI-Filk 2 Show all
RF B {Liplink): 380,012500 MHz w I F ow LJ
Duplex: 10,000000 MHz £ mioft datasettings @
E‘}' Export 2 ||:‘}'V0ice+5ndcp+QDS j
. 4 N r
[~ File -

File Path @ | CiiDokumente und Einstellungenigunter\Eigene Dateien!AirTraces),

File: Marme | TMO-Record.raw iName.raw j
¥ Browse E File Header Mo rawfile splitting, ﬂ
L. &

@ ,? Start Record ‘ > Cancel

Figure 24 Record dialog

This includes in particular:

- Selecting the AirAnalyzer hardware within the network

- Recording mode for TMO (Trunked Mode Operation) or DMO (Direct Mode
Operation)?

- Recording frequency
- Filter settings
- Display options (protocol and QoS)

2. DMO recording requires the 8162 DMO Option
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- Exporting further data like speech, packet data IP data and GPS data

This example shows how to start a TMO recording. The red marks and numbers
in Figure 24 correspond to the possible steps. The choice of hardware and
recording frequency and the final start of the recording should be carefully
selected; the other steps are optional.

Step (1): Select "TMQ" (Trunked Mode Operation) within the area "Recording
mode".

Step (2): Select the hardware within the network. If the hardware is not detected
automatically you can use the button & | to search for it. You can also use the
search dialog to see if an AirAnalyzer was detected within the correct IP network;
see Figure 25 and Figure 26.

Result of AirAnalyzer searching.... g]

Mame Setial 1P Part Mebwork Status
E1001_02006-000-004 0z2004-000-004  192.1658.1.123 50000 Ok, found in local netwark,

. Search X Cancel

Figure 25 Successful search for 8140 on the LAN

Result of AirAnalyzer searching.... g]

Mame Setial 1P Part Mebwork Status
E1001_02006-000-004 0z2004-000-004  192.1658.1.123 50000 (13 Found in different network (1)

'}q:'i Use ‘ XK Cancel ‘

Figure 26 Search for 8140 on the LAN, partially successful

If the hardware was found in a different network (network status: "(!) Found in
different network (!)"), the IP information has to be changed on the computer to
enable a connection and recording, see section “Setting up the IP address of the
computer” on page 21.

You can also enter the IP address directly. This might be necessary if the AirAn-
alyzer is addressed by using a gateway. Use the following format:
"IP-Address:Port".

Example for IP address 192.168.1.200 on port 50000: "192.168.1.200:50000".

Step (3): Use the frequency to select the TETRA carrier to be observed. Use the
Edit button #% Edit  to set the frequency.
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Frequency Settings _ ll

Tra default

r~ Dowrlink

I

ISDD.DDDDDD 'l MHz

Channel 3600 :II 0-3999

Channel Offset | 12,500 'l kHz

" Freguency | F90.012500  MHz 360 MHz - 460 MHz

—Uplink.

* Duplex: I 10,000000  mMHz [ Reverse
" Freguency | FE0.012500  MHz 360 MHz - 460 MHz

* |pad | HSave | i_’?_ Ok | K cancel |

Figure 27 Frequency Settings menu

Enter the downlink frequency (signals from the base) into the upper part of the
dialog. You can enter the frequency as band, channel and offset or you can enter
the exact value for the frequency. Enter the uplink (signals from the mobile
devices) into the lower part. You can enter this frequency as the difference
between the duplex or as the exact frequency. You can save the frequency by
using the Save button H S ave and a unique name, so that you do not have
to enter it when starting the device again. If you do not save the frequency the
software will not remember if after starting again. Use the OK button

Yok to save the frequency.

Step (4): The Online Analysis section is used to select which values are displayed
live during the recording session. The TetraMsc protocol analyzer and optionally
the QoS analyzer are available. According to your selection the respective
program for the display will start automatically.

12 DemotiroupLall raw DemsGrospCall rea) - Tetrablsc
Be fde e wok Cooon Wew Do e
S AP0XHE DEBORD QUSRI VTTEEETE &0 o8 Ay
=

- T - 0 e Tame LA ~

ML sl S

s AT
31

Frea 5011 T A EESRCE

g 41 ez
oy

BELE Byt . “

Figure 28 TetraMsc (protocol analyzer)
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# TutealluShnalyrer - DemsGirswpCall o5 db

Queued callsetup statistic

Figure 29 TetraQoSAnalyzer (Quality of Service analyzer)

Step (5): Use the "Resultfile settings" section to define the filters and the export
of additional data. Refer to the respective chapter in the manual for additional
information. You should use the predefined settings for the first sessions. These
settings are the result of long experience and are optimized for approx. 90
percent of all applications.

Step (6): Use the area "File" to set the path for saving the file of the recording
session. You also have to enter the name of the file. The extension of the
recording file is ".raw". This file contains all data. You can extract other data like
speech, QoS, GPS positions, packet data IP packages later. You can select the
name format for the file. For example, you can automatically add the current
date and time to the file name:

If you select "my_record.raw" as the file name you can also add the date and
time: "my_record_2007-08-20_(12_54UTC).raw".

It is possible that exported data have the same name and are saved in the same
directory. The only difference is the extension of the file. If you select
"my_record.raw" as the main file of the recording the name of the protocol file
would be "my_record.res". The name for the speech data would be
"my_record.tvd". The name for the QoS database would be "my_record_qos.db".

Step (7): After selecting all necessary options start the recording by clicking on
the Start Record button * start Recard -

The recording and live data

30

After starting the recording a TCP connection between the computer and the
hardware is established. The hardware is set to the desired recording mode and
frequency.

If the online data should be displayed, the display programs (TetraMsc and

TetraQoSAnalyzer) are started and set to the online display mode. The AirAna-
lyzer software opens the Demodulation Info dialog.
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Figure 30 AirAnalyzer recording

The picture shows the AirAnalyzer software in the background. To the right the
corresponding dialog "Demodulation info" is displayed. The right bottom area
contains the TetraMsc, which displays the protocol.

Demodulation info |§|

~Info
Record time:
01:09:42

RF A: 420.012500 MHz; RF B: 410.012500 MHz

— Downlink. Signal Quality

attn

il 1 ST

oo
[ 0,035 ——

o.0ov.

0.0096

~Uplink Signal Quality
attn
< [ -

X Stop |
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The TetraMsc software

The Demodulation Info dialog displays the current measurements of the running
recording session. The first display of the level control shows the reception level
of the downlink. The measured value is displayed in dBm. After that the setting
of the AirAnalyzer attenuators is displayed in dB. You can change these settings
using the 4| » | buttons. The bottom display of the level control is the reception
level of the uplink. It operates analogous to the power level bar of the downlink.
Below the power level bar for the downlink two additional bars are displayed for
the measurement of BER (Bit Error Rate) and MER (Message Error Rate). These

bars are split in two parts. The upper part displays the current value. The smaller
lower part displays the peak value. It shows the max. error value. You can reset

these two peak values by using the | BeR: ‘or “ER.| button.

The Stop button stops the recording.

The green part of the power level bar displays the optimal area for reception. The
lower part displays the sensitivity threshold. The upper part displays the area for
overmodulation. The yellow interim part is the area in which the AirAnalyzer
hardware has optimum reception. Due to fluctuations of the received field
strength it is possible to reach an unfavorable reception range. If this is the case
you should select different settings for the attenuators. Experience shows that
the tetra modulation is stable in respect to overmodulation. If this is the case,
the TETRA AirAnalyzer can demodulate the TETRA messages without problems.
However, it is not possible to correctly measure very high values for received field
strength. Experience shows that this only occurs under laboratory conditions. In
this case we recommend the use of an external attenuator in front of the input
of the respective receiving stage of the uplink or downlink of the TETRA AirAna-
lyzer.

TetraMsc is the display program for the protocol. It can be started manually or
automatically when using the online analysis. The protocol is displayed as
Message Sequence Charts (MSC).
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Figure 31 Reading and understanding message sequence charts

(1): The column "Info" on the left contains general information. It contains the
frame used for sending, the time in UTC, the received power level of the burst,
the symbol offset and the target address(es) of the message(s).

(2): The other columns contain the individual messages of the different layers. It
starts with the lowest layer on the right: Lower MAC (as well as the physical
layer). The arrow beneath this point 2 points to the left. This means, that this
message was sent from the mobile device to the base station. This direction of
sending is called uplink. Above the arrow the name of the message of the respec-
tive layer is displayed.

(3): You can move the cursor by using the arrow keys on the keyboard or by
clicking directly on the message with the mouse. In the bottom part of TetraMsc
the individual elements of the messages are displayed as analyzed.

(4): Messages with arrows pointing to the right were sent from the base station
to the mobile device. This direction of sending is called downlink. The message
"BL-ACK" is displayed in layer LLC. In this case the base station acknowledges the
receipt of "BL-DATA" from the message (2) in the LLC layer.

(5): The button "Freeze rendering"” is only available during the online analysis.
Since new messages are always displayed in real time during the online analysis,
it is possible to freeze the display. This gives you enough time to read the
messages. If you freeze the display messages are not lost. They will be displayed
after disabling the freeze function.
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The TetraQoSAnalyzer
software

The TetraQoSAnalyzer prepares the information from the protocol statistically
and displays these information graphically in lists.

# TetraQoSAnalyzer - TMO-Record_QoS.db (=13

& Setup times @

M Failed calls distribution

) 505 Delivery Time (FragmentediUnfragmented)
# [ channel Load
% [ Dawnlink channel quality
[ cal

= SDS

CE®
Queued callsetup statistic

otal calls ofal calls
(Call modifactions @
(Callmod: priority 5

Other callsetup types statistic
mMax 17563
756[ms]
Min | | 756[ms]
Fpa of statistic ?thersunnessm\\na\\s

Fpe of statistic Mo hank, Mot queued, Gonnected, Gne U-Setup ype of statistic Mo haok, Call queusd, Connected, One U-Satup
¥ o

otal calls
Call modifactions:
Callrod: priority ¥

Ready

Figure 32 The TetraQoSAnalyzer software

(1): The first window shows the possible measuring methods according to
subject. Measuring methods used for a general overview are sorted into the main
directory. The other methods are contained within the folders sorted according
to subject.

(2): The result of the measurement is displayed in the bottom window.

(3): For some displays of the results over time it is possible to switch between
different time frames.

(4): For some measurements the display is changed from online to offline view.
When using the online display the current measured value and mean value of the
last 32 seconds are displayed. The offline mode displays the total measured
value. Since the TetraQoSAnalyzer is not directly connected to the recording
software AirAnalyzer, it cannot detect if a recording is still running. You there-
fore have to set the TetraQoSAnalyzer manually to the offline mode after
finishing the recording. The speed for the real time display when using the online
display is 4 seconds. This means that the recording software writes data to the
database every 4 seconds. The TetraQoSAnalyzer retrieves data from the data-
base approx. every 4 seconds.
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Getting acquainted with the AirAnalyzer menus

Main window

Menu items

The main window contains all open documents.

All adjustments and settings are carried out in the main window. Raw data (LAN/
RAW/TMW/TMV) or an already analyzed result file may be loaded into a docu-
ment (window). The analyzed data of each document can be printed and saved
in a result file (*.res). Several documents may be opened at once. The windows
can be arranged like all windows in MS Windows.

(@ AirAnalyzer - [Untitled]
[} Ble Edit Settings Run Yiew Inols Window Info

I e 0@ 0@ 7 O @[ moddiaun ~ | Fitter default =¥ show e ~|[Brvoica+Sndop+ios -

] Untitlect ‘

iirdnalyzer Startreport

dirinalyzer 3.4.4.0, Oct 1 2007 / 15:08:40

Tetra Airknalyzer : ensbled (runs ocut in 127 days)
option DMO : ensbled (runs out in 127 days)
Option AIE static : ensbled (runs out in 127 days)
Option AIE dynamic : enabled (runs out in 127 days)
Option Qo3 : ensbled (runs out in 127 days)

Parallelport dirdnalyzer not found - record with LAN-Lirdnalvzer is enabled.

Ready [[©) Tetra AirAnalyzer 3.4, @ps.r% Line 11 of 15

Figure 33 Main window of the AirAnalyzer software

File menu

[File

Mew Document Chrl-+M
Close Document

Cpen Raw Data., ., Chrl+0
Cpen Dema Raw Files, ..

Save Resulk File Chrl+5
Save Result File &s..,
Print. .. Ctrl+P | Eﬁé) Froprigtany default j

Prink Preview
Prinkt Setup...

,‘”‘ Froprigtary default
- Edit -

4 DemaCall.raw

Exxit

Figure 34 File menu

New Document: Opens a new document for analyzing.
Close Document: Closes the activated document view.

Open Raw Data...: Loads raw data files (LAN/RAW/TMW/TMV) into the active
document.
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Open Demo Raw Files...: Loads raw data from the All Users directory into the
active document.

Save Result File: Saves the analyzed data from the active document view to disk.

Save Result File As...: Saves the analyzed data from the active document view to
disk, requires a new path and name.

Print...: Opens the print dialog.

Print Preview...: Shows the printer preview.

Print Setup...: Opens the printer setup dialog.

Recent File List: Opens the selected raw data file to the active document view.
Exit: Closes the AirAnalyzer application.

Edit menu

Edit Setkings Rum  Miew W

[Undm Chr|+Z
il (Zh| 3
o (o
Paste Chrl+y
Paske Special. ..

Select &l Ckrl+6y
Find. .. Ckrl+F
Fimd ek F&
Replace Ckrl+H

Figure 35 Edit menu

Undo: Undoes the last change to the result file.

Cut: Cuts out the highlighted text of the result file.

Copy: Copies the highlighted text of the result file to the clipboard.
Paste: Inserts the text on the clipboard into the result file.

Paste Special...: Prints the text on the clipboard into the result file, allows some
options.

Select All: Highlights the entire text of the result file.
Find...: Allows searching for a string in the result file.
Find Next: Continues the search.

Replace: Exchanges the highlighted text with the text on the clipboard.
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Settings menu

Setkings

Record Information. ..
Frequency|Lan Settings. ..

v Record TMO
Recard DM
Record LAR

Filter & Analysis Setkings. ..
551 Filker Settings. ..
Export daka settings...
Encryplion settings...
Restare Filker setking

GRS setkings. ..

Figure 36 Settings menu

Record Information...: Opens the record information dialog.
Frequency/Proprietary Settings..: Opens the frequency/Proprietary dialog.
Record TMO: If enabled Record Mode is TMO.

Record DMO: If enabled Record Mode is DMO (requires the 8162 DMO Option).
Record Proprietary: If enabled Record Mode is Proprietary.

Filter & Analyzsis Settings...: Opens the filter & analyze settings for the active
document.

SSI Filter Settings...: Opens the SSI filter settings for the active document.
Export data settings...: Opens the Export settings for the active document.
Encryption settings...: Opens the dialog box for the encryption key settings.

Restore filter setting: Restores the used filter setting from the result file:

Used Filter: "Filter default" (Encoded: 0Ol:Zefeieielf3a7L7Lf:£0101000eZfZf0f:7dZfE2L£073a:12540

GPS Settings...: Opens the dialog box for GPS-Receiver settings.
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Run menu

Run
Start Record. ..
Start Fast Record
Stop Record

Analyze Data
Stop Analvzing Daka

File Information. .,
Skart Tetralsc

Figure 37 Run menu

Start Record...: Starts the recording process and associates the raw data file with
the active document.

Start fast Record: Starts the recording process without the record dialog using
the given settings.

Stop Record...: Stops the recording process.
Analyze Data: Starts analyzing the raw data of the active document.
Stop Analyze Data: Stops analyzing the raw data of the active document.

File Information...: Displays the record info dialog for the raw data file of the
active document.

Start TetraMsc: Starts the TetraMSC application for the active document.

View menu

| View
Record Toolbar
Filter Toolbar
Tab Toolbar
Status Bar
Show Result File after analyzing

Figure 38 View menu

Record Toolbar: If enabled the main toolbar is displayed.

|t le0@a D=0

Filter Toolbar: If enabled the toolbar with the filter settings is displayed.

J l@’ | 5{3 Lan default jl? Filker default jl S?S'I Show Al jl [ none

Tab Toolbar: If enabled the toolbar with the documents is displayed.
J :] Irtitled _] ThO-Recard.raw I
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Status Bar: If enabled the status bar is displayed.
Ready [@) Tetra AirAnalyzer | Mo gps |Ling 1 of 1

Show Result File after analyzing: If not enabled the view will not be updated
after an analyzing process.

Window menu

Wimdc

Cascade
Tile
arrange Icons

1 Unkitled
v 2 TMO-Recard.res - TMO-Record. raw

Figure 39 Window menu

Cascade: Cascades the document views.
Tile: Tiles the document views.
Arrange Icons: Arranges minimized document views.

Document view list: In this list of document views you can choose one document
which will be displayed on top.

Tools menu

Taols

RawFilesplitter
WoiceDecoder
Conyvertsndcplata
TetraMsc
TetraQosanalyzer

Figure 40 Tools menu

RawFileSplitter: Starts the RawFileSplitter application.
VoiceDecoder: Starts the VoiceDecoder application.
ConvertSndcpData: Starts the ConvertSndcpData application.
TetraMsc: Starts the TetraMsc application.

TetraQoSAnalyzer: Starts the TetraQoSAnalyzer application.
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Buttons

Document view

Info menu

Infa

Abouk Airanalyzer., ..

Figure 41 Info menu

About AirAnalyzer...: Opens the About dialog which displays information about
the software versions, license information and dongle serial number.

Open config directory: Calls up the Windows Explorer and shows the path of the
AirAnalyzer configuration files.

Check online for update: Checks if there is a new version of the AirAnalyzer soft-
ware package available.

Open documentation: Opens this documentation.

| | opens a new document for analyzing.

% |oads raw data files (LAN/RAW/TMW/TMV) into the active document.
4+ opens the record information dialog.

@ / B starts/stops the recording process with the active document.

@& | @ starts/stops the recording process with the active document, but
without the record dialog.

I3 / | starts/stops analyzing the raw data of the active document.

@ displays the record info dialog for the raw data file of the active document.
= starts the TetraMsc application for the active document.

&) starts the TetraQoSAnalyzer application for the active document.

JiP toggle between record types: TMO, DMO and Proprietary.

The document view displays the analyzed and filtered TETRA protocol compo-

nents. The data can be saved to and loaded from result files (*.res). Each docu-
ment has its own unique result file which you have to specify before the first

analysis of the raw data file can take place.

If you simply want to work with one window for several successive records,
please be sure that the analyzed data is always filtered to the same result file
linked to the opened window. If you want the new record analyzed to another
result file, please open a new window for each record.
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The output of the document view is divided into several sections. In the docu-
ment example in they are additionally used for a better overview of the TETRA
protocol components.

@ AirAnalyzer - [C:"Programme’, FED" AirAnalyzeridata'show.res - C:\ Programme’ FEDY AirAnalyzer' data' showres] =& 5[
EF\I& Edit Settings Run Wiew ‘Window Help = 55[

NPHA|s0]Ec0d|T¥2 DA D29

r

TP S4P: C759 7D7C 55038 4144 A36D ODSD OESD OCAD 8DA0 DSAD SALS CZ210 3330 h section 2
CUE Subslot 1
SCH/HD

TL-PDU: 1438 6010 1000 0160 h section 4
BL-DATA

PDU type: 0001ib -> EL-DATL

HN(5): 1b -» Sent TL-3DU nunber

CMCE-PDU: 3860 1010 0001 60h section 6
U-ZETUP

PDU type: 00111k -»> UO-SETUP

Area Selection: 0000k -> Ares not defined

Hook method selection: 1b -» Hook on/Hook off signalling

Simplex/Duplex selection: 1b -> Duplex reguested

Basic service information

Circuit mode type: 000b -»> Speech: TCH/S

Encryption flag: Ob -» Clear mode

Comwunication type: 00b -> Point-to-point

Speech service: 00b -> TETRA encoded speesch

Request to transwit/send data: 1b -> Reguest that other M3/LS way transmit/send data

Call priority: 0000b - Priority not defined

CLIR control: 00k -> Not implemented or use default mode

Called/other party type identifier: 01k -» Short subscriber identity [33I)

Called/other party 3S3I: 22d

O-pit: Ok -> No type 2 or type 3 elements follow

T E———
0| | L
Ready Line 413 of 595 [ om 4

Figure 42 Docoument view of recorded data

Figure 42 shows an example of an analyzed raw data file. The different sections
are highlighted for better understanding and described in Figure 43.

Section 1 contains the timing information for one complete timeslot and always
starts within a complete decoded burst. The last line (next section 1) displays the
beginning of the next decoded timeslot. Figure 43 explains the coding of the
document view in detail.
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Control tags

raw data of the lower MAC in layer 2. section 2
burst type.
logical channel

raw data of the PDU in hexadecimal format section 4
received PDU type

PDU’=s type information

PDU elements

raw data of the PDU in hexadecimal format section 6
received PDU type
PDU’s type information

Figure 43 Coding used in the document view

*: D=Downlink, U=Uplink and in DMO Mode CH A = Channel A, CH B = Channel B
**: Display of date, time and network time, can be disabled in general settings

**: Only when address (e.g. SSI, SMI, event label) is found in the message, may
be multiple addresses

Note

The raw data of the burst in section 2 is still channel coded.

All the decoded protocol components will be filtered according to the settings in
the protocol filter. For more information about the protocol filter see "Protocol
filter and analysis settings" on page 49.

The result file is a text-based interpretation of the decoded data. Additional
control information, called control tags, is placed as text into the result file. You
can just ignore these control tags - or use the additional information contained
in some of them.

The control tags enhance the MSC display in the TetraMsc. They are indicated in
angle brackets. The control tags are used as described below:

<error n> (n is a number) — Changes the message background color in the
TetraMsc, normally used to highlight warnings and errors in the trace.

<info_1>, <info_2>, <info_3>, <info_4> and <info_5> — These are used to
display text in the leftmost field of the MSC (under the timestamp). They are
displayed in their numerical order. <info_1> is used to display the measured
power, <info_2> for the measured frequency error and <info_3> for the
detected timing error. Currently <info_4> and <info_5> are not used.

< Header present - V1.00 > — Afile header V1.00 is found in the analyzed raw
file. Due to the fact that there is no information stored in this header version
which would be useful to display. The header information always ends with the
control tag < End of Header >.
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< Header present - V1.01 > — Afile header V1.01 is found in the analyzed raw
file. The header contents is displayed after this line. The header information
always ends with the control tag < End of Header >.

< Header not present > — No file header is found in the analyzed file. Due to
the fact that there is no information stored nothing is displayed. The header
information always ends with the control tag < End of Header >.

<End of Header > — The header information started with < Header ... > always
ends with the control tag < End of Header >.

< SSI: xxx >, < EL: xxx >, < UM: xxx >, < USSI: xxx >, < SMI: xxx > and <
P-SSI: xxx > — These control tags contain the address type and address (xxx is
used above as a placeholder for the address) used in the message. These
addresses are also displayed in the leftmost field of the MSC. An address assign
would be displayed as (for example) < UM: xxx = SSI: yyy >.

< GPS: N xx.xxxx; E xx.xxxx > — The control tag contains the GPS position of
the AirAnalyzer.

<mobile gps> — The control tag contains the GPS position of a mobile radio.
This information is coming from the air interface (i.e. location information
protocol LIP or SDS-TL).

< Wrong AddressType: xxx > — This control tag is used when the decoded
address type is invalid.

< End of Result-File > — With this line the end of the result file is reached.

< Statistic > — This control tag indicates the start of the statistic output. The

statistic contain data about the AACH and decodable and undecodable bursts. It
is only present in TMO-Records. The statistic information always ends with the

control tag < End of statistic >.

< End of statistic > — With this line the statistic section ends.

The GPS dialog box (see Figure 45) sets up GPS receiver settings for the TETRA
AirAnalyzer software. You can open it from the Settings pulldown menu (see
Figure 44).
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Setkings

Record Information. ..
Frequency Lan Settings. ..

Recard THMD
Recard Do
v Record LAN

Filker & Analvsis Settings. ..
531 Filter Settings. ..
Export daka settings...
Encryption settings...

Figure 44 Opening the GPS settings menu

GPS Settings _ |

—@P3 Receiver ———————— 5irf 3 chip set commands:

¥ COM |3_ Baud [4800 | [~ wWasS/EGNOS | Power Save

@oogle Maps address: | http:)imaps. google. de/maps?q="a, %0

-r Load Factary deFauItl K ok | X Cancel |

Figure 45 General settings dialog box
| 4 Note

If no GPS receiver is connected, the status line will display "No GPS".

GPS receiver  Sets up the COM port and data rate of the GPS receiver. Please note that the
COM port will change if you use a different USB port.

Sirf 3 chip set commands  GPS receivers with a Sirf3 chip set provide some spezial features like WAAS/
EGNOS or energy saving mode. Set up the functions you want to use here.

Google maps address  Set up the service address you want to use to display the location information.
By default, Google Maps is used. Please note that this service requires an Internet
connection.

Record information  The Record File Header dialog defines notes about the next record. This informa-
tion will be written into the file header of the raw file. The raw-file information
will be displayed in the result file.

The same information will be written to all recorded raw files until you change it.
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To open the Record Information dialog box select Settings > Record Informa-
tion (see Figure 46) or press the 4 button.

[@] AirAnalyzer - [DemoGroupCall.res - DemoGro

@File Edit | Settings Run  Wiew Tools  ‘Window

_‘1 » | > Record Information. ..
T . - _  Frequencw/Lan Setkings...
.| DemoGr
00175 : 50 | 7.3
Fecord DMO
v Record LAR
TP-3LP Filter & Analysis Settings. .. 6&
Cugcirﬁ 551 Filker Settings. ..
Export daka setkings. ..
TH-F DI Encryption setbings. .. CEF
MAC-ACC  gpS settings...
PDUT L i — - 6 ITECT=0CCE S

Figure 46 Open the Record File Header dialog

Record File Header |

r— Location

ho location entered ;I

— Remark:

ho remarks entered ;I
< _>l_I
— Timne Offset

[~ Enable Time Difset

_+| lﬁ Days,lﬁ : Iﬁ : Iﬁ . IM b ss.us

;_’_’?_ ()3 | XEanceI |

Figure 47 Record File Header dialog

After recording a raw file, these values can be changed using the File Information
dialog (see "The raw data format" on page 86).

Time Offset — Enables you to create a time offset. This will affect the time
information displayed in the result file. It is used to synchronize the air trace with
external traces.

The Frequency/Proprietary dialog box determines the TETRA AirAnalyzer's moni-
toring frequency or Proprietary receiving port. Open the dialog box for the
Frequency/Proprietary settings in the settings menu or with the Record drop-
down box (see Figure 48).
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Setkings

Record Information. ..
Frequency Lan Settings. ..

v Record TMO
Record DO
Recard LAM

Filker & Analvsis Settings. ..
531 Filter Settings. ..
Export daka settings...
Encryption settings...
Restore Filker setking

GRS settings...

Figure 48 Opening the Frequency/Proprietary settings dialog box

Depending on the record mode (TMO or DMO), the dialog box for the Frequency
settings shown in Figure 49 or Figure 50 will be displayed. Both are very similar;
in DMO mode the setting for the second frequency (uplink in TMO mode) is not
available.

To import settings from an external file, click on Load.
To store the setting to a file, click on Save. The name of the setting is displayed

in the dialog. If you don't save the settings all information will be discarded after
closing the AirAnalyzer application.

8140 TETRA AirAnalyzer ~ Software version 3.4.4



Chapter 3 Getting Started
Getting acquainted with the AirAnalyzer menus

Frequency Settings EI
Trno defaulk
— Dawnlink
9 Band  [300.000000 | MHz
Channel 3600 j 0 - 3999

Chanmel Offset | 12,500 vI kHz

" Frequency I SE0.0L2500°  MHz 360 MHz - 460 MHz

— Lplirk

F DLID'E?JC I 10.000000 MHz I_ Reverse
" Frequency I SE0.012300°  MHz - 360 MHz - 460 MHz

* Load | HSave | ﬂ Ok | X Cancel |

Figure 49 Frequency settings of the AirAnalyzer software in TMO
mode
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Frequency Settings EI
Cmo defaul
— Dawnlink
9 Band  [300.000000 | MHz
Channel 3600 j 0 - 3999

Chanmel Offset | 12,500 vI kHz

" Frequency I SE0.0L2500°  MHz 360 MHz - 460 MHz

= Llimk

T DLID'E?JC I 10.000000 pMHz I_ Reverse
" Frequency I S80.012300 | MHz  360/MHz - 460 [MHz

* Load | HSave | ﬂ Ok | X Cancel |

Figure 50 Frequency settings of the AirAnalyzer software in DMO
mode

Downlink frequency

There are two different ways of setting up a carrier frequency. The first way
describes the carrier frequency as a combination of frequency band, channel
number and offset (+12.5 kHz, +6.25 kHz). The carrier frequency will be calcu-
lated automatically.

Alternatively, you can enter the frequency in MHz directly.

TMO uplink fregency

Select the duplex spacing, or enter the uplink frequency directly.

4 Note

In DMO, the Uplink section is disabled because DMO is operated on a single
frequency carrier (no duplex spacing).

Parameters
Band — sets the frequency band of the downlink carrier, in MHz
Channel — sets the frequency channel number

Channel Offset — sets the offset between frequency channels, in kHz
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Frequency — sets the (downlink or uplink) frequency directly
Duplex — sets the duplex spacing

Reverse — sets the uplink frequency above the downlink frequency

Proprietary Settings El
Proprietary defaulk
Protocol Pork -
{* LCP In |9999
x Zancel |
T T
¥ Load | H Save | [&"‘1 Load Fackary defaulk |

Figure 51 Proprietary settings

To import setting from an external file, click on Load.

To store the settings to a file, click Save. The name of the settings file is
displayed in the dialog. If you don't save the settings all information will be
discarded after closing the AirAnalyzer application.

The protocol filter is a powerful feature. It allows the user to focus on the desired
information of the TETRA protocol. The protocol filter can hide slots, frames, PDU
and layer information for each layer.

With the protocol filter the user has the ability to hide unnecessary protocol
information for a better overview of the relevant data. As opposed to SSI, layer
2 and layer 3 filters, which are used after the analysis process, the layer 1 filter
works before this process. Therefore, the bounded up-/downlink, frames and slots
of layer 1 will not be analyzed any further, i.e. they are cut out of the analysis.

All filtered components due to SSI, layer 2 and layer 3 filter will not be displayed
in the document view, though they are still available for analysis in the logically

following layers.

All filter settings can be stored in separate files. The AirAnalyzer software starts
with the last selected filter setting.
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filter settings SSI, layer 2 and layer 3

SN
CMCE J MM N
i ? ;
MLE N S
t ;
LLC B S

t

upper MAC _aup

t e

lower MAC ——
T -------- T ---------- filter settings layer 1
x =
= =
g 5
= raw
physical layer <«—( data
file

Figure 52 Protocol filter workflow of the AirAnalyzer software

Setting up the filters

Open Edit > Filter Property. Alternatively you can use the Filter button in the

record dialog. You may also open the dialog via the settings menu.
The dialog box shown in Figure 53 appears.

Filter & Analyze Settings x|

General | 100 Layer 1 | TMO Layer 2 | ThO Layer 3 | DM |

Timestamps

™ Add Network Timestamp
& ddd, hhimmiss
£ double-seconds

Filter default
‘Warnings

¥ &ir Intetface Decryption

* Load

| H Save

Qﬁ' Load Factory default |

3’2 Ok | X Cancel |

Figure 53 The general filter settings of the AirAnalyzer software

8140 TETRA AirAnalyzer

Software version 3.4.4



TMO Layer 1

Chapter 3 Getting Started
Getting acquainted with the AirAnalyzer menus

To see the changes in the main window, the raw data has to be re-analyzed by
clicking on the Start Analysis button |]| in the main window.

Buttons

v ok applies the filter and closes the dialog.

2 Cancel | discards all changes.

ib

L+ Save | saves the settings of all layers to a file.

i

* Load loads the settings for all layers from a file.

v Load factory default | loads the factory default settings.

Timestamps

Time stamps add time information for each slot. This information may be valu-
able when examining the sequence of events and the timing on the higher
protocol layers.

Add Local Timestamp: This will display the recorded time of the slot (normally
UTC), derived from the PC clock during recording. There is no support on LAN files
for this feature. Raw files recorded with an AirAnalyzer software below version
3.0 do not support local timestamps. In this case the AirAnalyzer uses 1 January
2000 as a starting point.

Note
If time offset (see "Record information” on page 44) is used, this time is added
to the recorded time in the raw file.

Add Network Timestamp: This will display the latest received network time if
available in the D-NWRK-BROADCAST PDU, even if this PDU is filtered. It will not
automatically be counted! Choose between the double-second format (as on the
air interface) or the calculated Day/Clock version.

Warnings

Enables or disables the warnings of the AIE module.

Note
Only available with Air Interface Encryption Option.

The filter settings for layer 1 (see Figure 54) exclude the unselected protocol
components, so that they will not be available for further analysis in the
following layers. For a detailed description of each filter setting see the tables
below.

DownLink — selects or deselects the entire downlink or just one timeslot or
frame.

UpLink — selects or deselects the entire uplink or just one timeslot or frame.
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x
General MO Laver L | Mo Layer 2 | TMO Layer 3 | oMo |
| Filter default
r~ DownLink
¥ Enatle
¥ Frame 1-17 v Timeslot 1
V¥ Frame 15 ¥ Timeslat 2
¥ Timeslot 3
v Timeslot 4
—UpLink.
¥ Enable
I¥ Frame 1-17 ¥ Timeslat 1
¥ Frame 15 v Timeslot 2
v Timeslot 3
IV Timeslot 4
* Lnad | H Save | @:1_' Load Fackory default |

'{2_ Ok | X Cancel |

Figure 54 Filter settings for TMO Layer 1

The following tables describe which of the protocol components will be analyzed
and displayed if the corresponding box is checked.

Table 2 Downlink filter settings for TMO layer 1

Filter setting Description

Downlink Enable The complete downlink information passes the
filter

Frame 1-17 All downlink information from frames 1 - 17

passes the filter

Frame 18 All downlink information from frame 17 passes
the filter

Timeslot (n) All downlink information from timeslot (n) passes
the filter

Table 3 Uplink filter settings for TMO layer 1

Filter setting Description

Uplink Enable The complete uplink information passes the filter

Frame 1-17 All uplink information from frames 1 - 17 passes
the filter

Frame 18 All uplink information from frame 17 passes the
filter
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Table 3 Uplink filter settings for TMO layer 1

Filter setting Description
Timeslot (n) All uplink information from timeslot (n) passes
the filter

This section describes the filter settings for layer 2 in detail.

The filter settings for layer 2 (see Figure 55) hide the unselected protocol infor-
mation. These protocol components will still be available for analysis in the
layers above layer 2. For a detailed description of each filter setting see the
tables below.

Filter & Analyze Settings ' x|

General | TMO Layer 1 TMOLayer 2 | TMo Layer 3 | DO |

| Filker default

r—Lower Medium fAccess Contral r—Logical Link Contral

v LLC signaling

¥ L-Mac Channels if higher laver content is displayed ¥ Raw Data

¥ Measurement ¥ PDU Tvpes
¥ RawData ¥ POU Elements

¥ Logical Channels

—Lpper Medium fAccess Control

[ all s¥nc | sySINFO [ aacH v U-MAC Signaling
W Different SYMC | SYSINFO v Corresponding uplink AacH ¥ Raw Data
¥ RawData ™ Cotresponding downlink AscH V¥ PDU Types
v POU Types ¥ Raw Data W POU Elements
¥ PDU Elements V¥ POU Types [ mullPoU

V¥ POU Element

* Lnad | H Save | Qs,:_'T_ Load Factory default |

._{ Ok | X Carcel |

Figure 55 Filter settings for TMO Layer 2

L-MAC — enables or disables the Lo Mac and its raw data, logical channel or
measurement data

L-MAC (only if higher layer...) — L-MAC messages will only be displayed if any
higher layer message occurs

LLC — enables or disables raw data, PDU types and PDU elements

All Sync/Sysinfo and Different SYNC/Sysinfo — shows all broadcast PDUs or
suppresses all equal broadcast PDUs

AACH — can be displayed in the corresponding down or uplink, too
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U-MAC Signaling — enables or disables raw data, PDU types and elements for
broadcast, signaling and AACH. The Null PDU is switched separately from other
PDUs

Table 4 L-MAC filter settings for TMO Layer 2

Filter setting Description

All L-MAC Channels Information from the L-MAC sub-layer is enabled
for all messages

L-MAC Channels if Information from the L-MAC sub-layer is enabled

higher layer content is for messages where higher layer content is dis-

displayed played

Measurement Display of layer 1 measurement values for every
time slot analyzed (RSSI, frequency error, timing
error)

Raw Data The unformatted raw data of the L-MAC sub-
layer is displayed

Log. channels Logical channels of the L-MAC sub-layer are dis-
played

Table 5 Logical Link Control filter settings for TMO Layer 2

Filter setting Description

LLC Signaling When checked, displays the complete informa-
tion of the LLC sub-layer

Raw Data When checked, displays the unformatted raw
data of the LLC sub-layer

PDU Types When checked, displays the type information
about the PDUs of the LLC sub-layer

PDU Elements When checked, displays the data within the PDU

elements of the LLC sub-layer

Table 6  Upper Medium Access Control broadcast filter settings for TMO

layer 2
Filter setting Description
All Sync/Sysinfo Display of information of the U-MAC sub-layer is

enabled for all broadcast messages

Different Sync/Sysinfo Display of information of the U-MAC sub-layer is
enabled only for broadcast messages with differ-
ent content

Raw Data Display of the unformatted raw broadcast data of
the U-MAC sub-layer

PDU Types Display of the type information about the broad-
cast PDUs of the U-MAC sub-layer
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Table 6  Upper Medium Access Control broadcast filter settings for TMO

layer 2

Filter setting

Description

PDU Elements

Display of the data of the U-MAC broadcast PDU
elements

Table 7 Upper Medium Access Control AACH filter settings for TMO

Layer 2

Filter setting

Description

AACH

Corresponding Uplink
AACH

Corresponding Down-
link AACH
Raw Data

PDU Types

PDU Elements

all U-MAC Access Assign PDU information dis-
played in the corresponding uplink

all U-MAC Access Assign PDU information dis-
played in the corresponding uplink

all U-MAC Access Assign PDU information dis-
played in the corresponding downlink

the unformatted raw AACH data of the U-MAC
sub-layer

the type information about the AACH PDUs of
the U-MAC sub-layer

the data of the U-MAC AACH PDU elements

Table 8  Upper Medium Access Control signaling filter settings for TMO

Layer 2

Filter setting

Description

U-MAC Signaling

Raw Data

PDU Types

PDU Elements

PDU Types
Null PDU

all U-MAC signaling information

the unformatted raw signaling data of the U-
MAC sub-layer

the type information about the signaling PDUs of
the U-MAC sub-layer

the unformatted raw AACH data of the U-MAC
sub-layer

the data of the U-MAC broadcast PDU elements
all U-MAC null PDUs

This section describes the filter settings for layer 3 in detail.

The filter settings for layer 3 (see Figure 56) hide the unselected protocol infor-
mation. These protocol components will still be available for the analysis in the
upper layers. For a detailed description of each filter setting see the tables below.
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Filter & Analyze Settings ) x|

General | TMO Layer L | TMO Layer2  THO Layer 3 |pmo |

T Al
V¥ Different SYNC [ SYSINFO
V¥ RawData

v POU Types

¥ PDU Elements

—Mobile Link Entity - Broadcast —

Filker default

—Mobile Link Entity - Signaling ——  —Mobility Management
[ Al Messages ¥ 1M Signaling
[V DifF, D-MyRE BROADCAST ¥ Raw Data
V¥ Raw Data v FOU Types
V¥ PDU Types ¥ PO Elements
¥ PDU Elemerts

¥ CMCE Signaling
¥ Raw Data
v FOU Types
¥ PDU Elements

v Analyze as SDS-TL

r— Circuit Mode Control Enkity ——

—SMDCP

v SMDCP Signaling
¥ Raw Data
v FOU Types
v PDU Elements

¥ N-PDU Contert

* Load | H Save

[g,,:_LT_ Load Fackory default |

L{ Ok | X Cancel |

Figure 56 Filter settings for TMO Layer 3

MLE — enables or disables raw data, PDU types and elements for broadcast and
signaling

MM — enables or disables raw data, PDU types and PDU elements

CMCE — nables or disables raw data, PDU types and PDU elements

SNDCP — enables or disables raw data, PDU types and PDU elements

Table 9

Mobile Link Entity broadcast filter settings for TMO Layer 3

Filter setting

Description

All SYNC / SYSINFO

Different SYNC / SYS-
INFO

Raw Data

PDU Types

PDU Elements

information of the MLE sub-layer is enabled for
all broadcast messages (i.e. MLE-SYNC PDU,
MLE-SYSINFO PDU)

information of the MLE sub-layer is enabled for
broadcast messages with different content

the unformatted raw broadcast data of the MLE

the type information of the broadcast PDUs in
the MLE

the data of the MLE broadcast PDU elements
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Table 10 Mobile Link Entity signalling filter settings for TMO Layer 3

Filter setting

Description

All Messages

Diff. D-NWRK-BROAD-
CAST

Raw Data

PDU Types

PDU Elements

all MLE signaling information

all MLE signaling information, and D-NWRK-
BROADCAST PDUs only when different

the unformatted raw signaling data of the MLE

the type information of the signaling PDUs in the
MLE

the data of the MLE broadcast PDU elements

Table 11 Mobility Management filter settings for TMO Layer 3

Filter setting

Description

MM

Raw Data

PDU Types

PDU Elements

the complete information of the Mobility Man-
agement

the unformatted raw data of the Mobility Man-
agement

the type information of the Mobility Manage-
ment PDUs

the data of the Mobility Management PDU ele-
ments

Table 12 Circuit Mode Control Entity filter settings for TMO Layer 3

Filter setting

Description

CMCE

Raw Data

PDU Types

PDU Elements
Analyze as SDS-TL

the complete information of the Circuit Mode
Control Entity

the unformatted raw data of the CMCE
the type information of the CMCE PDUs
the data of the CMCE PDU elements

the data of SDS-TL (uncheck this parameter if the
SDS contains no SDS-TL data)

Table 13 SNDCP filter settings for TMO Layer 3

Filter setting

Description

SNDCP

Raw Data

PDU Types

the complete information of SNDCP Entity
(packet data)

the unformatted raw data of the SNDCP
the type information of the PDUs in the SNDCP
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Table 13 SNDCP filter settings for TMO Layer 3

Filter setting Description
PDU Elements the data of the PDU elements in the SNDCP
N-PDU Content higher layer content (IP-data)

DMO  This section describes the filter settings for DMO in detail.

4 Note

DMO is an option to the AirAnalyzer software. Please consult your Willtek
sales representative for more information.

The filter settings for DMO (see Figure 57) hide the unselected protocol informa-
tion. These protocol components will still be available for the analysis in further
layers. For a detailed description of each filter setting see the tables below.

Filter & Analyze Settings ' x|

General I TMO Laver 1 I TMO Layer 2 I TMO Layer 3 DMO |

| Filker defaulk

—Physical Laver ——————  Lower MAC ————————  —Call Control
v £ha ™ &l Messages V¥ CC enable
¥ Channel B W If higher laver is displayed ¥ Raw Data
¥ Measurement v PoU Types
¥ Raw Data ¥ POU Elements
¥ Burst Types | Log. Ch. v analyze as SDS-TL
—LUpper Medium ficcess Contral  Suppress
¥ DPRES-SYNC PDU v signaling Messages v Repeated Messages
¥ Raw Data ¥ Raw Data V¥ Equal Dm-Crccupied
¥ PDU Elements ¥ PDU Types V¥ sSimilar Dm-Reserved
V¥ FDU Elemerts
¥ il POU
* Lnad | H Save | @:T_ Load factory default |

._{ Ok | X Cancel |

Figure 57 Filter settings for DMO

Physical Layer — enables or disables Messages on Channel A and B
L-MAC — enables or disables the Lo Mac and its raw data, logical channel /
burst types or mesurement data. If used L-MAC (with higher Msg.) the L-MAC

messages will only be displayed if any higher layer message occurs

CC — enables or disables raw data, PDU and PDU elements
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Upper MAC — enables or disables raw data, PDU types and elements for
DpresSync and signaling

Supress — enables suppressing of repeated Messages, Equal Dm-Occupied and
similar Dm-Reserved

Table 14 Physical Layer filter settings for DMO

Filter setting Description

Channel A the complete information of channel A (normal
mode and frequency efficient mode)

Channel B the complete information of channel B

Table 15 Lower MAC filter settings for DMO

Filter setting Description

L-MAC (all Msg.) information of the L-MAC sub-layer is enabled
for all messages

L-MAC (with higher information of the L-MAC sub-layer is enabled

Msg.) for messages where higher layer content is dis-
played

Measurement display of layer 1 measurement values for every
analyzed time slot (RSSI, frequency error, timing
error)

Raw Data the unformatted raw data of the L- MAC sub-
layer

Burst Types & Log. Ch. the messages in the logical channels of the L-
MAC sub-layer

Table 16 Call Control filter settings for DMO

Filter setting Description

CC enable the complete information of the Call Control
layer

Raw Data the unformatted raw data of the CC layer

PDU Types the type information of the CC PDUs

PDU Elements the data of the CC PDU elements

Analyze as SDS-TL the data of SDS-TL, disable this when SDS con-

tain customer specific data
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Table 17 Upper MAC Dpres-Sync filter settings for DMO

Filter setting Description

DPres-Sync all DPres-Sync information

Raw Data the unformatted raw data of the DPres-Sync
PDU Elements the data of the DPres-Sync PDU elements

Table 18 Upper MAC signaling filter settings for DMO

Filter setting Description

Signaling all U-MAC signaling information

Raw Data the unformatted raw signaling data of the U-
MAC sub-layer

PDU Types the type information about the signaling PDUs of
the U-MAC sub-layer

PDU Elements the data of the U-MAC broadcast PDU elements

Null PDU all U-MAC null PDUs

Table 19 Supress filter settings for DMO

Filter setting Description

repeated Messages repeated messages (without Dm-Occupied and
Dm-Reserved)

equal Dm-Occupied equal Dm-Occupied

similar Dm-Reserved similar Dm-Reserved messages

SSI Filter  The SSI filter is able to filter the analyzed data for specific (G)SSls, so that only
specified mobiles and/or groups will be displayed.

To display the existing SSI numbers of the current trace, analyze it once before
opening the SSI filter settings. After pushing the Activate Filter button, the
included SSls of the raw data file will be displayed in the left pane.

| 4 Note

After editing the SSI filter settings the raw data has to be analyzed again, so
that changes in the document window will take effect.
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To open the SSi Filter dialog, click on "Edit" in the SSI Filter dialog box.
[ ' show i -

%f Shaw Al
%! Hide Broadcast

Alternatively, click the SSi filter button in the Record dialog. You may also open
the dialog via the Settings menu.

ssipiter x|
— Numbers in Faw File — Selected Number
Tupe Mumber(dec] | Mumberhex
Usage Marker 8 0<00000008 | e 5 0=00000003
Usage Marker 9 000000003
S5l 3 0=00000003

55| 123 000000076

7 Clear Al |
i~ Mew Humber - Filter Mode
& Insett | |55| = I Shaw selected | Changs |
% Load | Ll Save I g Ok | % Cancel I

Figure 58 SSI filter of the AirAnalyzer software

To use the SSI filter, the SSI filter has to be activated first. If the raw data file
has been analyzed before, the available SSI numbers will be displayed in the left
pane. If the raw data file has not been analyzed before, the displayed SSI
numbers might be out of date or no numbers might be displayed.

The SSI filter offers three modes: Show selected, Show all and Hide Broadcast
SSI. The current mode is displayed in the text field left to the change button.

If the SSI filter is deactivated nothing is filtered. In the Show selected mode, only
messages from SSls in the right pane are displayed.

In the special mode Hide Broadcast SSI, only messages to the broadcast SSI are
filtered, all other messages are displayed.

You can also enter an SSI number manually in the lower left field of the dialog
box.

Additionally, the SSI filter can filter for some other address types: USSI, SMI. They
are used in the same way as the SSls described above. Event Labels are little
different: When selected they are displayed until the next assign to an SSI / SMI.
After this assign filtering depends on the SSI / SMI it is assigned to, when this
SSI/ SMI is selected to display, messages with the assigned Event Label will also
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Buttons

Export settings

Setting up the export settings

62

be displayed. So usually, it is not necessary to choose an event label in addition
to the SSI / SMI. This may only be useful if the assignment is not in the trace (e.g.
Event Label is assigned before the recording).

# Change |togg|es between the SSI filter modes.
_| Copy |and _| Copye &l | move the SSI identities to the right pane.
& Insert | inserts the entered SSI identities to the right pane.

2 Clear |and 2 Clear Al | remove the SSI identities from the right pane.

X Caneel | discards all changes.
Y Ok | applies the filter and close the window.
* Load | loads an SSI filter list from file.

bl Save |stores an SSl filter list to file.

To see the changes in the document view, re-analyze the raw data by clicking on

O

If the right pane is empty and the filter is active the document view will not
display any messages.

The export settings define which additional data from the current recording are
exported.

To see the changes the raw data has to be re-analyzed by clicking on the [

button in the main window.

In the Filter toolbar, click on Edit to open the Export dialog box. Alternatively,
click on the Export button in the Reord dialog, or open the dialog via the settings
menu.
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Export data settings k|

I Yoice+3ndcp+Q03

—\oice export to LAM - Destination IP address & pork ——

1p:| 127.0 .0 .1 p.;.rt:l 4711
X Zancel

—Export advanced daka into Files

¥ Save voice data to TVD file.

I¥ Save SNDCP IP-data to HEX file.,

[ Save shrinked RAW daka ko TRW Fils,

[~ Sawve GPS data ko C5Y file. @E‘(; Load Factary default |
—QoS
b Load |
W i :
¥ Save QoS daka into DE b - |

Figure 59 Export Settings dialog

Voice export to Lan — sends voice data to the voice decoder application.
Save voice data to TVD file — generates TVD voice data file.
Save SNDCP IP-data to HEX file — exports packet data files in HEX format.

Save shrinked RAW data to TMW file — creates a TMW file for faster re-
decoding.

Save GPS data to CSV file — saves GPS data in a CSV file.

Save QoS data into DB — creates a database file for QoS.

Please note that all the created filenames are derived from the raw data file-
name. The files are created in the raw file directory.

Buttons ¥ Cancel | discards all changes.

vook apply the filter and close the window.

* |oad loads an SSI filter list from file.

L Save stores an SSI filter list to file.

-1 Load factory defaulk | loads the factory default settings.
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Buttons

Mode

Selecting a recording device

Record settings

64

The Record dialog controls all the important settings for recording and, if
enabled, online analysis.

x
—Recording mode Used recording device:
MO " DMO + Propristary Record-Device: | Local network interface, j (8 |
—Record Settings —Online analysis
] Edt ﬂ Ih'JLan default vI v Protocol [~ qos
Tvpe: LDP —Resultfile settings
Inpuk-Porkt: 9999

T Filker | j |YFiIter default j
! Sal-Fiker | _zl |s_?515h0w Al -

~Export data settings

Dl Export |j|D‘V0ice+Sndcp+QoS j

—File
File Path | Ci\Dokurnente und Einstellungenigunter!Eigene Dateien
File Mame I AirTracesLAN_RawFile_ 2007-05-03_{15_21UTC).la |Name_Date_(UTC Time).raw j

* Browse | | [E] File Header Ma rawfile splitting. j

S StartRecord || < Cancel

Figure 60 Record dialog

A StartRecord starts the record with the current settings.

2 Cancel | will discard all changes you have made.

ﬂ deletes the selected setting.

Choose a record mode (TMO, DMO or Proprietary). This can also be done directly
in the settings menu.

The drop-down box

192.168.2.200: 50000 j [ |

is used to select an AirAnalyzer recording device. It is also possible to insert a IP-
address and port number to select a device directly (format "IP-ADDRESS:PORT).

Use button k. | to search for AirAnalyzer devices in the network.

Select a previously entered setting or press button & Edit to open the
Frequency Settings Dialog >Proprietary Settings dialog. The content of the
current setting is displayed below the dropdown box.
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If protocol online analysis is checked [v Fratocol, the AirAnalyzer will start

displaying the decoded messages instantly upon starting the TetraMsc applica-
tion.

The TetraQoSAnalyzer will be started if ¥ ggs is selected. In order to run the
online QoS analysis you must enable QoS export. QoS is not available in DMO or
proprietary mode.

If protocol online analysis is activated v Pratocal | you can change the filter
5P Fiker | or SSifilter settings *3'ssI-Filter | or choose a filter or SSI filter file
directly with the dropdown box.

Note

The online analysis will use the current filter settings of the AirAnalyzer appli-
cation. This may result in an unexpected count of messages per time.

You can change the export file settings with the [ Expart | button or choose
a setting direct with the dropdown box.

In the File Path field the current working directory is displayed. The |~*Browse
button changes the working directory. The filename is entered in the field below.

The dropdown field "Time and Date" adds time and date information to the raw
file name. There are several formats available (see Figure 34), where "Name"
means the file name entered.

MName___ Date-UTC Time.raw j
Mame  Date (UTC Time), raw

iMame  Dake-UTC Time, raw
Date_(UTC Time)___Mame, raw
Date-UTC Time__ Mame.raw
Marne, raw

Mame__ Date_{Local Time)raw
Mame___ Date-Local Time,raw
Date_(Local Time)_ Mame.raw
Date-Local Time_ Mame. raw

Figure 61 Time and date
File Header

The  [FileHsader| button opens the Record Information menu. See “Record infor-
mation” on page 44 for more details.

Split File After

To prevent large raw files the AirAnalyzer software will change the recorded raw
file after the entered time. The minimum length is 1 hour and the maximum
length is 25 hours.

The new raw file contains the last minute of the previous file (except in record
mode Proprietary), the new raw file name will be the old one extended by a
number.
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Online analysis will automatically restart with the changed file.

About
]

Airanalyzer 3,4.4.0 License; fjord-e-design GmbH; Kanzleistralie 91-93; 24943 Flensburg

Congle: Mr. 4 LY More |
Copyright (C) 2007 -
wiww, Fiord-e-design. com mailto: suppork@Fiord-e-design. com

Figure 62 About dialog

The About dialog shows information about your AirAnalyzer software including
the version number, your license name and your dongle number.

The More button displays information about additional software components.

¥ersions El
File | Productiersion | File [ ate |
Airdnalyzerede | 32 Oct B 2005 4 0%:28:21
wolsfast2 dll 1.0.0.0 nok available
Hw' DRYR.dI 2510 not available
ToolBaox. zds W2 E1.0 Jun 28 2005 /125851
ToolBoxD . zd= W2 E1.0 Jun 23 2005 /£ 13:00:48

Figure 63 Versions dialog
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Working with the AirAnalyzer

Recording

Air Interface

The recording function of the TETRA AirAnalyzer records raw data from the TETRA
AirAnalyzer or from the Proprietary interface.

These files can be opened afterwards for further analysis.

1 Click the @ button to open the record dialog (see “Record dialog" on
page 64).

2 Choose one of the following sources for recording data: Air Interface with
the 8140 TETRA AirAnalyzer (Record TMO and Record DMO) or Proprietary
interface. This can also be done from the settings menu (Settings > Record
TMO/DMO/Proprietary).

3 Now select a frequency or Proprietary setting (depending on the record
mode) in the dropdown box inside the Settings group. Or use the
& Edit button to enter new settings in the frequency dialog or the
Proprietary settings dialog.

4 Enable or disable the Online Analysis. When activated you may change the

S Fiter | filter or ¥ SsSI-Fiter | SSI-filter settings, or choose a filter or

SSI-filter file direct with the dropdown box.

5 Use the [# Export |button to export voice, QoS or packet data informa-
tion.

6 Now choose a filename and path (or leave the one proposed) and press the
A start Recard |button to start recording.

7 When you have collected enough data, stop recording by clicking the

button in the main window. Alternatively, you can use the ™
button within the recording dialog. )

Note

If the Online Analysis is activated please note that the TetraMsc application
will start automatically and messages are displayed online.

You should be aware that a raw data file is created on the hard disk with a data
input speed of about 18 kbyte/s (1 Mbyte/min). This will be the file that is
analyzed in the following process.

If you would also like to create a file format that is smaller you should activate
the writing process for a TMW file to increase the analyzing speed for future
analysis. The raw data file will always be created!

When recording Air Interface data from the 8140 TETRA AirAnalyzer the
AirAnalyzer software has to detect the device. Please follow the instructions
below.
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Initial steps

1

Turn the 8140 TETRA AirAnalyzer on before the AirAnalyzer software is
started. Now a self test is executed. After a second the self test for power on
should be completed. Only the power LED should be on, i.e. glowing green.
If all LEDs, except the power LED, are off after turning on the power, the
device is ready for use. To make sure that the TETRA AirAnalyzer is operating
according to the specifications, it should run for at least 10 minutes prior to
recording to gain optimal operating temperature.

Now, start the software on the PC to trace the operation of the TETRA
components.

Note

If the TETRA AirAnalyzer is reconnected to the PC (because the parallel port
cable was disconnected or the TETRA AirAnalyzer was turned off) the software
has to be restarted before a record can be started again. The hardware has to
be reinitialized.

Record information

When you record from the 8140 TETRA AirAnalyzer (Record TMO and Record
DMO) you can enter additional information for the header of the raw file.

1

Press the 4+ button to open the record information dialog, or select
Settings > Record Information.

In the dialog (see "Record information” on page 44) you can enter informa-
tion about the location where the trace is recorded and comments about the
trace, e.g. what kind of problem you are searching for.

Starting to record

1

Before you start the recording process you have to choose the frequencies.
Open the frequency dialog and enter the desired values.

In the record dialog, click the 4" Start Record | button.

Before the AirAnalyzer actually starts recording, you will be asked to specify
a name and location for the file to save the raw data. You should be aware

that a raw data file is created on the hard disk with the data input speed of
about 18 kbyte/s (1 Mbyte/min). This will be the file that is analyzed in the

following process.

If you also would like to create a file format that is smaller you should acti-
vate the writing process for a TMW file to increase the analyzing speed for
future analysis. The raw data file will always be created!

After pressing the record button the following dialog will appear:
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Demodulation info |

—Info

Record kime:
00;00:25

RF &: 420,012500 MHz; RF B: 410.012500 MHz

r— Dowenlink, Signal Quality

atkn
i 3 T

—Uplink Signal Quality

akkn ]
) T e

X Stop |

Figure 64 Demodulation info while recording data

During the recording process an animated line will be displayed in the info field.
The record time and used frequencies were also displayed.

For optimal results adjust the downlink attenuators (15, 30, 45 dB) so that the
RSSI color is green. If the signal level is becoming too high the color will fade
from green to yellow/red.

The setting of the uplink attenuation depends on your needs. To monitor mobiles
very close to the 8140, use the maximum attenuation of 45 dB. For field
measurements the uplink attenuation is usually O dB.

Info — displays Information about the monitoring process.

RSSI — displays the signal strength for downlink (left) and uplink (right). When
it is depicted in green a signal has been received, yellow means that no signal
has been received. If it becomes red on the top you should add additional atten-
uation. The number in the top part is the currently used attenuation setting.
min.Att. DL — the minimum attenuation in the downlink, the TETRA AirAnalyzer
may apply additional attenuation. This protects the receiver against exceeding

levels.

Attn. UL — adjusts the attenuation for the receiver to protect against exceeding
levels.

Stop — stops the recording.
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Proprietary

Opening a file

Proprietary Interface El

LAN Status |

Packets | 0 oK | 0 Eall i SEQ

Figure 65 Dialog for the Proprietary record

LAN Status — Displays status information about the Proprietary interface.

Packets — Count the incoming data packages, sorted by OK and FAIL. With SEQ
sequence errors are counted.

Stop — Stops the recording.

To open an external file format press the _1 button in the main application
window, or select File > Open Raw Data.... A window as shown in Figure 66 will
open where you can choose the required file format and file.

2lx
Suchen ir: Ia DremoCall j (=) i e
Democall, raw
[ ateinarme: IDemnEaII_raw Ofren I
D ateityp: I.-i'-.ir.-’-'-.r1a|_l.lznarFEEMI Drata [*.raw j Abbrechen |
R T y

Decoded Data [ tmv)
Decaded Datas [ trw]
Airdnalyzer LN Data [7lan]
All Files [*¥]

Figure 66 Dialog to open an external file format

Several file formats are available. They are described in more detail in sections
“The raw data format" on page 86, “The TMW data format" on page 88 and “The
TMV data format” on page 91.

The raw data and Proprietary data format are created automatically during the
recording process. They are internal TETRA AirAnalyzer file formats.
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There are two ways to create a TMW data file. You can generate this file format
on your own (e.g. by converting the output data of your TETRA device, see “The
TMW data format" on page 88) or the AirAnalyzer software can generate it while
capturing data from the air interface. If you would like to generate it automati-
cally while capturing air interface data, enable this feature. The TMV data format
has to be created by the user. This can be generated from the data stream of a
base station following the file format description in “The TMV data format” on
page 91.

The raw data (RAW/TMW/TMV/LAN) has to be analyzed by the application in
order to display the transmitted messages in the document view. The analysis is
also necessary for the filters to take effect.

Assuming that the raw data is already loaded or recorded (see previous sections),
the program can analyze the recorded raw data and display the received TETRA
messages with every detail in a readable text format.

The I3 button starts the analyzing process.

Before the process starts, a name for the result file has to be specified for saving
the analyzed data. Each document needs its own individual result file. Do not
overwrite the result file of an open document, otherwise the information
displayed in the TetraMsc application for that document will be incorrect.

At the beginning of the result file the information from the file header (if avail-
able) will appear. Some of this information can be edited in the raw file with the

file information dialog (see "The raw data format” on page 86).

After the analyzing process has finished, the document should look similar to the
text part in Figure 42 on page 41, without the green and yellow blocks.

To stop the analyzing process, click on the Q button.

The online analysis is available in all record modes. This could be enabled in the
record dialog.

If enabled the recorded data will be analyzed in real time. The result from the

analysis process (due to the filter settings) was written to a result file and sent
to the TetraMsc. The TetraMsc displays the incoming data.
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The AirAnalyzer software is shipped with an empty AlgorithmDII (container for
the ETSI algorithms), which creates an error code at the corresponding position
within the trace output for the receipt of a decryption request. See "Installing

and using the encryption software" on page 14 on how to create the Algorith-
mDIl and how to copy the ETSI algorithms.

As the TETRA AirAnalyzer only is a passive listener while tracing the signaling and
does not actively intervene in the signaling process (e.g. requesting a re-send,
acknowledgement etc.) it is very important to observe certain conditions during
the encryption to ensure the successful decryption.

These rules are very important and compelling due to the inherent passiveness of
the TETRA AirAnalyzer. If you do not meet these conditions the software may
become unstable and this can lead to software crashes.

The following conditions have to be met:

- Ensure a sufficient received field strength from both parties for the entire
trace.

- Ensure a small lead time so that the exchange of data for the AIE can be
recorded (SYSINFO PDU, other relevant PDUs for encryption).

- Ensure, by means of the Layer 1 Filter Settings, that the downlink is
analyzed. Otherwise a successful decryption is not possible.

The Air Interface Encryption option allows the analysis of data that were
encrypted on the air interface. The actual decryption (exclusive-or operation) is
carried out within the UMAC of the system and the control is carried out in MM.
The additional components necessary for the decryption in TETRA AirAnalyzer are
highlighted in Figure 67. Encrypted messages are decrypted automatically during
analysis, if possible.

Additional conditions are required for this process. These conditions are
described in detail in "Conditions" on page 73.
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Figure 67 Functionality of Air Interface Encryption

All messages in up and downlink are decrypted. If the decryption of a message
was not successful the UMAC does not transmit this message. A corresponding
report is sent indicating the reason for canceling the analysis (missing cipher
keys, other missing parameters).

The higher protocol stack layers are not able to analyze messages which are not
decrypted or incorrectly decrypted. UMAC would interpret these messages incor-
rectly and therefore they are discarded. Sometimes it is possible to enter missing
cipher keys before carrying out another analysis so that another analysis is
possible.

If the encryption is turned on an encrypted identity (ESI) is assigned to each MS
and to each group. This ESI is derived from the corresponding SSI by using a non-
reversible algorithm TAG1 and a valid cipher key (SCK for Security Class 2, CCK
for Security Class 3).

The additional components for the decryption generate outputs which are
recorded in the trace file. They can be switched on or off by using the layer 3
filter settings.

The following conditions have to be met to enable the decryption of the Air Inter-
face Encryption:
- The algorithms of the TAA1 (TETRA Authentication Algorithm Set) and the

TETRA Encryption Algorithms (TEA1, TEA2, TEA3 or TEA4 or proprietary) have
to be protected according to the license conditions (s. TR 101 052 and TR
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101 053). They are not shipped with the AirAnalyzer software and are to be
made available using a Windows DLL (see “Installing and using the encryp-
tion software” on page 14).

- Each MS requires the secret "Authentication Key" K. This key is only known
to the BS (resp. to the Authentication Center within the infrastructure) and
to the MS.

- Each ISSI and GSSI expected during the analysis has to be specified before
so that the corresponding ESI can be built. (TAG1 is non-reversible.)

- Some parameters for the encryption are broadcasted by the BS by using the
broadcast messages. The receipt of these messages (e.g. MAC SYSINFO PDU)
is therefore necessary before the decryption unit is activated.

- Some parameters are processed between MS and BS during an authentica-
tion (and/or a registration). These parameters also have to be received by the
TETRA AirAnalyzer before the decryption of the messages can be carried out.
Some parameters (e.g. DCK) can be entered manually using the dialog for
entering values if the necessary information is not contained in the trace.

- The output of the AIE decryption layer should be switched on in the Layer 3
Settings.

Note

If the UMAC receives an encrypted message which can not be decrypted the
reason is stated and the message discarded. A further analysis of the dis-
carded message will not be carried out.

For encrypted signaling an encrypted SSI (called ESI) is used. This ESI is calcu-
lated using the original SSI and an algorithm. Since this is non-reversible it is
impossible to conclude the SSI from the ESI contained in the trace.

It is only possible to produce the assignment of the ESI to the SSI if all SSls,
which will be part of the trace, are entered using a dialog for entering values
before the analysis is carried out. This dialog is displayed by using the lock symbol
or the corresponding menu item.
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Frequency Lan Settings. ..
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531 Filter Settings. ..
Export daka settings...
Encryption settings...

GRS settings...

Figure 68 Access to encryption parameters

The dialog is displayed in Figure 44: Dialog to enter the encryption parameters.
This mask is used to enter the ISSI and the assigned encryption parameters.

551 and Cipher Key Information

5CK
L GCK —Iﬂ Eik
2 Delete |

ESGM: TES

|

:’E ok | . Cancel

Figure 69 Dialog to enter the encryption parameters

ISSI management

When entering an ISSl it is also necessary to enter the secret key K, so that OTAR
signaling to this MS and a DCK encryption (Security Class 3) may be analyzed.
For the time being this parameter is not necessary for Security Class 2 since it is
only used for OTAR signaling.

If the secret key is to be used there are several methods to derive this key. It is
derived from one of the algorithms TB1, TB2, and TB3 from the Authentication
Code (AC) and/or the User Authentication Key (UAK). In addition, it is possible to
lay down the secret key K within the DLL. In that case the AirAnalyzer software
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Keys and other parameters

only transmits the SSI to the DLL and this file is responsible for the correct
management of the keys. The AirAnalyzer software has no contact with the keys
and a higher security in regard to the keys is guaranteed.

Note

The possibility to lay down the keys K within the AlgorithmDlIl is available on
principle and results in a development effort for the user but also guarantees
a higher security level. The highest security level can be implemented by
swapping out the keys K to an external hardware module which would only be
contacted by the DLL.

The different possibilities for the ISSI management are displayed systematically
in "SSI Filter" on page 60. See "Concepts of the AlgorithmDII" on page 79 for a
detailed description of the configuration and conception options for the Algo-
rithmDIL.

| AC use TB1 >
)
| UAK use TB2 >

use TB3 >
use DLL:
Customised 2l
l ISSI > management g
in AlgorithmDIl

Figure 70 Ciphering key K generation

It is possible to enter a DCK for each ISSI. This is necessary if the MS is not
contained in the analysis file of the authentication process since the DCK is
determined during the authentication. Systems use Security Class 3.

GSSI management

When entering GSSls it is also possible to enter an assigned (associated) GCKN.
This is necessary if a GCK encryption is used.

The keys to be used are also entered using the dialog for entering the SSI (see
"SSIs" on page 74). If new keys are exchanged via OTAR-PDUs during the analysis
the AirAnalyzer will automatically update the data. These new keys are not
written to this dialog after the analysis, so that the same trace may be analyzed
again using the same start conditions.
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SCK management

A SCK is necessary for systems with Security Class 2 for creating the ESI. There-
fore, it should be entered into the input mask.

CCK management

Systems with Security Class 3 use the CCK for creating the ESI. The CCK has to
be entered if it does not result from the analysis. This may be the case during a
clear-text (new) registration of an MS if this requires the CCK at the same time.

GCK management

If a GCK encryption is used it is possible to enter the GCKs to be used via the
input mask.

Activate the output of messages of the decryption layer in the Layer 3 settings.
This is recommended in order to find indications of missing encryption parame-
ters faster.

Processes, which can not be decrypted, are described in detail within the scope
of the messages and outputs and each action of the decryption layer is recorded.
This trace may be compared to the expected reaction of the DUTs (Device under
test: MS or BS).

Itis possible that errors occur during the analysis as soon as encrypted signaling
is processed. The problems result from the fact, that the AirAnalyzer software has
to synchronize to an BS (similar to an MS) in order to receive all necessary
(encryption) parameters. These circumstances are described in details in this
chapter.

- The analysis does not display any messages above the UMAC:
The UMAC is responsible for the decryption. If it is not possible to carry out
the decryption without errors, the processing of the message in UMAC is
interrupted.
If the notification of the Air Interface Encryption is enabled within the Layer
3 Settings a corresponding message is displayed within the UMAC trace
stating the reason for the cancelation of the analysis.

- The UMAC reports, that certain information is missing for the decryption:
Make sure that a correct AlgorithmDlIl is used containing the necessary algo-
rithms (see Software Installation Guide.pdf).

Furthermore, some information is necessary to synchronize the TETRA AirAn-
alyzer with the BS: Some parameters relevant for the decryption are trans-
mitted by the BS in SYSINFO PDU. If this element has not been received a
correct decryption is not possible.

It is recommended to allow for a lead time before the scenarios to be
analyzed are recorded. Depending on the BS this lead time should be
between 15 and 30 sec.

- Error message "AlE: ESI: Unknown Instance”:
The SSI for the ESI to be decoded is not known. You have to enter all SSls for
which an analysis is to be carried out into the dialog. (see "SSIs" on
page 74).
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Missing keys

Missing time synchronization

Missing downlink messages

- Error message "AlE: ... Please abort analysis":
An unexpected change of the entered parameters occurred. The analysis
should be canceled. It is possible to continue the decryption but the data is
not reliable. Furthermore, crashes of the AirAnalyzer software may occur
since faulty values for decrypted length values might lead to memory access
violation.

- Software does not decrypt correctly
The TEA algorithm to be used is transmitted during the registration of an
MS. It is therefore necessary to receive this registration process (clear-text).
You can also enter the value into the corresponding input mask.

Encryption is only possible if both parties, BS and MS, are always synchronized
regarding their keys. This is ensured by the corresponding PDUs (CK-CHANGE
DEMAND and others). If such a message is successfully received the MS sends a
receipt in Layer 2 containing the appropriate acknowledgement. If the BS does
not receive this message after a specified time "t" the message is sent again.

During this signaling process the TETRA AirAnalyzer is only a passive listener. If
the TETRA AirAnalyzer does not receive some of these signaling messages it will
lose the synchronization for the decryption without realizing it. The basis for a
decryption without errors of the following signaling is not available anymore.
Therefore, it is important to ensure that the received field strength is sufficient.

If some keys are not determined by means of OTAR processes the user should
enter these values using the input mask.

The keys can be taken from another trace of this signaling (usually from BS
messages). After that another analysis is possible.

As long as some keys are unknown the messages secured by this key are high-
lighted accordingly within the output trace so that it is easy to add the necessary
keys later.

The information about the current hyperframe is displayed by the BS in SYSINFO
PDU. As long as this element is not decoded the decrypting cannot take place
since the complete IV time data (hyperframe, multiframe, frame, slot, direction)
including hyperframe number (only from SYSINFO PDU) is necessary for this
process. Encrypted messages received before the evaluation of the SYSINFO PDU
can therefore not be decrypted.

The recording should be started with a short lead time so that the hyperframe
number is recorded before the relevant encrypted messages. This guarantees the
time synchronization.

For a fast analysis it is possible to deactivate some or all downlink messages in
the TETRA AirAnalyzer Software. However, the downlink messages necessary for
the AIE are not displayed anymore and they are also not processed within the
protocol stack. They do not reach the PROC_AIE. The decryption is bound to fail
resp. lead to wrong results.
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The filter for the downlink messages shall not be used so that all downlink
messages can be analyzed and the decryption of the AIE can be carried out.

The AlgorithmDIl is used to capsule the secret TETRA algorithms. It contains one
or several encryption algorithms (Key Stream Generator, KSG: TEA1, TEA2, TEA3,
TEA4 and/or proprietary algorithms). Furthermore, the authentication algorithms
are implemented (TA11, TA12, TA21, TA22, TA32, TA41, TA52, TA61, TA71, TA82,
TA92, TB1, TB2, TB3, TB4, TB5, and TB7).

For additional security it is possible to include the individual ISSI-K pairs in a
separate hardware (resp. DLL).

The DLL has to be protected according to the SAGE regulations (see also liter-
ature 1 to literature 7). As Willtek cannot protect this DLL from being copied
on a PC based system (possibly with a LAN connection) it is not possible to
deliver the complete DLL.

Note

Please contact Willtek Communications if you are interested in a customized,
secure solution for your enterprise.

As already outlined in "ISSI management” on page 75, it is also possible to store
the keys K (or a link to other locations) in AlgorithmDI| (apart from swapping in
the ETSI TETRA encryption algorithms) while using it.

This means an additional programing effort for the user for creating/editing the
available DLL, but it also guarantees additional security for the keys K.

Additional security is also possible if the keys K do not reside on the computer
but are only called via the DLL from an external storage module (e.g. an ASIC).
These possibilities of using the AlgorithmDII are explained below.

Algorithms within the DLL (standard)

As described in section "Installing and using the encryption software” on

page 14, you can create the standard version of the DLL with the algorithms
included. The key values for the calculation of K are entered separately using the
interface for the application. This method is illustrated by the top three blocks in
Figure 71 on page 80.

The application transmits the message to be decrypted and one or both partial
keys (AC/UAK) to the AlgorithmDlII stating the algorithms to be used. The key K
necessary for the decryption is calculated within the AlgorithmDII. The Algorith-
mDI| returns the decrypted message to the application. The drawback of this
method is, that the partial keys AC/UAK are contained in the application memory
and it is not possible to prevent outsiders to gain access to these parameters
(which determine the secret key K).

8140 TETRA AirAnalyzer  Software version 3.4.4 79



Chapter 3 Getting Started

AIE (Air Interface Encryption)

80

application dialog

AC/ ,
encr. mess.

UAK / _
encr. mess.

AC + UAK /™
encr. mess.

decrypted
message

users TB1

Y

AlgorithmDI|

users TB2

users TB3

OR|I>

users secret
ETSI algorithms

Y

y,
(

" KT
encrypted
\ message

Figure 71 Deriving and storing K without DLL hiding

Algorithms and Ks In/Via the DLL

If the keys K are called via the AlgorithmDII there are several possibilities for the
programing of the DLL to store the keys K (as well as the algorithms) to a 'save'

location to protect them as much as possible from unauthorized access. The

highest security level is possible if the algorithms and Ks are not stored in the
AlgorithmDIl but on an external/transportable storage medium to which only the
AlgorithmDII has access (in this case the AlgorithmDIl only has routing and secu-

rity functions). The concept of the highest security level is illustrated in

Figure 72.
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Figure 72 Secure use of K and algorithms with AlgorithmDlI|

Note

The final implementation of the different AlgorithmDII concepts cannot be
included in Willtek's standard offering because for security reasons, the com-
pany does not have access to the secret ETSI algorithms and ISSI-K pairs of
the user.

Willtek Communications will gladly carry out this implementation under
secure conditions in form of separate orders.
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Proprietary interface
format

Text and SDU signaling
message

In order to create the correct input data stream for the UDP proprietary interface
you should program a module that realizes the descriptions of this chapter.

The proprietary interface transmission works by sending UDP packets to the
AirAnalyzer software. Each packet contains one message:

- LLC SDUs including an additional text for the lower layers MSC display (see
“Text and SDU signaling message" on page 82) or

- ETSI TETRA TMV interface data (see “TMV signaling message” on page 84).

Note

Please make sure that for each analyzing process only one message type (LLC
SDU or TMV data) is sent.

Table 20 Proprietary interface format

Type Element Description

Byte Start flag 0x21

UINT16 Message length Complete message block length. Start
with following element, end flag is
excluded.

Message block See descriptions below
Byte End flag 0x0D End flag
Note

The data arrangement of the proprietary interface format is big endian, i.e.
0x01AQ is a value of 416 decimal.

The transmission of the UDP data packets is carried out according to a simple
protocol, just send data to the configured UDP-Port. All Proprietary messages will
be stored in a lan file.

This type of message block contains a message header, a text field for generation
of a starting information for the MSC arrow in the TetraMsc application and an
SDU of a specific TETRA layer. It will be stored in a LAN file by the TETRA
AirAnalyzer.

This message can be used to analyze and display PDUs above the Upper Mac. The
optional text block displays proprietary messages for the TetraMsc.

Table 21 LLC SDU signaling block

No. Type Element Description

1 Byte Message type ~ OxDD (text and SDU signaling message)
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Table 21 LLC SDU signaling block (continued)
No. Type Element Description
2 UINT16  Sequence Message number
number
3 Byte Direction: 1 - Downlink
2 - Uplink
4 UINT32  Current time T Time format is chosen in bit 3 in
"Extended Information Flag" (Element
no. 5)
0 - Old default format: Current time in
ms (0 at begin of a day)
1 - Second format: Current time in
seconds beginning at 01.01.2000
00:00:00.
5 Byte Extended Bit description: (LSB = Bit 1)
Information
Flag )
[Formerly: 1..2: Reserved (0)
Reserved('0")]
3: The time format used in element no. 4
and 12.
4.7: Reserved (0)
6 Byte Slot number
7 Byte Frame number
8 Byte Multiframe
number
9 UINT16  Hyperframe
number
10 Byte Address type 1:SSI
2: Event Label
3: USSI
4: SMI
5:SSI + Event Label
6: SSI + Usage Marker
7: SMI + Event Label
1 UINT32  Address Subscriber identity
12 UINT16  Currenttime2  Bit Description: (LSB = Bit 1)
| Reserved
1..10: when bit 4 is set in Extended Infor-
mation Flag (Element no. 4) milliseconds
or reserved if not set.
11..16: Reserved.
13 UINT16  Text length
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Table 21 LLC SDU signaling block (continued)

No. Type Element Description
14 N bytes  Text charac- Note: The first line will be used as
ters message type in MSC, the line has to be
terminated with '\n'
15  Byte SDU destina-  0:No destination, the SDU length shall be
tion layer set to zero
2:LLC

Note: all other values are reserved for
future enhancements

16 UINT16  SDU length In bits (i.e. 16 bits = 2 bytes)
17 N bytes  SDU data

In order to display your proprietary messages with the TetraMsc application you
have to edit the file MsgTypes in the BIN folder of the application (e.qg.:
C:\Program files\FED\AirAnalyzer\bin). Please refer toTetraMsc chapter for infor-
mation on the format of this file.

TMV signaling message  This message block contains TMV data that will be stored in a lan file. This data
input results in a display that will be equal to the display of an air interface trace.

Table 22 The TMV signaling block

No. Type Element Description
1 Byte Message type  OxDE (TMV signaling message)
2 UINT16  Sequence Message number

number

3 UINT16  Cell-ID
4 Byte Carrier-1D

5 Byte Direction 1 - Downlink with PDU association
2 - Uplink with PDU association
17 - Downlink, SDU already decrypted
18 - Uplink, SDU already decrypted

6 UINT32  Current time 1 Time format is chosen in bit 1 in “Cur-
rent time 2" (element no. 7)
0 - Old default format: Current time in
ms (O at begin of a day)
1 - Second format: Current time in
seconds beginning at 01.01.2000
00:00:00.
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Table 22  The TMV signaling block (continued)

No. Type Element Description
7 Byte Currenttime 2  Bit description: (LSB = bit 1)
[formerly: 1 - The used time format in element
Reserved (0)]  no. 6, 7 (bits 2-8) and 23 (bits 5-8).
2 - Milliseconds in 10 ms steps (values
0-99 mean 0 ms - 990 ms)

8 Byte Slot number

9 Byte Frame number

10 Byte Multiframe

number

n UINT16  Hyperframe

number

12 UINT16  Text length

13 N bytes  Text charac- Note: The first line will be used as

ters message type in the MSC, the line is
terminated with "\n'

14 INT16 RSSI 1 used for CUB1, NUB, NDB and SCDB1/
10 dBm, i.e. "-10" is equivalent to "-1
dBm"

15 INT16 RSSI 2 only used for CUB2
1/10 dBm, i.e. "-10" is equivalent to
"-1 dBm"

16 UINT16  Phase error 1 used for CUB1, NUB, NDB and SCDB

(in 1/100°)
17 UINT16  Phase error 2 only used for CUB2
(in 1/100°)

18 INT16 Timing error 1 used for CUB1, NUB, NDB and SCDB

in 1/8 symbol

19 INT16 Timing error 2 only used for CUB2

in 1/8 symbol
20 UINT16  AACH/ Downlink: Access Assign Channel
Reserved (packed from MSB to bit 2)
Uplink: Reserved ('0')
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Table 22  The TMV signaling block (continued)

No.

Type

Element

Description

Byte

Byte

Byte

Channel

CRC and
Current time 3

Channel data

0 - No Burst

1 - BSCH + BLCH

2 - BSCH + SCH/HD resp. BNCH
3 - SCH/HD + SCH/HD resp. BNCH
4 — SCH/HD + BLCH

5 - SCH/F

6 — SCH/HU first sub slot

7 - SCH/HU second sub slot

8 - STCH + STCH

9 - STCH + TCH/S

10 - STCH + TCH/2.4

11 = STCH + TCH/4.8

12 - STCH + TCH/7.2

13 - TCH/S

14 - TCH/2.4

15 - TCH/4.8

16 - TCH/7.2

17 - SCH/HU + SCH/HU

("1" means CRC OK and '0' means CRC
failure)

bit 1 - CRC flag of a full slot resp. the
first half slot

bit 2 - CRC flag of the second half slot
bit 3 - CRC flag for AACH

bits 5—8 - Current time 3: Absentee
0—9 ms (if bit 1 set in element no. 7)

If only one channel is included all
bytes will be used.

If two channels are included the first
channel uses the first 27 bytes and the
second channel the last 27 bytes.
(Packed and filled up with '0"; the MSB
of the first datum is equivalent with
the first bit of the PDU)

The raw data format is the format the TETRA AirAnalyzer creates while capturing
data from the air interface. It contains the symbols of the air interface. Channel
decoding has still to be carried out during the analyzing process.

This file format has a storage capacity of about 18 kbyte/s (ca. 1 Mbyte/min).
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You will always be able to open each captured raw data to re-analyze it if you
previously saved it to disk.

When you open a raw file the file header is read by the software. The contents
of this header is written in front of the result file, but you can also view (and edit
some items) in the file information dialog (see Figure 73). Open this dialog with
the [ button or by selecting Run > File Information.

File Header |

—File Information

AirAnalyzer 3W: Internal Test Wersiom, Jan 3 Z007 f 16:53:31
Begistered for:
Dongle: a

e

Pecord Dewice: E1001 TAA, Serial Number: 0Z003-000-003, Status O0x0000014D
Zoftware: Vz.&.1.0, Jun 28 Z00E 7 12:58:51
Frequency: DL: 429.187500 MH=; UL: 419127500 MH=z
-
< _'l_I

r—Location

(Flensburg){GP3: Lat: M 54.7601; Lon: E 009.4130)

-
K1l J
W@ Google Maps | Lat: |54-7’501 Lom: |009.4130

—Remarks

Lo

fjord-e-design GmbH :I

—Time Offset

¥ Enable Time Offset

ll 000 Days, IE ] IE ; W : I 000000 Khimm:ss.us

;’3 ok | X Cancel |

Figure 73 File Information dialog
Use the & Google Maps | button to view the position data of the TETRA
AirAnalyzer (start point of recording). This function needs a GPS receiver.

The RES format is an internal AirAnalyzer data format that is used to display the
analyzed messages in text view and in the TetraMsc application. This format is
text based and for that reason does not need to be published. You will always be
able to create a new RES file with the AirAnalyzer software if you analyze a RAW/
TMW/TMV data file.

The hex format is an ASCIlI hexdump of the SNDCP data. This line orientated
format starts each line with the date (10/11/05), time (08:11:05.231) and posi-
tion (000000) in the file (in hex digits, minimum three digits), followed by a
varying count of bytes, each individually displayed (in hex digits) and surrounded
with a space (00 e0 1e a7 05 6f 00 10). Text dump at the and of each line is
allowed.
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The TVD format

The TMW data format

Here is an example of such a dump:

10/11/05 08:11:05.231 000000 00 e0 le a7 05 6F 00 10 ........
10/11/05 08:11:05.287 000000 5a a0 b9 12 08 00 46 00 ........
10/11/05 08:11:05.316 000000 03 68 00 00 00 00 Oa 2e ........

10/11/05 08:11:05.412 000000 ee 33 OF 19 08 7F OF 19 ........

The TVD file format is an internal AirAnalyzer data format that contains the voice
data found during the analysis. This file can be read by the VoiceDecoder soft-
ware. This software can play back the voice data.

You can create data following this format on your own or have it created by the
TETRA AirAnalyzer Software.

The TMW data format contains the same information as the raw data format but
the information is already channel decoded. This saves a lot of disk space and
increases the analyzing speed considerably because the channel decoding does
not have to be executed for each analyzing process.

The TMW data format has a storage capacity of about 12 kbyte/s (ca. 720 kbyte/

min). Time slots with no data in it will not be saved which may decrease the size
of the file.

A description of the file format is available in Table 23. The data format for the
used variables is big endian.

Table 23 The TMW data file format

Byte Type Description

1.2 UINT16  Cell ID
3 UINT8 Carrier ID
4 UINT8 Direction:

1 - Downlink with PDU association

2 - Uplink with PDU association

17 - Downlink, SDU already decrypted

18 - Uplink, SDU already decrypted

33 - DMO: Channel A

34 - DMO: Channel B

49 - DMO: Channel A, SDU already decrypted
50 - DMO: Channel B, SDU already decrypted

5.8 UINT32  Bit 3 in "Extended Information Flag" (Element no. 5)
0 - 0ld default format: Current time in ms (0 at begin
of a day)

1 - Second format: Current time in seconds beginning
at 01.01.2000 00:00:00.
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The TMW data file format

Byte

Type

Description

9

10
1
12
13.14

15..16

17.18

19..20

21.22

23.24

25..26

27..28

UINT8

UINT8
UINT8
UINT8
UINT16

INT16

INT16

UINT16

UINT16

INT16

INT16

UINT16

Extended Information Flag: [formerly: Reserved ('0')]
(LSB = Bit 1)

Bit 1 - Hyperframe unknown (true if Hyperframe
Number contains no valid data)

Bit 2 - Power type (true when "Power 1&t2" values
contain no dBm value but RSSI)

Bit 3 - The used time format in element no. 4.
Bits 4-8 - Reserved (false)

Slot number
Frame number
Multiframe number

Hyperframe number or reserved ('0') (depends on
Extended Information flag)

Power 1
used for CUB1, NUB, NDB, SCDB and DMO-Bursts:

1/10 dBm, i.e. "-10" is equivalent to "-1dBm" or RSSI
(Dependants on Extended Information Flag)

Power 2
only used for CUB2:

1/10 dBm, i.e. "-10" is equivalent to "-1dBm" or RSSI
(Dependants on Extended Information Flag)

DMO: Reserved ('0")

Phase error 1 (in 1/100°)
used for CUB1, NUB, NDB and SCDB

Phase error 2 (in 1/100°)
only used for CUB2

Timing error 1 in 1/8 Symbol
used for CUB1, NUB, NDB and SCDB

Timing error 2 in 1/8 symbol
only used for CUB2

Downlink: Access Assign Channel (packed from MSB
to bit 2)

Uplink/DMO: Reserved ('0")
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Table 23 The TMW data file format

Byte Type Description

29 UINTS8 Channel
0 - No burst
1 - BSCH + BLCH
2 - BSCH + SCH/HD resp. BNCH
3 - SCH/HD + SCH/HD resp. BNCH
4 — SCH/HD + BLCH
5 - SCH/F
6 - SCH/HU first sub slot
7 - SCH/HU second sub slot
8 - STCH + STCH
9 - STCH + TCH/S
10 - STCH + TCH/2.4
11 — STCH + TCH/4.8
12 - STCH + TCH/7.2
13 = TCH/S
14 - TCH/2.4
15 - TCH/4.8
16 - TCH/7.2
17 - SCH/HU + SCH/HU
18 - 31 - Reserved
32 - DMO: No burst
33 - Reserved
34 - SCH/S + SCH/H
35 - Reserved
36 - Reserved
37 - DMO: SCH/F
38 - Reserved
39 - Reserved
40 - DMO: STCH + STCH
41 - DMO: STCH + TCH/S
42 - DMO: STCH + TCH/2.4
43 - DMO: STCH + TCH/4.8
44 - DMO: STCH + TCH/7.2
45 - DMO: TCH/S
46 - DMO: TCH/2.4
47 - DMO: TCH/4.8
48 - DMO: TCH/7.2
49 - 255 - Reserved

30 UINT8 CRC (LSB = Bit 1)
Bit 1: CRC flag of a full slot resp. the first half slot
Bit 2: CRC-flag of the second half slot

Bit 3: CRC flag for AACH (only for TMO downlink
bursts)
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Table 23 The TMW data file format

Byte Type

Description

31...84  UINT8

Channel data

- if only one channel is included all bytes will be
used.

- if two channels are included the first channel uses
the first 27 bytes and the second channel the last
27 bytes.

(packed and filled up with '0'; the MSB of the first

datum is equivalent with the first bit of the PDU)

The TMV data format is a file format that enables you to simply input TETRA data
streams into the AirAnalyzer software. This file format is not created by the soft-
ware because this functionality is covered more completely by the TMW data

format.

The TMV data format has a storage capacity of about 9,2 kbyte/s (ca. 550 kbyte/
min). Not existing time slots will not be saved which may decrease the size of

the file.

A description of the file format is available in Table 24. The data format for the
used variables is big endian.

Table 24 The TMV data file format

Byte Type Description

1 Byte Direction
1 - Downlink
2 - Uplink
if Direction equals O, primitive ends here.

2 Byte Slot number

3 Byte Frame number

4 Byte Multiframe number

5..6 Short Hyperframe number

7.8 Short Downlink: Access Assign Channel (packed data MSB
to Bit 2)
Uplink: O
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Table 24 The TMV data file format

Byte Type Description

9 Byte Channel
0 - No Burst
1 - BSCH + BLCH
2 - BSCH + SCH/HD
3 - SCH/HD + SCH/HD
4 - SCH/HD + BLCH
5 - SCH/F
6 - SCH/HU (1. subslot)
7 - SCH/HU (2. subslot)
8 - STCH + STCH
9 - STCH + TCH/S
10 - STCH + TCH/24
11 - STCH + TCH/48
12 - STCH + TCH/72
13 - TCH/S
14 - TCH/24
15 - TCH/48
16 -TCH/72
Note: TCH Data will currently not displayed

10 Byte Downlink CRC: 0

Uplink CRC:

B1 - Full slot / first sub slot channel CRC
B2 - Second sub slot channel CRC
(1->CRCOK; 0 -> CRC Failure)

11..64  Byte Channel data
if one channel included: all bytes will be used
if two channel included: first channel in the first 27
bytes and the second channel in the last 27 bytes.
Note: acked data filled with '0'; MSB from Byte 11 is
the first bit of the PDU
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Reference documents

[1] TETRA Air Interface Specification EN 300 392-2 (March 2001)
[2] TETRA Security Specification EN 300 392-7 (February 2001)

[3] TR 101 052; Version 1.1.1; 1997-06; Security Algorithms Group of Experts
(SAGE); Rules for the management of the TETRA standard authentication and key
management set TAA1

[4] TR 101 053-1; Version 1.1.1; 1997-06; Security Algorithms Group of Experts
(SAGE); Rules for the management of the TETRA standard encryption algorithms;
Part 1: TEA1

[5] TR 101 053-2 Version 1.1.1; 1997-06; Security Algorithms Group of Experts
(SAGE); Rules for the management of the TETRA standard encryption algorithms;
Part 2: TEA2

[6] TR 101 053-3; Version 1.1.1; 1999-08; Security Algorithms Group of Experts
(SAGE); Rules for the management of the TETRA standard encryption algorithms;
Part 3: TEA3

[7] TR 101 053-4; Version 1.1.1; 1999-08; Security Algorithms Group of Experts

(SAGE); Rules for the management of the TETRA standard encryption algorithms;
Part 4: TEA4
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AirAnalyzer Tools

This chapter describes additional software tools that come with the TETRA AirAn-
alyzer. Topics described in this chapter are as follows:

- "Installation" on page 96
- "Starting a software tool" on page 96
- "Handling huge traces with RawFileSplitter" on page 98

- "ConvertSndcpData - Analyzing SNDCP and IP data with WireShark" on
page 101

- "VoiceDecoder - listening to TETRA voice online and offline” on page 106
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Installation

The software tools can be installed during the installation of the AirAnalyzer
software as described in section “Installing the software” on page 7. To install
them, please enable the Tools checkbox as shown in Figure 74. Some or all tools
can be selected for installation.

{5l Setup - TETRA Airdnalyzer Software

Select Components
which components should be installed?

Select the components you want to install; clear the components vou do nat want ko
install. Click Mext when you are ready to continue.

" [ Documentation 41 MB;'
¥ Tetrabsc 2.8 MB
" ¥ Documentation 1.5MB
W Tacls 31MEB
¥ RawFilespliter 1.5 MB
. ¥ ConvertSndopD ata 0.2 MB
¥ ‘aiceDecoder 0.4 MB
¥ Documentation 1.2 MB

Current gelection requires at least 19,5 MEB of digk space.

< Back I Mest > I

Cancel |

Figure 74 The Tools components in the Installer

Starting a software tool

96

There are several ways of starting an AirAnalyzer software tool: It can be started
by using the start menu (Figure 75), by selecting the Tools menu from the AirAn-
alyzer software (Figure 76) or by selecting an icon on the desktop (if created
during installation, Figure 77). The figures show how RawFileSplitter can be
started in different ways. For starting another tool, the same principles apply.

L=a] IMICFOSOMT ¥ISUS! 3CUaid e | U0

r
r 2 @ Documentation r
r AirAnalyzer 3.1

r @ AirAnalyzer on the Web
L4 ConvertSndcpData

2 er
,

, o]
5 |

§® voiceDecoder

TetraMsc

Uninstall Airanalyzer

PEV BN B B L B Y

Figure 75 Start of tools using the program folder

[@ airanalyzer - [Doc Untitled]

@File Edit Settings Run Yiew ‘Window | Tools Info

J 2 DO E o o EEEERE daz|e
- VoiceDecoder
Adirknalyzer Startreport
ConvertSndcpData
TetraMsc

Figure 76 Start of tools from within AirAnalyzer
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L
@
Airfinalyzer

#5 ConvertsndcpData

B Tetramsc
Extracts Parts of RAW files or splitt them to multiple files

@ voiceDecoder

. Fﬂ. » P h [ T - @ airanaly...

Mstart| [ 0w W

Figure 77 Starting the tools from the Quick Launch Bar
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Handling huge traces with RawFileSplitter

98

Using RawFileSplitter

RawFileSplitter is a tool to split huge raw files into smaller parts. Two ways are
available to do this: Either a part can be extracted by entering a start and a stop
time, or the whole raw file can be split into multiple equally-sized smaller files.

Figure 5 shows the main dialog of the RawFileSplitter.

S RawfFileSplitter i x|

[:hAirTraces AutoT est\DemoGroupCall. raw * Browse |

— Setting:

Stat Position [Bute] / bwwwmrn-dd] | NDE 1.048 / 2004-03-11 -_I-'
£

[hh; mm : ss.usec] | 0a: 23 47.084409 :ll_i

kil
HH

[hwper : multi ; frame : slat]

End Poszition [Byte] / [wwyy-mm-dd] B18.864 / 2004-03-11

[hh: mm ; ss.usec] | 08:24: 24815138 j

[N bRk LL LL
Lz 3 e [ S 5

EENEEREE

[hwper : multi : frame : slat] 00050 05: 021 ill

" Split bo multiple files

File size [Byte] / (ks mm s ss.usec] | 1.312:812 /005 00 37730729
Pats (] | i
‘*b_. Optionz | =8 Go | X Guit |

Figure 78 Main menu of RawFileSplitter

1

Click the Browse button and select a source raw file.
The file name will be transferred to the File section.

Select the mode of operation (either user-defined start and stop time, or
equally-sized parts) by activating the respective radio button (Extract part
of file or Split into multiple files).

Enter the respective parameters.

- If you selected "Extract part of file", enter the start and stop time for the
part to extract.

- If you selected “Split into multiple files", enter how many files you want
the raw file to be split into.

- Click on the Options button to specify options as explained below.

Press the Go button to start the extracting or splitting process. During oper-
ation a progress bar is shown in the File section.
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In this mode of operation, the starting and ending position must be specified
using the :I buttons. The text "NDB" indicates that the selected starting posi-
tion contains a Normal Downlink Burst. As the AirAnalyzer software needs a
synchronisation timeslot before any data can be displayed, a starting position
with "SB" should be selected. That timeslot includes a Synchronization Downlink
Burst.

In this mode of operation, the size and the number of output files can be speci-
fied by using the =] buttons.

Note: The last file created might become shorter than the other files.

raulti:frarme: slot [hh:mm:ss) B0:00:0 [0:07:01] jl j j j

 File Mame Estension

(" Part [Date/Time]  (* Part[Frame] (" Date/Time " Frame

ﬁ (] 8 | X Cancel |

Figure 79 Options dialog in the RawFileSplitter

The Split section only applies if “Split into multiple files" has been selected.

If use overlapping is enabled, the specified number of bursts will be duplicated
and appear in both parts after splitting. This may be useful as some signaling
message might otherwise be split into two different output files.

Use the :I buttons to modify the overlap time.

Example: The source consists of 100 blocks. Splitting into 10 smaller equal-sized
files is requested. An overlapping of 2 is enabled. Then the first file will consist
of block 1 to 10, the second file will consist of block 9 to 20, the third file will

consist of block 18 to 30 and so on. The original blocks 9 and 10 can be found in
the first and the second output file. If some interesting signalling is happening
in block 9 to 11, it can be totally found in the second output file. Without having
enabled the overlapping function, the signalling in block 9 to 11 would be split
into the first (block 9 and 10) and the second output file (block 11).

This option should always be enabled because the AirAnalyzer software needs a

sync burst before it is able to analyze any data. So the beginning of each output
file will be unusable until a sync burst is decoded.
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File Name Extension section  The output file names will be derived from the source file name. To make the
different output files unique, an identifier (appendix) will be added to the source
file name.

Four types of appendix are available:

Part (Date/Time): In "Split into multiple files" operation, the appendix will be a
sequential part number followed by the starting/ending date and time of the
current output file. In "Extract part of file" operation, the appendix will be the
starting/ending date and time of the current output file (without a part number
as there is only one part extracted).

Part (Frame): In Split into multiple files operation, the appendix will be a
sequential part number followed by the starting/ending frame number of the
current output file. In Extract part of file operation, the appendix will be the
starting/ending frame number of the current output file (without a part number
as there is only one part extracted).

Date/Time: The appendix will be the starting/ending date and time of the
current output file.

Frame: The appendix will be the starting/ending frame number of the current
output file.
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ConvertSndcpData — Analyzing SNDCP and IP data with WireShark

Introduction

Starting
ConvertSndcpData

WireShark is a free (GPL) and powerful protocol analyzer. It can be used to
analyze any sort of IP data. The latest version of WireShark can be found at
http://www.wireshark.org/.

So WireShark is an appropriate tool to analyze the IP data contained in the
SNDCP service of TETRA. The AirAnalyzer software has built-in support to
generate files that can directly be opened using WireShark.

The AirAnalyzer software displays SNDCP data as a hex-dump in the result file.
Additionally, an export of this hex data is possible during analysis.

To enable this export option, the SNDCP Data to File must be selected in the Filter
settings of the AirAnalyzer software. A text file (*.hex) containing all the IP
packets will be written each time an analysis is performed.

]l E}i Yoice+Sndop+oS j

[ Voice+Sndop+os |

Figure 80 Edit menu

—Export advanced data inta files

™ Save voice data to TVD fils,

¥ Save SMDCP IP-daka o HEX File,

[ save shrinked RaW data ko TR file,

[~ save GPS data ko C5Y file,

Figure 81 SNDCP data export option in the AirAnalyzer

As WireShark uses a proprietary format (*.pcap), a command line based tool
named text2pcap, provided with the WireShark distribution, is used to convert
the hex trace to pcap format. Usage is simplified with ConvertSndcpData, a
graphical user interface for WireShark.

ConvertSndcpData can be called directly from the Tools menu of AirAnalyzer.
The current file name (with .hex extension) will be transferred automatically.
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Converting the trace to a
WireShark-compatible
format

Starting WireShark

Parameters

Input file

Output file

Options

102

4; ConvertSndcpData

Input: I nte und EinstellungentgunteriEigene DateienAir Traces\AL-Reconnect_zulang. hex

Qukpuk: I te und Einstellungenigunter|Eigene Dateien\AirTraces\AL-Reconnect_zulang. pcap H |

|

L o

R Convert | (@) start Wireshark | > Quit | . Options | © Help |

Figure 82 Start menu of ConvertSndcpData

Click the Convert button to start the text2pcap command. The output of
text2pcap will be displayed in the view.

Click the Start WireShark button to start the WireShark software. WireShark
will open the current pcap file. The conversion will be started automatically if not
yet done in the previous step.

There are several parameters and options that impact the functionality of the
conversion. Most of them are initialized to useful default values.

The most recent input file name is copied from the AirAnalyzer software. Another
file can be specified if needed.

Another file name and/or path can be chosen for the converted pcap file.

Press the Options button to open the Options dialog of ConvertSndcpData.
The ConvertSndcpData tool tries to auto-detect the correct path and command
line parameters for the WireShark application and the text2pcap application.

Changes should only be performed if needed.

The original settings can be restored using the Load factory default button.
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Extension
’7Default extension For inpuk

Default extension for oukput I pcap ‘

—Wireshark command

—Wireshark options

I Ci\Programmel G Wiresharkiwireshark, exe & |

I g

complete command

%0 = output file
%% = character

I "C1ProgrammelGHUYWiresharkiwireshark. exe" "outputfile, pcap”

—textZpcap command

I CiAProgrammel G WiresharkitextZpcap. exe 5 |

—text2pcap options

complete command

I-t "o Y ed Y %y Ho ¥ WM %S, | 12 " k"

el = input file
%0 = output file
%% = character

I"C:'l,Pr0gramme'l,GNU'l,Wireshark'l,tethpcap.exe" -t "Samneed Sy SeHi%M%S5." -l 12 inputfile, he:

;’2 Ok | > Cancel |

Q,\' Load Factory defaultl © Help |

Figure 83 Options dialog in the ConvertSndcpData

The complete path and options for calling the WireShark application is specified

here.

The command line including the complete path and options for calling the
text2pcap application is specified here. For the text2pcap options please refer to
the text2pcap manual at http://www.wireshark.org/docs/.

This example shows a typical SNDCP data transmission. TetraMsc shows the LLC
segmentation on advanced link and the resulting SNDCP data as hex dump. To
identify the corresponding SNDCP data in WireShark use the timestamp (e.g.

T:14:13:17.075).
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104

iE AL-Reconnect_zulang.raw (AL-Reconnect_zulang.res) - TetraMsc - Ellil
File Edt Fiter Work Option Wew Tools Info
M & PoOXxHBDE®EDR||Ew SRV TXEEERE e e
Infao SNDCP f SDS-TL | CMCE b MLE LLC U-MAC L-MAC ‘;I
3019%:4%:07:2 NUE
TA41317.018 4+
Power: -77.50 dBm MAC-8CCESs-a. .
Freg. 19 Hz
F.A&lig.: 0.000 MAC-DATA,
S 4101701 +
AL-DATA
NUE e
+
T K Bim Mac-8CCess-a. .
Freg. 17 Hz
F.Alig: 0125 MAC-DATA
SSL 41017 +
AL-FINAL-AR
4
MLE Protacol d...
+
SH-DATE
G } f ~|
SN PDU type: 0101b -> SH-Data :I
MSaPI: 0001b -» Dynamically allocated
PCOMP: 0000b -» No compression
[DCOMP: 0000b -> No compression
Data dunp (5024 bits):
[Hex |Aac |Bin
45 00 02 74 0B S&A Q0D OO | E . . t . . . | 01000101 0OOOOOOD 00000010 OLl110100 00001011 01011010 00000000 000
B0 OLEF D9 COASDE 01 | €. i U A P . | 10000000 00000001 11101111 11011001 11000000 10101000 11011110 000
CO A DE 02 08 00 A3 FA | &4 " B . . . & | 11000000 10101000 11011110 00000010 00001000 0Q000000 10lO0O11l 111
04 00 4C 00 61 62 63 64 | . . L . ab cd | 00000100 QOOOODOOD OLOOLLOO 0OOO0O0O0 01100001 01100010 01100011 01l
65 66 67 68 69 6A 6B 6C | e £ gh 1 ] k 1 | 01100101 0L100110 OL100Ll11 01101000 01101001 01101010 01101011 01l
6D 6E 6F 70 71 72 73 74 | mnop gt s £t | 01101101 01101110 01101111 01110000 01110001 01110010 01110011 011,
75 76 77 61 62 63 64 65 | uwwa b cde | 01110101 01110110 01110111 01100001 01100010 01100011 01100100 011
66 67 68 69 64 6B 6C 6D | £ gh i jJ ¥ 1 m | 01100110 0L100111 01101000 01101001 01101010 01101011 01101100 01
GE 6F 70 71 72 73 74 75 | nop g e s £ uw | 01101110 01101111 01110000 01110001 01110010 01110011 01110100 011
76 77 61 62 65 64 65 66 | v wa b cde £ | 01110110 01110111 01100001 01100010 01100011 01100100 01100101 0111
| »
A

Figure 84 SNDCP example

The following steps are needed to view data with WireShark:

1 The SNDCP dump data must be exported to a hex file (see Figure 81).

2 The hex file must be converted with ConvertSndcpData into pcap format
(see “Starting ConvertSndcpData”, “Converting the trace to a WireShark-

compatible format" on page 102).

3 Ensure you view the time in WireShark by selecting View > Time Display
Format > Time of Day.

4 The contained IP data can now be analyzed.
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7' AL-Reconnect_zulang.pcap - Wireshark = |EI Ll

File Edit Wew Go Capture Analyze Statistics  Help
B oW e e PEA x % 3[R « % » F &[EE & a
Filter: | j Expres| Go ta the last packet

| Destination | Protocol | Info

1 22 ICMP  Echo €ping) reguest
j 2 (ping) reguest
1592.168.222.2 ICMP Echo (ping) reguest
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Figure 85 WireShark

The timestamp (14:13:17.075000) corresponds to the timestamp in the result
file.

For more information about WireShark please refer to the WireShark documen-
tation. The manual is available in the WireShark installation directory or at http:/
[www.wireshark.org/docs/.
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Decoding voice data
offline

When capturing an air trace, some traffic data might be included, i.e. TCH/S.
Such traffic data can be decoded using the TETRA ACELP codec.

VoiceDecoder is a tool to convert TETRA coded speech to wave files (*.wav) and
it also enables direct playback of received voice data. VoiceDecoder can either
convert TVD files that have been generated by the AirAnalyzer software (offline
mode), or it can convert a UDP input stream received from the AirAnalyzer soft-
ware (online mode). The second case enables listening to a voice stream while
capturing it in real time.

F'¥fjord-e-design - YoiceDecoder ll

9%5 e e | — Left — Right — Level
— & Dowrilirk 1  Dowrilirk 1 I
9 Stop receiving data |  Dawnlink 2  Dawnlink 2 e

@ Pl voice | Dok 3 Dok 3

" Downlink 4 " Downlink 4
) Stop playing voice | € Uplink 1 & Upiink 1 ——
" Uplink 2 " Uplink 2
Decode TYD fil
M  Uplink 3  Uplink 3 —
P Options |  Uplink 4  Uplink 4 —

Figure 86 VoiceDecoder menu

Offline voice decoding needs a TVD file as input. The AirAnalyzer application will
generate such a file during offline protocol analysis if the voice export option is
enabled, see Figure 88.

]l D! Yoice+5ndop+do5 j

[ #¥aoice+Sndop+daS |

Figure 87 Edit menu item

Export advanced data into files

[™ Save SNDCP IP-data ko HEX File.
[ save shrinked RAW data to TMW file,

[~ save GRS data to C5V file,

Figure 88 Offline voice export option in the AirAnalyzer

To decode a TVD file in offline mode, click Decode TVD file. The TVD file must
be specified. The voice data from this file will be exported to eight wave files, one
file per link and slot. The filenames for these files are derived from the TVD file

name by adding <link><slot number> and changing the file name extension to
WAV.

A progress bar will indicate the progress of conversion for longer TVD files.
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The online voice decoding needs a UDP stream containing TETRA voice data. The
AirAnalyzer application will generate such a UDP stream during online protocol
analysis if the voice export option is enabled, see Figure 18: Online voice export
option.

]l EI! Yaoice+Sndop+dos j

[®Vaoice+Sndop+aS |

Figure 89 Edit menu for online voice decoding

YWoice expark ko LAMN - Destination IP address & port

1p;|12?. 0.0 .1 p.;.rt;l 4711

Figure 90 Online voice export option in the AirAnalyzer

The online mode is started by clicking Receive data. The voice stream received
via UDP will be saved to a TVD file. Therefore a filename needs to be entered.

When receiving a voice stream on one or more TETRA timeslots, the corre-
sponding level meter on the right part of the VoiceDecoder will indicate the level
of that stream.

To listen to that stream, just select the timeslot using the radio buttons next to
the Timeslot name. One timeslot can be assigned to the left speaker output, and
another one can be assigned to the right speaker output. And the online playback
functionality must be activated by clicking Play voice.

Stop the voice playback by clicking Stop playing voice.
Stop reception of a UDP stream by clicking Stop receiving data.

Note

A soundcard must be installed correctly in your system to provide audio play-
back.

To use the online voice decoding mode, a shared UDP port must be specified in
both the AirAnalyzer application and the VoiceDecoder application. In
VoiceDecoder, the UDP port can be specified by clicking Options.

UDP Port Setup x|

Part rumber |4?1 1
x Cancel |

Figure 91 UDP port option in VoiceDecoder
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The same port must be specified in the settings of the AirAnalyzer software, see
Figure 92.The local host IP address (127.0.0.1) is useful if VoiceDecoder is started
on the same computer as AirAnalyzer.

Vaoice expark ko LAMN - Destination IP address & port

IP: | 127, 0 .0 , 1 Pnrt:l 4711

Figure 92 UDP port selection in AirAnalyzer
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TetraScanner

This chapter provides task-based instructions for using the TetraScanner features
of the TETRA AirAnalyzer. Topics discussed in this chapter are as follows:

- "Finding TETRA signals" on page 110

- "Getting started with TetraScanner" on page 114

- "TetraScanner windows" on page 119

- "Understanding and operating the Power window" on page 122

- "Understanding and operating the "Carrier list" window" on page 125
- "Menus and toolbar" on page 128

- "Monitoring" on page 132

“DeepScan” on page 139
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Introduction

TETRA signals

Burst types

In order to operate TetraScanner correctly and to be able to interpret the results
it is important to know some basics about the different TETRA signals as well as
when and how they are broadcast. This chapter explains these basics. It is also
important to know how TetraScanner works in order to be able to find a TETRA
signal and to identify this as a TETRA signal. This know-how then enables you to
further optimize the scanning process according to your individual requirements.

There are three different types of TETRA signals: TMO continuous transmissions,
TMO discontinuous transmissions and DMO transmissions. The structure of the
individual bursts and the behavior when sending are different. TetraScanner is
able to find these different signals. Due to the different sending properties
different requirements have to be met for searching and finding these signals.
See section "How TETRA signals are broadcast” on page 112 for additional infor-
mation.

Table 25 TETRA signals

Type Downlink Uplink

TMOcontinuous  Data bursts or broadcast Data bursts are only

transmissions

TMO
disontinuous
transmissions

DMO
transmissions

bursts are transmitted
continuously to all slots
within the downlink. At
this time all TMO systems
work according to this
principle.

If no data bursts are
transmitted only individ-
ual broadcast bursts are
transmitted within certain
time frames.

Data bursts are only
transmitted to Slot 1 and
broadcast bursts every 6
frames to Slot 3 if a call is
in progress. Gateway,
repeater or managed DMO
instances transmit broad-
cast bursts within certain
time frames.

broadcast when a call or
data transferis in
progress.

Data is only broadcast
when a call or data trans-
fer is in progress.

Nothing is broadcast
except the possibility of a
random access signal.

TETRA TMO employs two different burst types within the downlink: sync burst
and normal burst. Sync bursts contain a BSCH as well as additional logical chan-
nels. The BSCH usually contains system information as well as parameters to
decode the remaining logical TETRA channels. The sync burst contains a longer
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training sequence in order to allow for a better synchronization in time. Only
after the sync burst has been successfully decoded is it possible to use the infor-
mation from the other logical channels. The BNCH (Broadcast Network Channel),
AACH (Access Assign Channel) and TCH (Traffic Channel) are especially impor-
tant for the analysis by TetraScanner. Either the normal burst or the sync burst
(no TCH available) can contain these logical channels.

In order to be able to find a TETRA signal within a certain frequency range there
are certain clues to go by:

The power is higher than the background noise.

The first characteristic is the received field strength. Depending on the signal
type of the TETRA carrier, power is always present (continuous TMO operation)
or data is only sent at certain times (discontinuous TMO operation or DMO). If
additional carriers are used at one location to extend the traffic load you have
to take into consideration that these can be activated as required and do not
send continuously.

The demodulated data stream contains TETRA training sequences.

The next step is searching within the demodulated data for TETRA signals, that
is training sequences (TS). In comparison to non-TETRA signals it should be
possible to find training sequences in a certain order and with few bit errors
within a TETRA signal. Due to the length of the training sequence the reliability
of this information is limited. This is further complicated if the signal is discon-
tinuous.

The signal can be decoded.

In order to be able to correctly identify the TETRA signal, TetraScanner has to be
able to decode the bursts. The sync burst types have to be used first. Compared
to other burst types all sync bursts are coded using a defined scrambling
sequence. The sync burst contains the necessary information for decoding all
other burst types.

The search for TETRA signals in carried out in user definable steps. You can define
a different search strategy according to the expected TETRA signal. TetraScanner
will carry out the steps described in section "How to find TETRA signals”. Param-
eters are available for the described steps to control the success of the search.

You can also skip individual search steps. This is useful if the result of the search
cannot be used to find TETRA signals. For example, it is not useful to search for
power and training sequence if you are using a gateway, repeater or managed
DMO instance to find the broadcast data of a TMO disontinuous transmission or
DMO transmission. Measurable power or training sequence would only be avail-
able if there happens to be a call in progress. In this case you should try to decode
the broadcast over a longer period of time.
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Searching for power

Searching for training
sequences

Decoding bursts

How TETRA signals are
broadcast

TMO continuous transmissions

12

When searching for power the mean value for received power is determined for
a definable period of time within the 25 kHz frequency allocation scheme. Every
14.16 milliseconds (time of one slot) a power value is determined and the mean
value is calculated using the predefined period of time. If this mean value
exceeds a definable power value, the search for a training sequence is carried
out.

The second step searches for training sequences within a definable number of
slots. You can use the condition for a premature disconnection (timeout) as an
additional criterion. This timeout determines the time period between the
detected training sequences before further training sequences should occur.
Example: The search for training sequences is carried out for 72 slots (one multi-
frame). When using TMO continuous transmission the search should find 72
training sequences. If more time than the defined time passes between two
training sequences, the scanning of the 72 slots is interrupted. Finally, the
detected training sequences are evaluated. The number and mean bit error rate
are important for this step. If both values are within the defined values, the
signal is classified as a potential TETRA signal (scan candidate).

During the decoding a search for sync bursts is carried out over a predefined
period of time. It is only possible to decode a sync burst if the CRC error check
was carried out successfully. By using the information from this sync burst it is
possible to decode additional logical TETRA channels. If the BSCH (Broadcast
Synchronization Channel, contained within the sync burst) is successfully
decoded: the carrier is clearly identified as a TETRA signal. After this a search for
the BNCH (Broadcast Network Channel) has to be carried out to complete the
channel information.

In the downlink (DL), bursts are broadcast in frame 1-18 for all slots. These TETRA
carriers are secure and comparatively easy to identify. By evenly broadcasting
across all slots, a mean value for the field strength with little variance results.
The search for the training sequences is carried out under optimum conditions.
Possible aberrations incorrectly received are neglectable due to the multitude of
received training sequence. At least once every multi-frame (1.02 seconds) a
sync burst is broadcast. The search within a frequency range for this TETRA signal
is therefore secure and fast.

Signaling, Data, | Signaling, Data, | Signaling, Data, | Signaling, Data,
Broadcast Broadcast Broadcast Broadcast

Slot 1 Slot 2 Slot 3 Slot 4

Figure 93 TMO continuous frame
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If no call is in progress and no data are transmitted it is very difficult to detect
the TETRA signal, since broadcast data are only sent in long intervals. Since the
field strength can only be measured when data is transmitted and since there is
no transmission over many slots, the search for this carrier is very difficult. The
TS measurement does not yield a meaningful result. We therefore recommend to
set the time for the measurement to at least 4.08 s. If the carrier to be detected
is already known, we recommend to use the DeepScan function.

DMO signals are only broadcast continuously and are easy to find when a call is
in progress. The broadcast data transmitted by a gateway, repeater or managed
DMO instance sometimes are sent over large time periods. It is therefore only
possible to identify DMO channels if a call is in progress.

During a call in progress bursts are only broadcast to slot 1 and, in addition, data
every 6 frames in slot 3. The measurement of the field strength results in the
effective mean value of one frame, the peak values of the individual bursts show
higher values. During an active call 21 training sequences are sent per multi-
frame (=72 bursts). The threshold for the received training sequence should be
low. Since it is possible to find a training sequence within the noise in the slots
not used for sending, the allowed bit error rate has to be raised.

By scanning for broadcast data it is possible to clearly identify the DMO carrier.
The scanning process has to be carried out over at least 6 frames (=24 bursts). If
no call is in progress but a gateway, repeater or managed DMO instance is avail-
able, it is possible to scan the channel over a certain period of time using the
DeepScan function (see "DeepScan” on page 139). This will also clearly identify
the broadcast data from the gateway, repeater or managed DMO instances.

Frame 1-17
Data Frame 6, 12, 18
Frame 18 Broadcast
Broadcast
Slet 1 Slot 2 Slot 3 Slot 4

Figure 94 DMO frame during an active call

8140 TETRA AirAnalyzer  Software version 3.4.4 113



Chapter 5 TetraScanner
Getting started with TetraScanner

Getting started with TetraScanner

After starting TetraScanner, the Options window is displayed. You first have to
select the 8140 to be used.

There are two different search options available. You can either search for TETRA
carriers using a frequency band or you can use a channel list with predefined
channels.

[scanning...__________ x|

—Recording Device

—Frequencyrange
" Scan From frequency |425' fMHz to Frequency: |“3"-' MHz,

—Carrier list

' Scan only follow channels:

[300MH=] CH: 3600 +0.0kHz; Fregquency: 320.000.000 Hz

= Add Channel | ISUU MHz L‘ Channel |3E'DD Offset |0 Hz j Freq.: |3gDDDDDDD Hz

= Delete | 2 Delete all |
-Load and save cartier list
I Ci\Dokumente und EinstellungenigunteriEigene Dateien! Test . clf LI Tg+|
* Load | H Save |
—Scan opkions
IScan only with receiver & LI Attenuation: |D dB 'I B: |'I' dB 'I ‘{‘e Expett options |
Logtimeas ' UTC or ¢ localtime,  CS¥-Logfile @, ,  Tabulator ‘
2 Start | X, Cancel |

Figure 95 Options dialog

Scanning a frequency  When scanning a frequency range you have to define the start and end frequency
range in the Options dialog. Use integer MHz values for this. The 25 kHz allocation
scheme is scanned using the predefined frequency range. See “Action buttons”
on page 116 for additional information on scanning. The setting for the
frequency offset is carried out automatically by the 8140.

Scanning a channel list  Instead of a frequency range you can also use a list with channels. You can define
the list manually. You can also save, load and edit this list. The lists can also be
created from scans of the frequency range.
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r— Carrier list

{* Scan only follow channels:

[300MH=] CH: 3280 +0.0kH=; Fregquency: 337.000.000 H=
[400MH=] CH: 1167 +1Z.E5kH=; Fregquency: 4E3.187.500 H=

? @ > o @

< Add Chanpiel | [300MHz ~| Channel 3600 Offset [OHz =] Freq: [390000000 g

Delete | 2 Deleleall~|»\® @

~Load and save carrier list

IEarrierLichIf j El
& Loadﬁmj H SaveJAI-@

Figure 96 Channel list

Use button "Add channel" (1) to add a channel to the list. Use the fields (2) to (5)
to define the channel.

Use button "Delete" (6) to remove one or several selected entries. Use the button
"Delete all" (7) to remove the entire list.

Use button (8) within a file dialog to select the path or file name. Field (9)
contains the file name.

Use button "Load" (10) to load the file selected in field (9). Older entries are not
deleted when loading. The new entries from the file are attached to the bottom.

Use button "Save" (11) to save the list to the file shown in field (9).

The scanning options define the hard and software. First you select the receiver
for the scanning process. The inputs on the hardware are labeled "RF-IN-A" and
"RF-IN-B". In addition you can use attenuators. Use button "Expert options" to
define the settings for the power measurement, training sequence measurement
and for the broadcast search (see "Expert options” on page 116 and “Finding
TETRA signals” on page 110).

Scan option:
’7|Scan anly with receiver A j Altenuation: A:IU dE 'l B:IU dE 'l ‘*b_.Expert optiohs |

Figure 97 Scanning options

TetraScanner can create logfiles when the monitor or DeepScan options are used.
You can set the timeframe to be used. You can either use UTC (Coordinated
Universal Time) or the defined local time zone. You can only change this setting
at the start. It is not possible to change the setting later. Monitoring data are
exported to a CSV file. You can select the format for the CSV file by using the
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Action buttons

Expert options

Predefined profiles

116

option "CSV-Logfile separator”. This setting is also only possible at the start. You
can import these CSV files by using Excel or OpenOffice. We recommend the
separator ;" when using Excel.

Click on Scan to save all settings. The defined frequency range or the selected
carrier are immediately scanned.

Click on Use to save the settings without being asked to confirm. The frequency
scan is, however, not started automatically. (The Use button is not available at
the start; it is available only if the options dialog is used after starting, e.g. to
change settings.) See "Menus" on page 129 for more information.

Click on Expert options (see "Scanning options” on page 115) to define the
search for TETRA signals. “Finding TETRA signals” on page 110 explains these
options.

Options for experts only ll

TMO fast scan (Find medium cquality continuesly carriers) j

— Scan profile — Scanning for power

Power scanning time per frequency: |5? ms.

Treshhold: I"I o dBrm.

— Scanning for tetra training sequences

Scan timeout no training sequence; I‘I 20 ms

' Power - Trainig Sequence -> Broadcast
© Power - Broadeast
" Broadeast

1] Scan for power and when the power is above the
treshold:

2] Scan for TS and when found enough TS found:
3] Scan for broadcast.

Sean over |30 bursts.
Minirum scan times:
Bimong treshhold: B¥msz  /28kHz + tune time.
Above treshhald: 937ms  /23kHz + tune time. Identify frequency as tetrasignal with |12 found

ith broadcast scan: 1557ms /25kHz + tune time.

trainigeequence with at least a mean biterror rate from

|2 bitz in rainingsequences.

Scan timeout: I‘I 0z0 ms

Seanover | 288 bursts.

r— Broadcast scanning

-~ Proceeded after successful broadcast scanning:

Collect all broadcast options timeout: I'ID 3
[V If supported scan for D-NWRK broadcast?

D-NwRE broadcast scan limeout: |51 2
Q,\f Load factory default |

X Cancel |

Figure 98 Expert options

In order to make it easier to define parameters, different scan profiles are avail-
able. It is easy to use these profiles for the different search strategies. You can
always select one by using the upper dropdown box. The predefined profiles
shown in are available.
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THD wery fast scan (Find good cuality contimuesly carriers)

THO fast =scan iFind medium oaality continuesly carriers)

THO slow scan (Find bad euality contimaesly carriers)
Broadcast scan iMay find discowntimuesly broadcasting carriers)
DMO =peech scan ({Find DMO-carrieres with rumning speech)

Figure 99 Scan profiles

The name of the profile is displayed on the left. This describes the object of the
search and the speed. Additional information on which carrier types can be
detected are displayed within the brackets.

The details for the individual scan options are summarized within the groups
"Scan profile", "Scanning for power", "Scanning for tetra training sequences” and
"Broadcast scanning". The "Scan profile" group defines the steps for the scan. The
other groups contain the options for the individual steps. The text field contains
additional information on the defined values. This also contains the minimum
scan time per 25 kHz. Please note that each change of frequency in respect to
the carrier and offset results in additional tune time for the receivers. Since this
time varies only the measuring times are calculated. The times for the individual
measurement steps are also added up. Example: The first step searches for power
and therefore the first point contains the time used for this step. If the power
exceeds the defined threshold, step two is carried out (e.g. searching for the
training sequence). The time displayed for step two contains the entire measure-
ment time for step one (searching for power) in addition to step two (searching
for TS). If there is a step three (the broadcast search) after searching for the
training sequence, the time displayed beneath the broadcast search is the sum
of the time for the power search, training sequence search and broadcast search.
You can use this for an approx. evaluation of the measurement time for a
frequency range. The measurement time depends on the search depth for each
carrier as well as the necessary steps and their measurement times.

Power -> Training Sequence -> Broadcast

Three steps determine if a TETRA signal is available. The first step is the search
for power. Only if the power exceeds the predefined threshold this frequency is
checked further.

The second step is used to search the frequencies exceeding the threshold value
for training sequences. The 8140 also determines the frequency offset used (-
6250 Hz, 0 Hz, +6250 Hz and 12500 Hz). The four results are then evaluated. The
results within the predefined values are checked further.

The third and last step uses the detected offset to scan the carrier for broadcasts.

This profile can be used to quickly search large frequency ranges for (continuous)
TMO channels.

Power -> Broadcast
Two steps determine if a TETRA signal is available. The first criterium is the

received field strength. Only if this exceeds the predefined threshold value this
frequency is checked further.
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"Scanning for power" group

"Scanning for TETRA training
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sequences” group

"Broadcast scanning” group

The second step is used to search the frequencies exceeding the treshold value
for broadcasts. The scanning is carried out four times. The 8140 also determines
the frequency offset used (-6250 Hz, 0 Hz, +6250 Hz and 12500 Hz).

This profile can be used to reliably detect (continuous) TMO channels. If the field
strength lies just above the background noise this method also detects carriers
with bad reception quality. You can even detect TMO discontinuous transmis-
sions and DMO transmissions if a call is in progress during the scanning. But the
scan process takes longer, since the scanning for training sequences is normally
much faster than the scanning for broadcasts.

Broadcast

All frequencies are scanned for receivable broadcasts. The 8140 also determines
the frequency offset used (-6250 Hz, 0 Hz, +6250 Hz and 12500 Hz).

This method is very slow. However, if you use a long scanning time you can also
find TMO discontinuous transmissions or DMO TETRA carriers with gateway,
repeater or managed-DMO instances if no call is in progress.

You can define how long the scan for power should take per frequency. A mean
value is calculated over the period of time. When searching for TMO continuous
transmissions you can use a low value (up to approx. 14 ms). This can shorten the
scanning time considerably. When searching for DMO transmissions the value
has to be at least one frame (>= 57 ms). The threshold determines, if the search
should be carried out further for the frequency.

You can define how the search for training sequences should be carried out.
TetraScanner searches for the defined time (scan timeout no training sequence)
for a training sequence. If no training sequence could be detected during this
time, the scanning process is canceled. However, TetraScanner searches for the
defined number of bursts (Scan over n bursts) at the most. In order to decide if
this could be a potential TETRA signal, the defined number of detected training
sequence has to be reached or exceeded. The quality of the training sequence has
to be equal to or lower than the definable mean bit error rate (bit error rate
within the training sequence).

The search for the sync burst is carried out for the defined period of time and the
defined bursts at the most. If the scan is successful it has to continue since not
all broadcast information are necessarily sent in one message. They are usually
sent in a row (alternating). If all information could be collected before the
defined time out, the scan process is canceled. The scan can also be carried out
for a D-NWRK-Broadcast if the base broadcasts this signal. Using the received
data TetraScanner automatically detects if the scan for the D-NWRK-Broadcast
has to continue. If this is not the case, the scan process is canceled. Since the D-
NWRK-Broadcast is rarely broadcast the scan has to be carried out over a longer
period of time. Not all information are necessarily contained in one message. As
soon as TetraScanner detects that the D-NWRK-Broadcast is repeated, the scan
process is canceled.
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TetraScanner windows

Overview after a
frequency range scan

After a frequency range scan TetraScanner looks as follows. A window for power
to show the power in relation to the frequency. A window "Carrier list" to show
detected TETRA carriers. A text window to show additional information. A (still)
deactivated window for monitor data. The titles of the individual windows show
additional information. If a scanning job is being carried out, this job will be
displayed in the title of the power window. The title of the text window shows
to which carrier the information belongs.

¢ - Scan range from 428 MHz to 434 MHz T =18] %]

File Wiew Scan ‘Window Help

RGOV Fr %

(M 5can range from 428 MHz to 434 MHz:1 - 1ol x|

Rescan for power

4 dB 434 [MH:
Scan all Frequency for Tetrasignal p ]
Scan above treshhold for Tekrasignal |1 o=
Scan all Frequency for Broadcast

Looped power scannin a

Scan ahowe treshhold for Broadcast

Receiver »

Rescan For power
Rescan for Tetrasignal
Scan for Broadcast

Deep scanring
1 View 3

Delete Carrier

Add Carrier

Force ko tetra carrier
fidld =l D-HWRK Carrier

Moritor in area 2 3

Ready T

Figure 100 Scanning a frequency range

(1) Detected TETRA carriers are depicted using different colors within the power
window. A TMO downlink carrier is green, a TMO uplink carrier is yellow and a
DMO carrier is dark yellow.

The "Carrier list" window shows them using a special icon for detected carriers.
This icon can be expanded to show a list. The main entry for each carrier consists
of the channel data Channel (CH) + Offset; Frequency (F) and, if the broadcast
could be decoded, the MobileCountryCode (MCC), Mobile Network Code (MNC)
and Base Color Code (BCC).

Each detected carrier may contain additional items with data:

- Channel data with the measurement results of the search for training
sequence and broadcast.

- Broadcast data with all decoded broadcast data.
- D-NWRK Broadcast with all received D-NWRK broadcast data.

(2) The text window shows error messages, warnings and information for
selected objects. The title contains the reference for the displayed text.
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Overview after scanning a
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list

(3) When you click on a selected carrier using the right mouse button a popup
menu is displayed. You can use this for additional options.

(4) You can select the individual frequencies within the power window by using
the cursor (yellow horizontal bar).

(5) You can select a frequency range (white).

(6) You can click on a frequency or selected area with the right mouse button to
display a popup menu. This menu contains additional options. (See "Context
menu" on page 123).

(7) The determined power values are either depicted dark gray or light gray.
Power values depicted dark gray fall short of the definable threshold (8) and
value depicted light gray exceed the threshold.

(8) The arrow points to the defined value for the threshold. You can grab and
move the arrow at any time. When you drop the arrow you define a new
threshold. All values exceeding this threshold are depicted light gray and are
scanned for TETRA signals again.

(9) The power window offers two views: Power in relation to frequency and a list
of all channels detected or added manually. You can use the ! button to toggle
the two views.

(10) Use the > button to show additional menus for controlling the power
window (see "Understanding and operating the Power window" on page 122).

After scanning a list TetraScanner looks as follows. The power window shows the
individual list entries with their power value. The "Carrier list" window shows the
entries of the list. The text window shows additional information. The titles of

the individual windows show additional information. If a scanning job is being

carried out, this job will be displayed in the title of the power window. The title
of the text window shows to which carrier the information belongs.
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[ TetraScanner - Scan channellist o [=] 3]
Fle View Scan Window Help
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. === 1080 1/( Rescan for power
Stan for Tetrasignal
5 Monitor windov Sean for Broadeast =101
Nl c e
il iy Add as carrier
Rescan for pover
B o er  Rescan for Tetrasignal
- Channel data (1 Scan for Broadcast
Deep scanning »
1Q View > @
Delete Carrier —_
et Corer ®
Farce b tetra carrier
Add ol D-HWRK Carrler
Monkor in area 2 »
B= Info from CH: 1167 +12,5kHz [400 MHz]; Frequeny: 429.187.500 Hz o [=] P}
Fower: -105 dBm
Frequency is identified as downlink
Ready A

Figure 101 Scanning based on a frequency channel list

(1) Entries are shown in the power window and as expandable lists in the "Carrier
list" window. If no TETRA carrier was detected the carrier is depicted gray.

(2) ATMO downlink carrier is green, a TMO uplink carrier is yellow and a DMO
carrier is dark yellow.

(3) You can select the individual frequencies within the power window by using
the cursor (yellow horizontal bar). The carrier is shown in the middle and the
frequencies to the right and left of the carrier.

(4) You can click on a frequency or selected area with the right mouse button to
display a popup menu (see “Context menu” on page 123).

(5) You can click on a selected carrier with the right mouse button to display a
popup menu.

(6) Use the > button to show additional menus for controlling the power window
(see "Understanding and operating the Power window" on page 122).

(7) The text window shows error messages, warnings and information for
selected objects. The title contains the reference for the displayed text.
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Understanding and operating the Power window
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View of the frequency
range

The power window allows two different view settings: frequency or carrier. The
frequency view shows the power in relation to the frequency. The carrier view
only shows the carriers contained in the carrier list and their power values. You
can toggle the view by using the ! button.

After scanning a frequency range the power window shows a multitude of data
and options for additional scans. To the left and right of the bottom row the
frequency range is depicted (380 - 435 [MHz]). The received power in dBm (-120
to -60) is shown on the left.

Scan range from 380 MHz to 435 MHz - Powerscan from: 412,500.000 Hz to 415.775.000 Hz with receiver .

Fres 422.700.000 - 422.750.000 Hz; [CH; 910, Power: -114 dBm (%) 435 [MHz]

Figure 102 Power window showing a frequency range

(1) Use the ! button to switch to the carrier view (see "Carrier view" on page 124).

(2) If a large frequency range was scanned the window cannot contain all
measured values. Several measurement values are summarized in order to
provide a complete overview of the scanned area. You can enable the zoom
option by using the + button. The window shows one value for each measure-
ment value. You can scroll the entire range of measurement. Use the — button to
switch back to the overview.

(3) You can use the > button to open additional menus (see “Additional menus"
on page 123).

(4) Selected areas are highlighted. (See "Context menu" on page 123).

(5) The cursor is depicted as a horizontal yellow bar. The most important data
beneath the cursor are shown in the bottom row. The example (Figure 102) shows
a large frequency range. Several measurement values are summarized. The text
explains the range of the combined measurement values (e.g. “Freq: 422.700.000
- 422.750.000 Hz") and the peak () power value of the measurement (e.g.
"Power: =114 dBm"). If the summarized range contains a TETRA carrier, this
TETRA carrier has a higher priority in respect to the display. If only one measure-
ment value is available at the position of the cursor, only this measurement value
is depicted. See section “Context menu” on page 123 for additional information.

(6) Detected TETRA carriers are highlighted using colors. ATMO downlink carrier
is green, a TMO uplink carrier is yellow and a DMO carrier is dark yellow.

(7) Power values are either depicted dark gray (if their value falls short of the

defined threshold) or light gray (if the value exceed the threshold). The defined
threshold is depicted by the yellow arrow on the right. You can grab and move
this arrow. When defining a new treshold all frequencies which are equal to or
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exceed the new value are scanned for TETRA carriers immediately. The threshold
value also defines which frequencies TetraScanner searches more closely for
TETRA carriers.

(8) If TetraScanner is busy with a scan job, the green arrow shows the frequency
being processed. The title shows the job being processed. The example
(Figure 102) shows a power scan for the selected range (4).

Context menu  You can display a context popup menu by clicking with the right mouse button.

The available options either refer to the frequency to which the cursor points or

Additional menus

to a selected range.

Table 26 Popup menus

Single frequency

Frequency range

Rescan for power
Scan For Tetrasignal
Scan For Broadcast

Add as carrier

Rescan for Power: Scans the
selected frequency for power.

Scan for Tetrasignal: Scans the
selected frequency for TS.

Scan for Broadcast: Scans the fre-
quency for broadcast data.

Add as carrier: Adds the frequency
to the list of carriers.

Rescan for power

Scan all Frequency for Tetrasignal
Scan above treshhold For Tetrasignal

Scan all frequency For Broadcast
Scan abowe treshhold For Broadcast
Looped power scanning

Rescan for Power: Scans the
selected frequency range for power.

Scan all frequencies for Tetrasignal:
Scans all frequencies within the
selected range for TS.

Scan above threshold for Tetrasig-
nal: Scans all frequencies within the
selected range and exceeding the
threshold for TS.

Scan all frequencies for Broadcast:
Scans all frequencies within the
selected range for broadcasts.

Scan above threshold for Broadcast:
Scans all frequencies within the
selected range and exceeding the
threshold value for broadcasts.

Looped power scanning: Scans the
selected range repeatedly. You can
stop the scan process by using the
Stop button. You can scan as many
ranges as you like.

The > button described in section "View of the frequency range” on page 122
shows an additional menu within the power window.
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Carrier view

Scan range from 380 MHz to 435 MHz

280 ! | + | Treshhold| dBm scale| = |

Figure 103 Frequency range scan, extended menu

Click Threshold to manually set the threshold.
Click dBm scale to set the displayed dBm range.

Click on < to hide the menu again.

The main difference compared to the view of the frequency range is the
following: only channels contained within the carrier list are displayed. Identical
features therefore contain a reference to previous sections.

8 5can channellist: g T [
el - o

a0

70

S

® @

= ®

o @ / O B

ran—, - A

dBmscde] _ <4 | Troc 420167 500 Mz, [CFL 1157 +12.5 K12k Poweer: - ot0an for power

Scan for Tetrasignal

Scal

jcast
s @

Figure 104 Power window with carrier view

(1) See description in section "Additional menus" on page 123.
(2) See description in in section "Additional menus" on page 123.

(3) If an entry within the list is not a TETRA carrier as shown in the example, only
the power is depicted in gray.

(4) You can select individual entries with the cursor, which is displayed as a
yellow line. The bottom row contains the information for the entry.

(5) Entries detected as TETRA signals are depicted using colors. A TMO downlink
carrier is green, a TMO uplink carrier is yellow and a DMO carrier is dark yellow.

(6) To the left and right of each entry the performance of the neighboring
channel is depicted.

(7) See description in section “"Context menu” on page 123.
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Understanding and operating the "Carrier list" window

The "Carrier list" window shows all detected downlink TETRA carriers from a scan
over a frequency range and/or all entries within a list.

= Carrier list 10l =|
E| CH: 1167 +1EZ.EkHz; F: 42%.187.L500Hz; MCC Z6E; MNC: E537; BCC: &
S Chamnel data (Power: -59& d.BmJuh__@

EBroadcast data
; @cCH: E%DkHZJ Fregq: 400.000.000 Hz
2-[@] Wo tetra carrier (CH: 3600- ™ o-r—t meeo mnn ang_ Qo0 Hz
e Channel data (Power: -114 d IFBESE L

@ Rescan for power
@M—-H__h Rescan for Tetrasignal
Scan for Broadeast

Deep scanning 3
10 View 3

Delete Carrier

Add Carrier

Farce to tetra carrier
Add all D-MWRE Cartier

Monitar in area 2 »

Figure 105 "Carrier list" window

(1) Detected TETRA carriers are highlighted with the [if] symbol. Behind the
symbol, the main data are shown.

Table 27 Information about TETRA carriers

Type  Text: Channel + Offset; Frequency Broadcast
TMO  CH: Channel + Offset; F: Frequency Hz;  MCC: MCC;
MNC: MNC;
BCC: BCC
DM MS-MS:
DMREP.: Channel MCC: MCC;
DMO pp— + Offset: F: Frequency Hz; MNC: MNC
DM RP/GT:

(2) Entries in the list that have not been scanned yet ([]), are shown as "Scan
candidate". When carrying out a scan of a frequency range all entries exceeding
the threshold are added automatically. If, however, it turns out after the scan
process that this is not a TETRA carrier, these automatically added entries are
removed.

(3) Entries not added automatically by the scan process for a frequency range but
which are part of a list or which have been added manually, are labeled "No
TETRA carrier” ([§]) after an unsuccessful scanning process.

(4) The measurement results of the individual entries are depicted as subitems:

- Channel data: Shows power values, TS measurement data and tries of broad-
cast scans.

- Broadcast data: If received, shows the decoded broadcast.
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"Carrier" context menu
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- D-NWRK Broadcast: | received, shows the decoded D-NWRK broadcast.

(5) You can click on a selected carrier with the right mouse button to display a
popup menu which offers additional options.

You can display a popup context menu by clicking with the right mouse button.
The available options refer to the carrier selected for the popup menu.

Receiver L4

Rescan for power
Rescan for Tetrasignal
Scan For Broadcast

Deep scanning 4
I Wiew k

Delete Carrier

Add Carrier

Farce bo tetra carrier
add all D-rWRE Carrier

Monitor in area 2 4

Figure 106 “Carrier list" context menu

Receiver: Not used at the moment.

Rescan for Power: Carries out a power measurement for the selected entry.
Rescan for Tetrasignal: Scans the selected entry for Training-Sequences.

Scan for Broadcast: Scans the selected channel for broadcast data.

Deep scanning: Starts a DeepScan measurement (see "DeepScan” on page 139).
IQ View: Not used at the moment, reserved for later use.

Delete Carrier: Deletes the entry from the list.

Add Carrier: Opens a dialog in which you can create a new entry manually.

x|

|3UU MHz 'l Channel |3BUU Offset |0 Hz j Freq.: |3SDDDDDDD Hz
ﬁ 0K | X Cancel |

Figure 107 "Add channel” dialog from the "Carrier list" context menu

Force to tetra Carrier: You can define the carrier type and network data. When
receiving broadcast data the predefined data are overwritten.
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Force to Tetra carrier: B
I TMO Tetra carrier j
MCC: | 262 kermany
MM I 537 '\’Iobile Metwark Code nat in databa
BCC: IE—

,? Ok | K Ccancel |

Figure 108 "Force tetra carrier” dialog from the “Carrier list" context
menu

This method is used to decode TETRA carriers while monitoring them without
having to wait to receive a SYNC PDU. This might be useful if you want to travel
a route. At the start it is not possible to receive all carriers and their broadcast
data. When travelling the route only this carrier lies within the reception range.
Since the broadcast might be rarely transmitted and by periodically scanning
when monitoring it is possible, that no broadcast data are received using this
method. It is therefore not possible to decode the carrier. You will see an increase
in power, however, the carrier is not recognized as a TETRA carrier. When you
supply the network data you do not depend on receiving the SYNC PDU.

Add all D-NWRK Carrier: If D-NWRK broadcast data were received, it is possible
to add the submitted neighboring carriers to the carrier list.

Monitor in area 2: If TetraScanner is operated in monitor mode you can use the

second monitor window to add or remove any measurement values from any
channels.
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Menus and toolbar
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Toolbar

The toolbar contains general features which do not refer to frequency and list
entries. Unavailable features are depicted gray according to their state.

PHIEDOSOIre%+#8 % b

Figure 109 TetraScanner toolbar

“ Loads a carrier list. If the carrier window already contains a carrier, the entries
are added.

[ Saves the current carrier list.
i Cuts text from the text window.
™y Copies text to the text window.

_{ Copies text from the text window to the clipboard.

-, Prints text and graphics.
) Stops all measurement jobs immediately.
' Starts the monitoring. This button is only available if the carrier list contains
entries. See "0 Search for Country/Network:Search for MCC and MNC within the
database." for additional information.
{3 Stops only the monitoring. This features is only available during the moni-
toring process. See "0 Search for Country/Network:Search for MCC and MNC
within the database.
% Shows all power values over time in the second monitor window. This features
is only available during the monitoring process. See "0 Search for Country/
Network:Search for MCC and MNC within the database".
-5 Shows all frequency errors over time in the second monitor window. This
features is only available during the monitoring process. See "0 Search for
Country/Network:Search for MCC and MNC within the database".
&, Shows the DL traffic over time in the second monitor window. This features
is only available during the monitoring process. See "0 Search for Country/
Network:Search for MCC and MNC within the database".
8y Shows the UL traffic over time in the second monitor window. This features
is only available during the monitoring process. See "0 Search for Country/

Network:Search for MCC and MNC within the database".

i Shows the AACH statistics. This features is only available during the DeepScan
measurement. See "DeepScan” on page 139.
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Menus File

File
Open CarrierLisk ChrHD
Save CarrierList Chrl+5

Save CarrierLiskt As.,..

Prink. .. CErl+P
Prinkt Setup...

Ezxit

Figure 110 File menu
- Open CarrierList: Loads entries from an available list. If entries are already
available within the window "Carrier list", the entries are added.
- Save CarrierList: Saves the current list shown in the window "Carrier list".
- Save CarrierList As...: Saves the current list using a different name.
- Print: Prints text and graphics.
- Print Setup: Settings for the printer.
- Exit: Closes TetraScanner.

View

View

v Toolbar
v Sktatus Bar

i

Figure 111 View menu
- Toolbar: Displays or hides the toolbar. (“Menus and toolbar" on page 128).
- Statusbar: Displays or hides the statusbar.

Options

Qpkions

Scan Opkions
DeepScan Options

Figure 112 Options menu

- Scan Options: Opens the scan dialog (see "Getting started with TetraS-
canner” on page 114).

- DeepScan Options: Opens the DeepScan dialog (see "DeepScan options” on
page 139).
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Carrier

Carrier

Delete all carrier
add carrier

Creake carrier repork
heck syncron carriers

Figure 113 Carrier menu

- Delete all carriers: Removes all carriers from the list.
- Add carrier: Adds an entry to the carrier list.

- Create carrier report: Saves all carriers including the broadcast information
to a text file.

Scan

Scan

Stop all

Stark monikoring
Stop ronitoring

Rescan all
Rescan abowve treshhold
Looped power scanning

Physical Daka Scan

Figure 114 Scan menu

- Stop all: Stops all scan jobs immediately.

- Start monitoring: Starts monitoring the carrier list.

- Stop monitoring: Stops monitoring the carrier list.

- Rescan all: Rescans the frequency range or all entries within the carrier list.
- Rescan above threshold: Scans all frequencies exceeding the threshold.

- Looped power scanning: Scans the complete frequency range repeatedly.

- Physical Data Scan: Not used at the moment, reserved for later use.
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Window

Window

Cascade

Tile

Arrange Icons

Reset ko default position
v Auto defaulk on resize

1 5can channelist: 1
v Z Carrier lisk

3 Warn message:

4 Monitor window

Figure 115 Window menu

- Cascade, Tile, Arrange Icons, Reset to default position: Rearranges the
windows.

- Auto default on Resize: Customizes the frame windows to the new size if the
main window is changed.

Tools

Tools

Frequency Calc
SymbolfDistance Calc
Search for Country Metwork
Tetra Physical Data Analyzer

Figure 116 Tools menu

- Frequency Calc: Tool to convert frequencies to carrier numbers and vice
versa.

- Symbol/Distance Calc: Not used at the moment, reserved for later use.

- Search for Country/Network: Search for MCC and MNC within the database.

- TETRA Physical Analyzer: Reserved for future versions.
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Monitoring

What data are collected

132

during monitoring?

By using monitoring you can monitor several TETRA carriers almost at the same
time. Each selected carrier is monitored for a short time and the result is evalu-
ated. After that the next carrier is monitored.

One receiver is able to monitor about 3 carriers per second. The time for each
carrier depends on the tune time of the receiver and the reception of 8 slots. The
tune time for the receiver takes up most of the time. The tune time is not a set
time since this process may vary with each frequency change.

CH1 1‘2 3(4|5/6(7|8|9|10|11(12|13|14|15|16|17 /|18

cH2(1|2|3[4|5|6]7]8]9[10[11|12]13]14]|15|16[17[18

cCH3/1/2|3/4|5/6|7,8|9/10|11|12/13|14|15|16|17|18

I [Receiver tune time
[ Measurement period

Figure 117 Timeline for monitoring

The following measurement results are available:

- Received field strength

- Frequency offset (only if bursts can be decoded)

- For TMO: Downlink-Traffic (only if AACH can be decoded)
- For TMO: Uplink-Traffic (only if AACH can be decoded)

- For DMO: If traffic was received in channel A.

- For DMO: If traffic was received in channel B.

The data are saved temporarily. At the same time the data are displayed over
time and in real time within the monitor window.
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=3 Monitor window - Carrier: 1167 - i [m] 4
-60+ 5004 5 Carrier: 1167
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Figure 118 Display of the monitoring data over time

(1) Monitor window one:

This monitor window shows all received data of the selected channel. You can
select the channel within the carrier window or within the power window.

(2) Monitor window two:

This displays an overview of the type of measurement (power, frequency offset,
DL traffic, UL traffic) for all carriers within the carrier list. Figure 118 shows the
power of both channels 1167 and 3880. You can use the buttons on the toolbar
to toggle the view of the types. You can add individual curves or remove them
by using the popup menu (right mouse button).

(3) Received field strength of channel 1167

On the left the "dBm" scale is depicted, on the right the curve of the field
strength is shown in blue.

(4) Frequency offset of channel 1167

On the left the "Hz" scale is depicted. On the right the curve of the frequency
offset is shown in color.

(5) Uplink traffic of channel 1167

On the left the "Used timeslots" scale is shown. On the right the curve of the
uplink traffic is shown in color.

(6) Downlink traffic of channel 1167

On the left the "Used timeslots" scale is shown. On the right the curve of the
downlink traffic is shown in color.
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Starting the monitoring

Stopping the monitoring
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(7) Depiction of channel 1167

Window one shows all data of channel 1167. Window two shows all values of
one measurement type compared to the other channels from the carrier list.

(8) Pause buttons for both monitor windows
You can use the pause buttons to freeze and unfreeze the view.
Tip: Show or hide curves.

You can show or hide the respective curve by double clicking on one of the
colored boxes.

In the toolbar, click on Js to start the monitoring. All channels contained within
the window "Carrier list" are monitored (see "Understanding and operating the
"Carrier list" window" on page 125). You can add as many channels as you like
during the monitoring process. They will automatically be monitored, too. You
can also delete channels at any time. In this case the monitoring for that channel
is canceled immediately. If there are no additional channels in the "Carrier list"
window the monitoring process is automatically canceled.

Click ¢J¢ to stop the monitoring. You can also click ¢ button (Stop all actions),
which stops all scan actions carried out by the scanner. On stopping the moni-
toring, TetraScanner will ask if you want to save the monitoring data or delete
them.

%

@ Do wou wank save the krace daka?
11 Manikar-datafile

Figure 119 Optionally saving the monitoring data

If you decide to save the data you can add additional information (user, place,
comment etc.) to the data file. You also have to select a name and path for saving
the file.
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save x|
—Insert additional file infos H
User: I MyMame j TE+ | Save |
Location: IFIensburg j T‘é+| X Cancel |

Camrnent: Testscan at 15:56 from Testbase,

W User |->

E 02-06-2006, Flensburg
& Location | == | MyName

5 Time |
[ Date |

Previous comments: IInsert an additnal comment here j

-=
-=

—File save options

Directory: IC:'l, j ﬂ
Fileriarne: ITestscan| L‘ j

I
|| Mariitor file I Ci\Testscan.csy

Figure 120 Saving the monitoring data

Files are saved using the CSV format. However, since there is no obligatory stan-
dard TetraScanner can save files using different versions. You can select commas
(,), semicolon (;) or tabs as separators. You have to select the format at the begin-
ning. You cannot change the format later (see Figure 97 on page 115). If you
want to use Excel you should use the version with semicolon. OpenOffice works
with all versions.

The individual data of the fields are enclosed in quotation marks.

Line breaks within the files are kept as line breaks. They will not be replaced by
"\n".

A quotation mark (") within the data will be replaced by two quotation marks ("").
It will not be replaced by (\") or (Etquote).

An inverted comma (') [not the quotation mark (")] will not be changed.
Example:
"Data 1";"Data 2";"Data 3";

"Data 4 with ""quotation marks"" and
line break”;"Data 5";"Data 6";

The example above shows two lines with three columns containing the following
data:

Data 1 Data 2 Data 3
Data 4 with "quotation marks" and Data 5 Data 6
line break
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Data elements of the CSV  The CSV file shows the following structure:

files
1 The header containing general information.

2 The start time.
3 Names of the individual measurement columns.
4 The measurement values.
5 Names of the individual measurement columns.
6 The end time.
Header
User Entered data, see Figure 120.
Location Entered data, see Figure 120.
Comment Entered data, see Figure 120.
Version Version of TetraScanner.
Start time
Start Time [Date] (time zone)

Names of measurement columns

Time Power Freq. DL Traf- UL Traf- Receiver
(time (Channel)  Error fic fic (Channel)
zone) (Channel)  (Channel)  (Channel)
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Measurement values
HH:MM:SS  Value in Value in Howmany  Howmany  Which
dBm Hz slots were slots were receiver
busy with busy with was used
traffic traffic for scan-
ning.
Receiver A
=1,
Receiver B
=2
HH:MM:SS Value in Value in How many How many Which
dBm Hz slots were slots were receiver
busy with busy with was used
traffic traffic for scan-
ning.
Receiver A
=1,
Receiver B
=2
Names of measurement columns
Time Power Freq. DL Traf- UL Traf- Receiver
(time (Channel)  Error fic fic (Channel)
zone) (Channel)  (Channel)  (Channel)
End time
End Time [Date] (time zone)
Example:

The following CSV file was recorded:
"User™;""MyName';

"Location';"Flensburg, Germany";
“"Comment';"This is a small demo monitoring.";

"Version";"TetraScanner 1.0";

“"Start';"09:41:39 [2005-09-20] (UTC)";

“Time (UTC)";"Power (CH: 1167)";"Freq. Error (CH: 1167)";"DL Traffic (CH:

1167)";"UL Traffic (CH: 1167)";"Receiver (CH: 1167)";
"'09:41:39";"-79";""-63";"0";""0";""0"";
"'09:41:40";"-79";""-63";"0";""0";""0"";
"'09:41:41";"-79";""-64";"0";"0";""0";
"'09:41:42";"-79";""-63";"0";"0";""0"";
"09:41:43";"-79";"-64";"0";"0";""0"";
"'09:41:44";""-80";"-63";"1";"1";""0"";
"'09:41:45";""-80";""-63";"1";""1";""'0"";
"'09:41:46";"-79";""-63";"0";"0";""0"";
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"'09:41:47";"-79";"-63";"0";"0";""0";
''09:41:48";"-79";"-63";"0";"0";"0";
"'09:41:49";"-79";"-63";"0";"0";"0";
*'09:41:50";"-78";"-63";"0";"0";"0";

"Time (UTC)";"Power (CH: 1167)";"Freq. Error (CH: 1167)";"DL Traffic (CH:
1167)";"UL Traffic (CH: 1167)";"Receiver (CH: 1167)";

“End";"09:41:51 [2005-09-20] (UTC)";

The screenshot below shows the CSV file viewed in OpenOffice.

7 TestMon.csv - DpenDffice.org Calc =] 3]
Datei Bearbeiten Ansicht Einfilgen Format Extras Daten Fengter Hife x
iBdrclaP] SR YE LR -g - AHLIGY HOoBEQAU ®Q
iyl [ Blfc Bl FXU|====Fp|J%%%23 = O0-5-A-J§
[a23 = fw = =
B | C | D | E I F € e
User MyMame Bl
Location Flenshurg, Germany
Comment  This is a small demo monitaring
[Versian TetraScanner 1.0
034138 pIOS0S200 Ty
Power (CH. 1167)  Freq. Emor (CH: 1167) DL Trafic (CH: 1167) UL Traffic (CH: 1167) Receiver (CH: 1167)
7 & & o 0o
T
I I
I |
T
I I
I
I
I I
T
Receiver (CH- 1167)
I<1 | |
[Tabelle 1)1 | Standard 100% | sTD Tl Summe=0

Figure 121 CSV file in OpenOffice
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DeepScan options

When you use DeepScan only one carrier per receiver is monitored (in compar-
ison to monitoring). However, it is monitored continuously without interruptions.
This results in detailed information and additional display options:

- Complete AACH monitoring for all slots.
All slots are received and AACH is decoded and evaluated. Different basic
states of AACH are displayed: UMc,UMt, UMa, UMXx.

- Monitoring and collecting all broadcast data.
In DeepScan mode, all parameter available are collected.

- Display of changes with timeline.
- Changes of the AACH are displayed in relation to slot.
- Changes of the broadcast elements are displayed.

- Additional events like reception interruptions are displayed.
A CSV file is created the same as when using the monitoring option (see “Data
elements of the CSV files”" on page 136). Furthermore two additional text files

are created. The first one contains a timeline view of the events which occurred.
The second text file contains detailed information about the event.

You can display the following menu by clicking on Options > DeepScan
Options.

Deepscan options ﬂ

—Voice expork

Send in deepscan TCHYS data to voicedecoder?

IV Receiver A, IP:] 127.0 .0 .1 Part: |4?11

V¥ Receiver B, IP: | 127, 0 .0 .1 Port: |4?14
—Logfile

Save deepscan logfile as:

& HTML logfile.

" Text logfile with I 138 columns.

X Cancel |

Figure 122 DeepScan options

Voice export

You can record calls by using the tool "VoiceDecoder". Depending on which
receiver DeepScan is carried out you can send the speech data by using UDP.
Logfile

The recorded DeepScan events can be saved using two formats: Either as text or

as HTML.

When you select the text format you have to define the desired number of
columns. If you select many columns the display of the events might be
confusing.
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Starting DeepScan

It is easy to display logs in HTML by using a browser. The events are linked to
detailed text descriptions and vice versa. The display is based on the window of
the online view.

You can start DeepScan from the "Carrier list" window. Select the carrier and

display the context menu (right mouse button). Select the option "Deep scan-
ning".

= Carrier list 10l =|
Eli‘ CH: 1187 +12_5kH=z; F: 429_187_500H=z; MCC: Z&2Z; MNC: 537; BCC: &
Channel data (Power: -5& dBm)

EBroadcast data

Zcan candidate. .. (CH: o: 0.0kHz) Fregq: 400.000.000 Hz
Ho tetra carrier (CH: 3800, APt P20 00 . 000 Hz
Charmnel data (Power: -114 4 IFBESE /

Rescan for power

Rescan for Tetrasignal
Scan for Broadeast

Deep scanning an receiver A
10 View 3 on receiver B
Delete Carrier Stop scanning
Add Carrier

Farce to tetra carrier
Add all D-HWRE Cartiet

Monitar in area 2 »

Figure 123 Starting DeepScan

After starting DeepScan, the icon in the list changes from [f] to fg] to display the
DeepScan mode. The same as when monitoring the monitor window is activated
(see "Starting the monitoring” on page 134). When monitoring the measurement
values like received field strength, frequency offset and usage of the traffic
channels are displayed over time. In addition, the event window is displayed. The
detected changes are shown as a list.

88 Events on receiver A

F =10l x|
Slot 1 [ o Siot 2 DL UL Slot 3 DL UL NEED oL [ oL [
081423 UMC umc 081423 Unix Unix 031423 UMx Untx 01423 UM Unix
I ——g [2] 051430 Unt 5 UMt 5 \ Ve \ 7
® [B] 01440 Ubda UM [}
[ ns1a:aa unc \ /qu
™~ ®/

) @ @ @

Time: | Message

8] 08:14:23  Start 08:14:23 (UTC)

] 081423 Sync POU found _“

#] 06:14:23  Sysinta PDU found ——

@] 08:14:23  MacSysinfo: New Defaut definition for access code A\

@

I+]

Figure 124 Event window

1) Displays information regarding the Timeslot 1.
2) Displays information regarding the Timeslot 2.

3) Displays information regarding the Timeslot 3.
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4) Displays information regarding the Timeslot 4.

5) Displays general information not specific to a timeslot.

6) Displays that the DL and UL are used for Comon-Control(UMc).
7) Displays the timeline for a call:

- At 08:14:23 the scanning of Slot 2 started. It was Unallocted(UMx) in DL
and UL

- At 08:14:39 a call (UMt) was set up with Usage-Marker 5.
- At 08:14:40 the channel switched to Assigned(UMa). The PTT was released.

- At 08:14:44 the call was terminated and the channel switched to Unal-
locted(UMXx).

8) Displays that DL and UL are Unallocted(UMx).
9) Displays that DL and UL are Unallocted(UMx).
10) Broadcast information were decoded.

11) Previously unknown broadcast information were found.

DeepScan is terminated within the window "Carrier list" by using the context
menu (right mouse button) and clicking "Deep scanning” > "Stop scanning". You
can also click {p to stop all scanning processes of the scanner.

On stopping, TetraScanner will ask you if you want to save the data.

i

@ Do wou want save the trace data?

131 Manitar-datafile
2) Deepscan-datafiles From receiver &

Mein |

Figure 125 Saving DeepScan data

A CSV file is saved the same as when using the monitoring option (see “Stopping
the monitoring” on page 134). After that you have to define the name for the
text logfiles. These text logfiles contain the information displayed in the event
window.

The logfiles are available depending on the file format selected by using the
DeepScan options (see “DeepScan options” on page 139): HTML or plain text.
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Text logfiles

Event text logfile

Detailed text logfile

You can create two text logfiles when using DeepScan: the event logfile and the
detailed text logfile.

The event logfile records events at the time they occur. All events displayed
within the event window during DeepScan are written into the event logfile at
the same time. All timeslots and messages not relating to timeslots are summa-
rized and saved as a list. This list contains 5 columns. The first column contains
a time stamp followed by time slot 1, time slot 2, time slot 3 and time slot 4. The
events related to timeslots are shown within the respective column. Events not
related to timeslots are depicted across all timeslot columns. The additional text
regarding the individual events is saved to the detailed text logfile. In order to
find these each text receives a unique identifier.

€% ultrakdit-32 - [C:\Dokumente und Einstellungen’,gunterEigene Dateien'DeepScanLog_Eventstxt] _1= x|
| '@ petsi Boarbeiten suchen projekt nsicht Fomat Spaks Mslwo Etras Fenster Hife =1 |
e DT H SR AW DIE+E@&E == i W B EED &N

” DespSoanLog_Eventzt | DespSoanLog_DetaiTertixt |

Time | sler 0 | sler 1 | slot z

09:41:38 |
03:21:39 |
/

- Srart: 09:41:38 {UTC)

P
| D:TMe

0s:alzdd |
08:4l:45 |
08:4l:49 |

Bl | D:UmMx 5T UMx

<

Kl | N

[Zeile 20, Spalte 1, O o8 || [find: 20.09.2005 11:42:20  Dakeigréifie: 1661 EINF

Figure 126 Event logfile

1) The time at which the event occurred. If several events occurred at the same
time, this time is entered for the first event. For additional events, which
occurred at the same time, the field remains empty.

2) A message not related to timeslots. It is displayed across all timeslot columns.
3) The number for the additional text within the DetailText-Logfile.

4) An overview of how many events occurred during which timeslot.

The detailed text logfile contains the additional information for individual
events. Example: If broadcast information were found, the event saved to the
event logfile shows that these information were found. This event received an
identifier, e.g. (I: 10). The corresponding text, the completely decoded broadcast,
is saved using the same number (I:10) to the detailed text logfile. By using this
identifier you can look up detailed information. In addition to this text the logfile
also contains the identifier, time stamp and if it is a general message or a
timeslot message. The individual messages are separated using "----".
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& UltraEdit-32 - [C:\Dokumente und Einstellungen'gunter'Eigene Dateien'\DeepScanLog DetailText.txt]

=1=1x

@ Datei Pearbeiten Suchen Projekt Ansicht Formaf Spake Makro Extras

ETE

¢r0THER AW B[ B=@ =

Ihe NP BEEB &N

DeepScanlag Events.tst  DeepScanlog DetailTexttat |

=

(I:Z)]: [05:&l:39 [General message:
New/eluents: 5 B

Mag-Sysinfo data:

Optional field flag: -> Extended services broadeast
Bxtended services broadeast:
Aurhenticatien: -> Authentication not requirsd on thiz cell

gecurity Class 1: /:\‘\_-> No mesning because no Air interface encryption service in BS service details element

Security Class 2 or 3: -* No meaning becsuse no Air interface encryption Service in BS service details element

SCEH: - No meaning because no Air interface sncryption service in BS service details slement
SBE-TL addressing Mevhod: - Hever use service cemtre addressing
GCR Supported: - No meaning because no Air interface encryption service in BS service details slement
gection: -» Extended services broadeast section 1 is present
Section 1t

Data pricrity supported: -> Data priority mot supported on this cell

Reserved: -» Defauls value

Section 2 information semt on this cell: -> No on in services section Z
Zection 3 informstion sent on this ce -» No informacion in extended services broadeast section 3
Section 4 information sent on this cell:

- Ho on in services section 4

(I:3): 09:4l:44: Slot 2:
New downlink usage marker 31 at 08:41:44 [2005-09-20] found.
HyperFrame: 23
MultiFrane: 27
Frame s
Slot sz

New uplink usage marker 3L at 09:41:44 [2005-09-20] foumd
HyperFrame: 2%
MultiFrame: 27
Frame D11
Slon sz

iI:d): 08:4lidf: Elot Z:
Dowmlink usage marker 31 changed to FACCH at 09:41:45 [2005-09-20].
HyperFrame: 2%
MultiFrame: 28

Frame 17

Slot H4

1 | Ll_l
U Hife 2u erhalten, dricken Sie F1 [zzde 146, Spalte 1, co pos | |Aind: 20.09.2005 11:42:20  |Dateigrofe: 6737 JEmF|

Figure 127 Detailed logfile

1) The identifier for the text.
2) The time stamp of the event.
3) Properties of the event (related to the timeslot or not).

4) Field for Information.

Three files are created: event logfile, detailed logfile and index file. The event
logfile records events at the time when they occur and is saved using the HTML
format. The detailed logfile contains the additional information for individual
events (also in HTML). The index file combines both files and shows these in
I[Frames. You can use this index file to easily display linked files. We therefore

recommend opening these files using a browser.
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TetraMsc

This chapter provides task-based instructions for using the TETRA AirAnalyzer
features. Topics discussed in this chapter are as follows:

- "Installation” on page 146

- "Starting a software tool" on page 146

- "Features” on page 147

- "The main window" on page 148

- "Connection to AirAnalyzer” on page 165
- "Shortcuts” on page 168

- "Error messages” on page 170

“File formats" on page 172
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Installation

The software tools can be installed during the installation of the AirAnalyzer
software as described in section “Installing the software” on page 7. To install
them, please enable the TetraMsc checkbox as shown in Figure 128. Some or all
tools can be selected for installation.

{5l Setup - TETRA Airdnalyzer Software

Select Components
which components should be installed?

Select the components you want to install; clear the components vou do nat want ko
install. Click Mext when you are ready to continue.

i ¥ Documentation 41 MB;'
¥ Tetrabsc 2.8 MB

" ¥ Documentation 15ME
¥ Tools 31 MB

¥ RawFilespliter 15MB

¥ CorvertSndepData 0.2 MB
; ¥ ‘aiceDecoder 0.4 MB
[ Documentation 1.2MB

Current gelection requires at least 19,5 MEB of digk space.

< Back I Mest > I Cancel |

Figure 128The TetraMsc components in the Installer

Starting a software tool

There are several ways of starting TetraMsc: It can be started by using the start
menu (Figure 129), by selecting the Tools menu from the AirAnalyzer software
(Figure 130) or by selecting an icon on the desktop (if created during installation,
Figure 131). The figures show how TetraMsc can be started in different ways.

Uninstall Airanalyzer

ConvertSndcpData
RawFileSplitter

VoiceDecoder

Figure 129Start of TetraMsc using the program folder

@File Edit Settings Run Yiew | Tools ‘Window Info

|J _'] 2 RawFileSplitter Q| |J @ | @Lan default jlv Filte

VoiceDecoder
J _'] Urtitled j DemaGroupCall.ra

ConvertSndcpData

Start TetraMsc with result

TetraQoAnalyzer Start TetraMsc plain

Figure 130Start of TetraMsc from within AirAnalyzer
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Figure 131 Starting TetraMsc from the Windows desktop
Features
TetraMsc offers the following features:
= D:\Raw-File',AdvanceLink.res - TetraMsc =11 x|

File Edit Fiter Work Option View Info

LHle P oXEe IEER COERQTIXTETT Lo - e mE g
Info SHDR dmce My FLE % LLC Mac LMAC Laninterface -
04316:56:04:4 CUB Subsict 2

T:00.00,00.000 ¢

N 2 )
S5k 3407146 @ @ @ @ ® @ 8 | MACACCESS =

fsearch_________
—

| Protocol iser 7 MsaType | >] [snDate @) |
SN-ACTIVATE POP CONTEXT DEMARND
3 : I Lager [sroce i
04316:56:16:1 | SN-ACTIVATE PDP CONTEXT ACCEPT
T:00:0000.000 ¥ IV Text—= |E”°'
S8l 3407146 MLE Protocol discr
> ¥ Calar [Red |

Search for messagetype SN-DATA with given text and with background
color red.

Seaich | < Cancel

MAC-DATA

§ @ ——| @ foward " back ¥ start at top

04316:58:13:4
T:00:00000.000
S5k 3407146

ALFINAL-AR

WLE Pratocol discr ..

\ \ \ \ I

TL 5AF: 5100 4580 0148 E25D 0000 8011 CEOC COAG CB92 FFFF FFFF 0044 0043 0134 0074 0108 0600 0578 7EL8 0600 0000 COAS C83Z 0000 0000 0000 000D &

SN PDU type: 0l01b -> SH-Data

HSAPL: ® 0001 -» Dynamically allocated

PCOMP: 0000k -» No compression

DCOME: 0000b -» No compression

Data dump (2624 pfts):

Hex |&sc 1Bin

4500 01 45 B2 SD 00 00 | E . .H & 1 . .| 01000101 00000000 00000001 01001000 LL100010 01011101 00000000 00000000

&0 11 CE g/co A8 €8 92 | € .t A "’ | 10000000 00010001 11001110 00001100 11000000 10101000 11001000 10010010

11 Errdr !! Mot enough data in msg!: - 2640 bits in message. Position now 26411 =
4 »

Figure 132TetraMsc features

(1) Displays the analysis graphically and in chronological order.
(2) Displays errors and warnings in different colors.

(3) Extensive search options.

(4) Blacklist and whitelist filters.

(5) Statistic functions.

(6) Exports the message sequence chart.

(7) Control color highlighting.

(8) Shows the GPS position (AirAnalyzer and mobile radio).
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Quick reference of buttons
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The TetraMsc application graphically displays the analyzed TETRA protocol
messages in a message sequence chart (MSC). It provides an overview of the
messages in a time related manner, providing a better overview for the complete
communication process.

It also includes the ability to export the MSC to an ASCII formatted text file.

Click the 2= button to start the TetraMsc application.
A window as in is displayed.

J= AdvanceLink.lan (AdvanceLink.res) - TetraMsc g =& x|

File Edt Fiter Work Option View Tools [Info

DlEPoXHEBDF®OR|OUSRYTXEEE G E|0 oo n]
CMCE MM MLE e

Infa SHOCF /508 UMAC LMAC 5|
0431B:56:14:1 CUB Subsiot 2
T:00:00:00.000 {
Povver: -85.00 dBim MAC-ACCESS
Freg. 0 Hz
F Alig: 15.375 BL-DATA
S5k 3407146
MLE Protocal discrimi
SN-ACTIVATE PDP COMTEXT DEMAND
04316:56:15:1 MAC-RESOURCE
T:00:00:00.000
Poyver: +0.00 4B hCDE)
Freig: 0 HZ
FAlig.: 0.000
51 3407146
DBGERAG SHACTIVATE PR CONTERT ACCERT
T:00:00:00.000
Poyver: +0.00 dBm MLE Protocal discrimi
Fre. 0 Hz
F Alig: 0.000 BL-ADATA
S5k 3407146
MAC-RESOLRCE
nNCDE B
[TL AP (70 bita]: D190 90BO 2432 2480 20h = |
[SH FDU type: 0000k -> SN-Activate PDP Context Demand/Accept
SAPI: 0001k -» Dynamically allocated
PDU priority wac: 100b -> Priority 4
[FEADY Timer: 1000b -» 10 seconds
[STANDEY timer: 0100b -> & min
[FESPONSE_WAIT timer: 1000b > 10 seconds
Type identifier in accept: 010b -> IPv4 Dynamic Address
TP address Ipvd: c0a8c692h -> 192.168.200. 146
[PCONP negotiation (bit 6-4):  00000b -> Reserved
[PCONP negotiation (bit 3): 0b -> No COMPRESSED_: RTP_G, RTP_L6, UDP_G, UDP_16 and CONTEXT_STATE
[PCOMP negotiation (bit 2): Ob -> Mo IP header compression
PCOMP negotiation (bit 1): Ob -> No Van Jacobson TCP/IP header compression
axinum transmission unit: 100b -» 1500 octets
Dptional bit (0-bit): Ob -> No optional type 2 or type 3/4 elements follow
K| _'I_I

Figure 133The message sequence chart application

Click ...
% to choose a result file.

I3 to start (or continue) to render the message sequence chart from the chosen
result file.

2 to stop rendering or to stop the online analysis.
I to set up the export options.

[&] to set up the view options.

[1] to pause the rendering process.

¥ to jump to the last red message.
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fh to jump to the last yellow message.

1] to delete all messages and to free up memory.

[=] to show the header information.

11l to show statistics of the PDUs in the lower pane of the window.

' to search for specific messages and strings.

|Z] to reset the column size in view.

" to change the color highlighting.

S to show the filter browser.

TBEETE B to choose one of the filters.

11 to lock TetraMsc (no more commands from AirAnalyzer will be executed).
¢ to unlock TetraMsc (commands from AirAnalyzer will be executed).

@ to start a record remotely.

@ to stop a record remotely.

£ o view the recorded GPS position of the AirAnalyzer.

& to view the GPS position of the mobile radio.
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charts in detail

Basics

150

The arrows display the communication flow of a single PDU through the different
layers of the TETRA protocol. A single arrow represents detailed information for
each involved layer. A right-pointing arrow displays the uplink data (MS — BS)
and a left-pointing arrow displays the downlink data (MS « BS). The data is
transported from the layer with the arrow to the layer to which the arrow is
pointing. For better clarity messages are displayed with an alternating back-
ground color (gray/white).

Info SNDCP | CMCE MM MLE LLC U-Mac L-MAC
04316:56:14:1 Sh-ACTIVATE PDP COMTEXT ACCEPT
T.00:00:01.527 P

P: -7.50 ¢Bm MLE Protocol discr..
Freq: -85 Hz H
F Alig: 0.000 BL-ADATA
=8I 45

MAC-RESOURCE
¥

MNCDB

04316:56:17:1 CUB Subslat 2
T:00:00.01 855 +

F: -38.17 dBm MAC-ACCESS

Freq: -87 Hz
F Alig: 0.000 BL-ACK
=8k 48

Figure 134The message sequence chart in detail

In the left column, the Info column, the first line displays information about the
current frame and slot in the following format:

hyper frame:multi frame:frame:slot

The next line displays the record time of the message, this time is normaly given
in UTC. Then some additional receiving information like power, frequency error
and phase error is displayed. The last line is the SSI from the sending or receiving
mobile.

In addition the application can count the number of messages and displays the
current message number and the line number where to find the displayed time
slot in the corresponding result file.

All of these elements in Info field, accept the frame information, can be
controlled in the View Options settings (see "View options” on page 156).

The remaining columns on the right side of the window correspond to each
existing functional TETRA block. Above each arrow the current PDU type is
displayed. If the arrow is selected, all data (PDU type, elements) of the current
layer is displayed in the lower pane of the window. This information is the same
as in the document view of the AirAnalyzer application.
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If an error occurs the TetraMsc can display the corresponding sub-message in a
different background color.

09522:58:054 NUB
T.00:359909 316
Freg: 33 Hz MACFRAG
F Alg. 0000
5811009

09522:58:064 NUB
T.00:3589.09 374
Freg: 35Hz MAC-END
F Al 0.000
5511009

Figure 135Fragmentation not started

Figure 135 shows a fragmentation failure. All the MAC-FRAGs and the MAC-END
are yellow colored. In this case the start of the fragmentation with the first frag-
ment was not received. AirAnalyzer will therefore not analyze the corrupt data.

1952301023
T:009588 12202
Freiy, -THz

F Alig: 1.000
SR

MACEND

ELDATA

MLE Protacal discrim...

Figure 136 Fragment not received

If a fragmentation was started and one or more MAC-FRAGs are not received,
the MAC-END will be colored yellow, too (see Figure 136). In the corresponding
text to the MAC-END all slots which were not received will be listed. The example
shows that the U-SDS DATA message is colored red. If no FCS is included
AirAnalyzer cannot verify the received data and will try to analyze the data. If
one or more fragments are missing the data is corrupt. In this example the
message "message to short" is displayed and the U-SDS DATA is colored red.
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Controlling the colored  Click the "I button or the Color highlighting menu entry to change the
messages  coloring of messages.

Error treatment B x|

El MM ;I
&-FMLE
E-[ELc
E-Fu-mac
= [FL-mac

~H

- [l Color blue

@ Color areen

- [# Color yellow
[l inkernel error
[l Unknown POU

- [l Message to short
- [l Message to long
[l AACH error
[ CRC error

L<l

0ld style color red, not used anymore in newer resultfiles, For compatibly reason included.

Qh Load user default | @h Save user defaulk H Save | * Load |

e Load factory default | 1 oK | X Cancel |

Figure 137Changing the message colors

The known errors or warnings are ordered in layers. You can enable or disable
viewing an error or warning, or the hole layer, with the checkboxes. The back-
ground color of the checkboxes shows the color used for the error. You can
switch the color with a double click. With a right click you can edit the descrip-
tion.

During startup the TetraMsc loads a default color filter setting.

- Click Save user default to save your settings as this default.

- Click Load user default to load this setting.

- Click Load factory default to load the factory default.

- Click Load or Save, respectively, to load and save individual settings.
- Click OK to apply all changes immediately.
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Using the context menu

i2 cMP_default_DemoGroupCall.raw.res - TetraMsc -3l x|
File Edit Filker “ork Option %  Copy frame number  F

D& PR DX B cwemme L L iRy TXFEET T E| & &e w]

nfo SHDCP fgps Py Message s WLE Lic U-MAC LMAC |
14 Jump to top T 5 MLIB,

Powwer: -26 80 dBm Lo labotion B MAC-ACCESS-a... =
Freg: -39 Hz Jurnp bo bext passage P e
F.&lig. -0.125 Mark L3 MAC-DATA,
S5k 1001001 T s +

&dd to fiker S

Converk Data 5] MLE Protocal d...

e 4

Measurements Physical Layer
Power: -26.80 dBm

Frequency offzet: -39 Hz
Frame alignmwent: -0.125 Zymbols
STCH - Elock 1

1>5TCH/TCH - Block 2 CRC check failed @

3|

TetraM=sc info: 7
fMessage is highlighted green because of: Uplink CREC error.

< | »

Figure 138Setting the message highlighting in a context menu

The highlighting of messages (e.g. "Uplink CRC error" (1)) can be switch on or off
by using the context menu. A click on the right-hand mouse button opens the
context menu (see Figure 138). In the Color filter section, all errors for the chosen
message are listed (2). Click on the error type to toggle the highlighted view.

Using the Color Filter dialog

In the example in Figure 139, a couple of messages are displayed with colors
because an "Uplink CRC error" occured (1). Theses messages belong to the Lower
Medium Access Control (L-MAC) (2). TetraMsc marks the beginning of the line
where the error ("Uplink CRC error") occurs with "1>" (3).

= Reservedslots.raw (ReservedSlots.res) - TetraMsc o [m[ ]
File Edit Filter Work Option Yiew Tools Info
[ETEED S | VIXEEETET|+ 5 |0 m

[ Infa | SnDCP /S0 | CMCE | IMLE | LL | U-MAC L-MAC -
A5389:20:07:4 | | HLIE

Power: -115.01 dBm Mac-access-a..

Freg.: -48 Hz =

F.Alig: 0.375

45389:24:08:3 MAC-SYNC PDU

TADA 242210 bt

Measurements Physical Layer

Power: -115.01 dEm

Fregquency offset: -48 Hz @ @
Frame Alignment: 0.375 Symbols @

'>3CH/F - CRC check failed

TP-34P (462 bits): C7D5 1075 1404 FOSC Sp76 1260 3006 1D6EC 8541 AS46 BAS1 ZEOC 8956 48A5 0899 075 1E4E 8038 Za

Tetrallsc info:
eazage diplayed colored because: Uplink CRC error. =
»

[4] |

Figure 139Example of a colored message
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Rendering the messages

In order to change the colors,

1 Click the color filter button 7 from the toolbar.
The Error Treatment menu appears, see Figure 140.

Error treatment ll

B Color red

[l Color blue

@ Color areen

- [# Color yellow

[l inkernel error

[l Unknown POU

- [l Message to short

- [l Message to long

[l AACH error

[ Downink CRC error

m Lipln

L<l

Lplink CRC error, The data is not decodable,

Q;a Load user default | @ Save user defaulk .I,-J Save | * Load |

e Load factory default | 1 oK | X Cancel |

Figure 140L-MAC color filters

Extend the list for Layer "L-MAC" (1) in the dialog.
Look for “Uplink CRC error” (2).
To disable this highlighted message click on the checkbox.

o S~ W N

A double-click on the "Uplink CRC error” text will change the color. A right-
hand click allows you to edit the text.

6 To use this setting as a default, click Save user default. TetraMsc will use
these setting at the next startup.

After a result file is specified, the TetraMsc application can analyze the TETRA
protocol information and render a MSC graphic.

The [[J button starts the rendering process. While the software processes the
result file the following buttons are available. An online analysis will be started
remotely from the AirAnalyzer software.

Click on ...

[1] to pause the rendering process. This is useful for the online analysis if you
would like to read the output in your own time.

iT¥ to pause the rendering process and jump to the last error.
3 to continue the rendering process.

1] to delete all messages and to free up memory.
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By setting a breakpoint the dialog box shown in Figure 141 will be displayed.

- Enter the interval at which a break should occur, or O for no breakpoint.

- To display a continuous block of messages, specify the first and last message
of the block in the "Show from" fields.

Menu entries in the "Work" section:

- "Next five": processes the next 5 messages.
- "Next 25": processes the next 25 messages.
- "Jump to a Msg": processes up to a specific message. See Figure 142.

- "New breakpoints": specifies breakpoints for the rendering process. See
Figure 141.

Set new break options

—Autornatic break,
Ereak after eveny I1 5 hewmsgs.

[0 = none]

— Show area

Show from megrumber a ko
[U/= from start]
II:I
mzgnurmber (0 = to erd]

v)OK | ¥ Cancel |

Figure 141 Setting break options for the rendering process

Automatic break after: processes the specified number of messages.

Show area: the number of the first (start) and last (end) message to be displayed.

User defined break

Break after |5':' &LI

new messages. XEancel |

Figure 142 User defined break after message

User defined break: processes the next X new messages.

8140 TETRA AirAnalyzer  Software version 3.4.4 155



Chapter 6 TetraMsc
The main window

156

View options

The view options specify how the info column will look. Click on [#] to open the
dialog box shown in Figure 143.

YiewOption N =

— Options

_____ ™ Show message number

™ Show line rumber in result fils ¥ Show additional information
¥ Show 551
rInfo MLE U-MaC L-aC
00007:00:14:1 BL-ACK 1
fle] el 2y I R et R > | MAC-RESOURCE 1
P: -14.54 dBm i S
Freq: -149 Hz
F.Alig.: 0.000 MCDE
55RO | e "
MNUB
MAC-DATA 1 TR LT
BL-DATA 1 e e
b R SR R e
MAC-DATA 2
et RO
Downlink seguence type Ir_l|dered reverse text sequence ;I
Lplink sequence tipe ITe:-:I seqUence j

EF-J Save | X Cancel | [T Advance options r@h Load factory default |

Figure 143View options for the message sequence charts application

The example in the dialog box shows in detail what the options will do. Some of
the information depends on the AirAnalyzer settings.

Note

The changes will take effect after the next rendering.

Show Time — Shows the record time; has to be enabled in the AirAnalyzer
general settings.

Show line number in result file — The start line number of the message.
Show SSI — Shows the address.
Show message number — Numbers all messages.

Show additional information — Shows information like power, frequency
error and phase error.

Advance options — Enable to choose the Down/Up-link sequence type.
Downlink sequence type — The sequence to display the downlink messages.

Uplink sequence type — The sequence to display the uplink messages.

Click on Save to accept the new settings.
Click on Cancel to discard all changes.

Click on Load factory default to restore the settings at installation.
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Export option  The TetraMsc application can export the graphical MSC to an ASCII formatted
text file. Click on J to open the dialog box shown in Figure 144.

Export message sequence charts to ASC: = |EI|1|

r— Export File

Al IE:\HecordMyEnor.txt Hl

XEanceI |

r— Comment

v Comment V¥ Log File Name [V Msc File Name v Date

I3 IError in uplink
 Printer Mode Column

¥ Printer Maode ¥ Layer Mames Lines g |1 20

Min: 42 :
V¥ Page Murber (Wl ) [Min: 5]

Figure 144 Exporting message sequence charts to an ASCII file

Export File section

This section specifies the name and location for the ASCII coded MSC text file.
The H button opens a standard Open File dialog.

ASCIlI MSC file — file name and location for the ASCII coded MSC.

Comment section

The export file can be set up to contain these comments.

Comment — A comment will be saved to the export file containing the following
fields.

Log file name — The name of the result file.
MSC file name — The name of the export file.
Date — The date of the rendering.

User — A user specific comment.

Printer Mode section

The Printer mode settings adjust the document size for printing.

Printer mode — Formats the output size so that it can be printed.
Layer names — Shows the layer names at the beginning of each page.
Lines — Indicates the number of lines that will fit on a page.

Column — Indicates the numbers of columns that will fit on a page.

Page number — Shows the page number at the beginning of each page.

Click Export to have TetraMsc export the MSC to the ASCII coded text file.

Click Cancel to discard all changes and return to the main window.
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Statistic evaluation

Upon a click on the |1l button, TetraMsc displays a statistic in the lower pane of
the window. It shows how often each message of the TETRA protocol occurs. If
messages have errors these error with the viewed color will be listed. In addition
to the TetraMsc message statistic, the statistic from the AirAnalyzer will be
shown as well.

Message statistic:

MagTypes | count

AL-ACE | 4
AL-DATA | 5
AL-FINAL-AR | 4
AL-SETUP | 2

|1

UNITDATA DOWNLINE 6 <- declared as not wiewable

Figure 145Example of count of messages statistic

Warnings and errors:

- CHMCE +
Color | Number | Short discription

| Message too short

& | ¥alue out of range

Red | 4
Red | 2 | Message too long
Yellow | &

Figure 146Example of messages with error statistic

AirAnalyzer statistic:

Dovmlink Type ALl | Glot 1 | slot 2 | Glot 3 | Glot 4 |

SYNC

SYNC block 1 err
SYNC block 2 err
SYNC AACH err
SYNC undecodable

Figure 147 Example of L-MAC AirAnalyzer statistic
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The /- button opens the Search dialog shown in Figure 21. The TetraMsc appli-
cation can search depending on message type, layer, color, error and text
content.

¥ MsaTupe ISN-AETIVATE PDP CONTEXT ACCEPT (1) j
I~ Layer |sHDCP /5D ]
V¥ Text I

| Calar IHed j
¥ Eror IForbidden walue for element [1 in layer SNDCP / SDS) j

 forward % back v start at bottorn

Search for meszagetype SH-ACTIVATE PDF COMTERXT ACCEPT and for error number
and with given text.

- Search |XEanceI |

Figure 148Finding a specific message or content

Message type: Select which message type to search for. You will see the count
of messages in brackets.

> — Choose the message beneath the cursor.
Layer — Choose which layer to search for.
Text — Choose which text to search for.

Color — Choose the background color.

Error — Choose an error in message.

Choose the search direction with a click on forward or back.
Select the starting point with a click on start at top or start at bottom.
The shortcut Ctrl+G opens the Jump to frame dialog shown in Figure 149. You

can jump to an exactly given frame or jump for example from slot one to next
slot one.

Jump to frame

|n431 B 48:04:1|

|| Fpetane] | | [Fare]
| | [iatame] | |[5r]

Direction
= Downlink i* g

= Uplink

Search {* fopward i~ backward

»=| Go | > Cancel |

Figure 149Jumping to a specific frame or slot
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Jump to Time

+ or - — Increase or decrease value.

Hyper/Multi/Frame/Slot — Toggles between "any" and the current cursor
value.

Direction — Jump to the selected frame in the chosen direction only.

Search forward or backward — If not an exact frame is given you can search
for the next or last applying frame.

If you do not enter an exact frame and a direction, you can search with the F4
and Shift+F4 keys to the next frame or previous frame.

Ctrl+T opens the "Jump to Time" dialog shown in Figure 150.

Note
This search feature can be used only if Show Time is enabled in the View
options (see "View options" on page 156).

You do not have to give an exact time. The entry will always be modified to the
nearest message.

Jump bto Time

|1 24503244

Farmat: hb:mm: s mz

fél] Go | XEanceI |

Figure 150Jumping to a specific time

The time format is: hour:minute:second:millisecond.

Shorter formats like hour:minute or hour:minute:second are also acceptable. The
missing values will be filled with zero.
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The filter from the TetraMsc is different and complements the filter functions of
the AirAnalyzer. While the AirAnalyzer filters depend on layers, the TetraMsc
filters depend on messages. With this filter you can remove unwanted messages
or display chosen messages.

A complete message consists of several different sub-messages. The background
is colored (see Figure 151): Filter example, gray or white for each part of a
complete message.

A filter is a list of free composed sub-messages. A filter searches if a message
includes one or more sub-message that correspond to a message on the filter list.
This includes the entire message and not only the found sub-message so that the
entire message will be filtered.

There are two filter strategies. The blacklist filter and the whitelist filter. The

blacklist filter removes a complete message with all his sub-messages if one or
several filter conditions are met. The behaviour of the whitelist filter is opposite.
Only the messages where at |least one of the filter conditions is met are displayed.

00509:05:13: D-COMNECT
8
>
9l MLE Protocol discr...
g
BL-LDATA,
§
>
/ MAC-RESOURCE
>
NCDB
00509:06:05:3 3 BL-ACK
y
2 MAC-RESOURCE
»
NCDB
00509:06:06:3 D-T¥ CEASED
.
>
4 MLE Pratacol discr...
g
>
BL-LDATA,
§
>
M&C-RESOLURCE
N
NCDE

Figure 151 Filter examples

For clarification of the follow examples it is assumed that only one sub-message
is in the filter list:

Message 1 (D-CONNECT) is in a blacklist filter:

The complete first message from sub-message D-CONNECT up to NCDB would
not be announced. Because one criteria of the blacklist filter filter list is met and
the entire message is removed. All other messages 2 (BL-ACK) and 4

(D-TX CEASED) and their sub-messages will be announced.

Message 1 (D-CONNECT) is in a whitelist filter.

Messages 2 (BL-ACK) und 4 (D-TX CEASED) would not be shown. Because none
of the sub-news is a D-CONNECT. Only message 1 (D-CONNECT) would be

announced up to its NCDB (entire message).

Message 2 (BL-ACK) is in a blacklist filter:
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The filter browser

Only the two gray messages 1 (D-CONNECT) and 4 (D-TX CEASED) would be
shown since both messages do not have any sub-message BL-ACK.

Message 3 (BL-UDATA) is in a blacklist filter:

Only the white message 2 (BL-ACK) would be announced. Since the other two do
not have any sub-message BL-UDATA.

Message 3 (BL-UDATA) is in a whitelist filter:

Only the white message 2 (BL-ACK) would not be shown. Because none of its
sub- messages is a BL-UDATA.

Button S opens the filter browser. With the filter browser you can create or
change the filter lists. During the online analysis the filter browser cannot be
opened. You can use the filter browser only if you pause the rendering process
(click [1} to pause).

Fier 1 | Fier 2| Fiter 3| Fiter 4| Fiter 5 |

Avaible meszage types

Filter message types

BL-&CHK

BL-&DATA

BL-DATA

BL-UDATA

CUB Subslat 1

D-CALL PROCEEDING
D-COMMECT
D-LOCATION UPDATE ACCEPT
D-LOCATION UPDATE COMMAND
D-MwRE-EROADCAST
D-RELEASE

D-T CEASED

D-TX GRANTED
MaC-4CCESS
MAC-DATA
MaC-RESOURCE

MLE Pratocol discriminator
MCDE

MUEB

U-T CEASED

U-Tx DEMAND

Load | HemoveAIIl

= wihite list fiter ¢ Black list filter

Apply I

Cancel | Save | Add all Copy filter Paste filker

Figure 152 Message filter browser

1 Select a filter to define or modify by selecting one of the tabs (Filter 1
through Filter 5).
The left-hand list shows the available message types; check the “Show only
available messages” field to include only those messages in the list that
occur in the actual trace. Or uncheck the field if you want TetraMsc to show
all the message types possible.

2 Select message types that should be filtered, and click = -+ to enter them
into the "Filter message types" list on the right-hand side. (Select message
types in the right-hand list and click <_| to remove them from the filter
message type list.)
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3 For each message type on the right-hand side, select the message type and
click on either Whitelist filter or Blacklist filter to specify if the message
type should occur or not.

4 Click on Apply or Save to confirm the changes to all the filters.

Click on Cancel to discard all changes and returns to the main window.

Click on Load to load and display the filter settings that were last saved.

Click on Remove All to delete all messages from the filter message type list.
Click on Add All to move all messages available to the filter.

Click on Copy filter to copy a complete filter.

Click on Paste filter to add previously copied filter message types to the current

filter.

Click on a message type with the right-hand mouse button to open its context
menu. Select Add for the dialog shown in Figure 153:

Filter Options

| BLAIDATA [all meszages]
—a&dd in blacklist filter

Filter 1 | Fier 2 | Filter 3 | Filter 4 | Filter 5 |

—&dd in whitelist filker
et | | i 2 | Filter 3 | Filter 4 | Filter 5 |
[ @t it digplay |

Figure 153Adding a message to a filter

Click on the appropriate button (Filter 1 through Filter 5) to add the message
type to a blacklist or whitelist filter. (Filters already containing the message type
in their blacklist or whitelist are grayed out.)

If the message is contained in a whitelist filter it can be removed without using
the filter browser by clicking the Remove button. If this was the last message
the view will be switched to normal view.
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Filter Options

| MAC-RESOURCE [Dizplay 1]
—aAdd in blackhst filter

Fier 2 | Filter 3 | Filter 4 | Filter 5 |

—&dd in whitelist filker
Fite2 | Fiter3 | Fiterd | Fiter5 |
Remove MAC-BESOURCE from dizplap 1 I

XEanceI |

Figure 154Removing a message from a whitelist filter

Using the filters ~ With the "B & & [ [E buttons in the toolbar the respective filter is selected.
You can change the filters on the fly during the online analysis. With the
W button you can return to the normal view.
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Connection to AirAnalyzer

The Connection Manager

Manually adding a connection

TETRA AirAnalyzer is able to control TetraMsc remotely. After starting TetraMsc,
TetraMsc tries to connect to the TETRA AirAnalyzer on the local host. If the
connection is successfully established and TetraMsc rendered a file or did an
online analysis the button i or %) is enabled. With these two buttons you can
allow or restrict the execution of commands from the TETRA AirAnalyzer. For
example: you have completed a trace with the online analysis. After you stopped
the online analysis you would like to keep the trace in the TetraMsc. You can now
lock ‘+y the TetraMsc. If you start a new online analysis the TETRA AirAnalyzer
starts a new TetraMsc because the old one rejected the command to start an
online analysis.

Connection Manager is a tool to check and control the connection to the TETRA
AirAnalyzer. Using this connection the TETRA AirAnalyzer can control the
TetraMsc and send online data.

Click Info > Connection Manager to start the Connection Manager.

Connected with follow AirAnalyzer
127.0.0.1:5686 Airtnalyzer 3.1.0.0 [Jun 22 2005 / 17.00:55)
X Guit | ;& Cloge this connection | tﬁb Connect Airtnalyzer

Figure 155Connection Manager

If a connection is established the connection data and the TETRA AirAnalyzer info
will be shown. The first column contains the IP address and the port number of
the TETRA AirAnalyzer. The second column shows the TETRA AirAnalyzer version.
Only one connection to one AirAnalyzer is possible at the same time.

Click on Quit to close the Connection Manager and return to the main window.
Click on Close this connection to terminate a connection.

Select a TETRA AirAnalyzer and click on Connect AirAnalyzer to connect

manually to the TETRA AirAnalyzer.

Click on Connect to... to manually connect to an AirAnalyzer. A new window as
shown in will appear.
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TetraMsc IP & Pork

IP: |12?.n.n.1|

Port IEEBE ﬂ 1] 4 | XEanceI |

Figure 156 Connecting manually

Enter the IP address and the port number of the TETRA AirAnalyzer. Please note
that an old established connection will be closed automatically before a new one
will be established.

This is the receive port of TetraMsc. The AirAnalyzer application will send the
data and commands to this port.

TetraMsc receiveport

;"2 ] | X Cancel |

Figure 157 Receive port

TetraMsc uses a default port number of 5687 unless a different one is specified.
Check the "Use specific port" box to activate the input field for the TetraMsc
receive port and enter a new port number.

If you are using AirAnalyzer and TetraMsc on the same local machine, the
TetraMsc receive port and the AirAnalyzer server port have to be different. It is a
good idea to increment the AirAnalyzer server port by one to get the TetraMsc
receive port value.

When a TetraMsc is connected to the TETRA AirAnalyzer you can command the
TETRA AirAnalyzer remotely to start a recording (@ button). You can also stop a
running recording if you have started it (l button).
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AirAnalyzer Remotecontrol |

— Record
© TMO & DMO ¢ LA&N [Inport: [9935 ]

R awFile: |F| ecord_ 2005-07-05_(05_56).raw

— Downlink optio:

& Frequency IB?D.DDDDDD MHz (350 - 450]

 Band ISDD.DDDDDD 'l LChanrel |2SDD [ffset ID_DDD VI KHE
Attenuation IE VI dB
= Uplink aption:

€ Frequency |3BD.DDDDDD WHz
% Duples I‘ID.DDDDDD MHz [T Reverse
Atteruation ID vl 4B

ﬁHecord | XEanceI | I

Figure 158 Remote control

Like the real AirAnalyzer you have to adjust some option for recording. In the
group "Record" you can choose witch type of recording you want to start. When
you choose "LAN" you have to give the UDP input port. You can only give the
rawfile name. For security reasons, the path is chosen by the AirAnalyzer. You can
easily generate a name by clicking Generate Name. The format is:

- TMO: Name___ YYYY:MM:DD_hh_.mm.raw
- DMO: Name YYYY:MM:DD_hh.mm.raw
- LAN: Name YYYY:MM:DD_hh.mm.lan

When you want to record "TMO" or "DMQ", the group "Downlink options" is
enabled. You can enter the frequency directly or as "Band”, "Channel" and
"Offset".

The intensity difference is set with the "Attenuation" for receiver A.

If you record "TMOQ", the group "Uplink options" is enabled. You can enter the
frequency directly or as "Duplex" spacing from the downlink frequency.

The intensity difference is set with the "Attenuation” for receiver B.
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Keys
y Table 28 Description of the key shortcuts for TetraMsc

Key Function

T Move the selection up.

{) Move the selection down.

Page T, < Move the selection up by one page.

Page ¥, = Move the selection down by one page.

T, Pos1 Move the selection to the beginning of the MSC.

B, End Move the selection to the end of the MSC.

P Jump to related text passage of the selection in the
TETRA AirAnalyzer application.

F2 Mark the starting position for time counting.

SHIFT + F2 Mark the end position for time counting, the result is
displayed in the lower frame.

SHIFT + 1.5 Remember current selection position.

1.5 Jump to remembered position.

TAB Toggle formatted text output.

F Copy frame number of the actual selection to the clip-
board.

L Copy line number of the actual message to the clip-
board.

C Copy actual message as ASCII export to the clipboard.

R Copy (n) message to the clipboard. A dialog box will be
displayed asking for the number of frames (n) and the
number of rows for the ASCII coded text format.

Alt+M View Mobile GPS position in browser.

Alt+P View AirAnalyzer GPS position in browser.

Table 29 Description of the mouse buttons for TetraMsc

Mouse

Function

Left button

Right button

Select the message.

Open a pop-up menu with options:
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Table 29 Description of the mouse buttons for TetraMsc (continued)

Mouse Function

Copy frame Copy frame number of the actual

number selection to the clipboard.

Copy line num- Copy line number of the actual

ber message to the clipboard.

Copy message Copy actual message as ASCII
export to the clipboard.

Jump to top Move the cursor to the beginning of
the MSC.

Jump to bottom  Move the cursor to the end of the
MSC.

Jump to text Jump to related text passage of the

passage selection in the TETRA AirAnalyzer
application.

Mark Remember current selection posi-
tion.

Jump Jump to remembered position.

Add to filter Add message to filter (see "Adding
and removing a message without
the filter browser" on page 163).

AirAnalyzer View AirAnalyzer GPS position in

Position browser

Mobile Position  View Mobile GPS position in
browser

Mouse wheel Scroll page up [ down.
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Table 30 Description of the error messages for the TetraMsc

Error message

Problem

Solution

Warning! Unknown or
no StartMarker!

Warning! Internal
error during rendering!

Error! Could not open
"MessageType.xml”
file.

File format error in
"MsgTypes.xml" file!

Could not open *.res!

Error while reading
*.res-File!

Problem while writing
exported MscFile to
disk!

—or-

Could not create or
write the export
MscFile!

The result file is not
valid.

The data in the result
file has the wrong for-
mat.

MessageType.xml|
could not be opened.

There is an error in the
specified line of the
"MsgTypes.xml" file.

The result file might
not be valid.

The result file might
be corrupted.

The disk might be full
or the old file with the
same name is write
protected or currently
used by another appli-
cation.

Specify a result file.
Check if the version
and the result file type
are compatible.

If you send your own
message through the
lan-interface you have
to make sure that you
have not more than 20
sub-messages. The
sub-message name has
to be shorter than 60
chars.

Or contact Willtek
Communications and
keep the result file
ready for faster debug-

ging.

Copy the original Mes-
sageType.xml file to
the same directory as
TetraMsc.exe or rein-
stall the software.

See 9.5 The File Format
of the File Msg-
Types.xml (Version 1.1)

Choose a valid result
file or create a new
one using the correct
AirAnalyzer version.

Create a new result file
with AirAnalyzer.

Free some disk space,
check the rights or
close the file.
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Table 30 Description of the error messages for the TetraMsc (continued)

Error message

Problem

Solution

Memory or Buffer
error!

Sorry, no dongle
found!

Sorry, no AirAnalyzer
is connected!

Internal error!

There might not be
enough memory.

No dongle was found.

TetraMsc is trying to
start the online analy-
sis, but no connection
to AirAnalyzer is
established.

Program error.

If you send your own
message through the
lan-interface you have
to make sure that you
have not more than
64 kB text info for one
sub-message and that
no single line exceeds
1024 characters. Check
if TetraMsc knows all
sub-messages, see "The
file format of TMO/
DMO/
LAN_MessageTypes.xm
| version 1.0" on

page 177.

Install a dongle.

Check the connection,
see "The Connection
Manager" on page 165.
Or contact Willtek
Communications and
keep the result file for
faster debugging. Or
Contact fjord-e-design
GmbH and keep the
result file for faster
debugging.

Contact fjord-e-design
GmbH and keep the
result file for faster
debugging.
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The RES format

Some tricks for LAN traces or
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proprietary filter

TetraMsc is a universal display program for message sequence charts. You can
easily extend TetraMsc with youre own messages. One source for these messages
is the LAN interface. Using this data the AirAnalyzer creates the result file which
is read by TetraMsc.

The RES format is an internal TETRA AirAnalyzer data format that is used to
display the analyzed messages in text view and in the TetraMsc application. This
format is text based. You will always be able to create a new RES file with the
AirAnalyzer software if you analyze a RAW/LAN/[TMW/TMV data file.

TetraMsc uses some special keywords. These keywords affect the view directly.
The first kind of keyword will color the background of the corresponding
message. The second kind of keyword will add some additional information to the
info column. The third kind will add an address to the info column.

AirAnalyzer uses some of these keywords by default. But you can use these
keywords, too. During a LAN trace you can use these keywords in your text
messages. The second way to use these keyword is to change a saved result file.
You can change it using a normal text editor, for example using the search and
replace function. The second way to change the result file is to write a text filter,
for example with AWK (http://www.gnu.org/software/gawk/gawk.html).

Table 31 Keywords

Key word Funktion AirAnalyzer usage Note

<color red> Change the back- Not used anymore 1
ground color to red

<color yellow> Change the back- Not used anymore 1
ground color to yel-
low

<color green> Change the back- Not used anymore 1
ground color to green

<color blue> Change the back- Not used anymore 1
ground color to blue

<Error 'num- Message will be An error or warning 1

ber'> marked coloured has occured

<info_1> Add the following Power information 2
text to the info col-
umn

<info_2> Add the following Frequency error 2
text to the info col-
umn
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Table 31 Keywords (continued)

Key word Funktion AirAnalyzer usage Note

<info_3> Add the following Timing error 2
text to the info col-
umn

<info_4> Add the following 2
text to the info col-
umn

<info_5> Add the following 2
text to the info col-
umn

< SSI xxx > Add an address to Used to add an 3
the info column address

< EL xxx > Add an address to Used to add an 3
the info column address

< USSI xxx > Add an address to Used to add an 3
the info column address

< SMI xxx > Add an address to Used to add an 3
the info column address

< UM xxx > Add an address to Used to add an 3
the info column address

< P-SSI xxx > Add an address to Used to add an 3
the info column address

<GPS :xxx ;xxx  Add AirAnalyzer GPS Used to add the Air-

> position Analyzer position

<mobile gps> Add mobile GPS posi-  Used to add mobile
tion. position

Note 1: The sphere of a keyword is one sub-message. When different keywords
occur in one sub message only the last one will be used.

Note 2: Will add the following text in the line of the info column. If the same
keyword is used twice or several times only the text of the last one will be used.
Can be suppressed with the Show additional information option, see "View
options” on page 156.

Note 3: Will add an address to the info column. Up to eight different addresses
are supported for one message. Can be suppressed with the "Show SSI" option,
see "View options” on page 156.

With version 1.3 of TetraMsc, the file MessageTypes is not used anymore. It is
replaced by the files MsgTypes.xml, TMO_MessageTypes.xml| and
DMO_MessageTypes.xml. The file format for these files is slim XML. The file
MsgTypes.xml includes the reconnaissance data of the different result file types
(*.res). At the moment there are three types: the TMO result file, the DMO result
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Some info on the XML
format used

How can | find out in

which path the XML-Files

are stored?

File format of the

MsgTypes.xml file (version

174

1.1)

xml

file and the TMO/LAN result file. The individual data (MessageTypes) of these
result file types is contained in the corresponding files TMO_MessageTypes.xml,
DMO_MessageTypes.xml and LAN_MessageTypes.xml. The file MsgTypes.xml
points to these three files.

For all files the file format is "slim" XML version 1.0. The coding has to be ISO
8859-1. Special characters (i.e: <,>,"....) have to be replaced with entities. The
following types of entities are supported: &#xHEX;, &#DEZ; and named entities
(Etquot;).

Select Info > Path infos.
You will get some output like in this example:

Fath and File Infos:

User settings path i "CivDokumente und Einstellungen'gunter’Anvendungsdaten’ £jord-e-design’\Tetra Aicinalyzer 3.2VTetraMscy™
Applikation work path : "C:\Programme\fjord-e-desigm\Tetra Airdnalyzer 3.2\bin\"
Last file : "C:iyDokumente und EinstellungenigunteriEigene Dateien\Dowmloaditest what is wrongl 2004-03-29-15-27.res

The "User settings path" is the path you are searching for.

The file MsgTypes.xml includes the data TetraMsc uses to distinguish the
different result file types. The result file types can be distinguished by the file
identifier. This indicates that the first lines of the result file are analyzed and a
special keyword, the file identifier, is searched for. If no keyword is found the
defined default file type is used. These keywords and the reference to the corre-
sponding data file are stored in the file MsgTypes.xml. The data file contains the
known message types for the chosen result file type. Another entry defines the
default filter file name. TetraMsc automatically loads the corresponding filter to
every result file type.

Table 32 <xml>

Tag xml
usage Mandatory in first line
argument name version

usage mandatory

argument "1.0" (mandatory)
argument name encoding

usage mandatory

argument "is0-8859-1" (mandatory)
comment Define an XML file
example <?xml version="1.0" encoding="is0-8859-1"7>
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Chapter 6 TetraMsc
File formats

tag file
usage Mandatory in second line
argument name name

usage mandatory

argument "TETRA-MSC-FILETYPES"

(mandatory)

argument name version

usage mandatory

argument "1.1" (mandatory)
comment XML-file is type "TETRA-MSC-FILETYPES"
example <file name="TETRA-MSC-FILETYPES" version="1.1">

entry

Table 34 <entry>

tag entry

usage Mandatory for the default result file type.

argument name default
usage mandatory
argument  yes This is the default result file type.

no Not the default result file type.

comment Starts a result file type

example <entry default="yes"> and <entry default="no"> (short:
<entry>)

fileid

Table 35 <fileid>

tag fileid

usage Mandatory in entry tag

comment The keyword to recognize the file type. Please observe
that the keyword is case sensitive.

example <fileid>TMO-Resultfile</fileid>

8140 TETRA AirAnalyzer ~ Software version 3.4.4 175



Chapter 6 TetraMsc
File formats

Example

176

msgtypefile

Table 36 <msgtypefile>

tag msgtypefile
usage Mandatory in entry tag
comment The reference to the data file with the message types.

Path details are not allowed. It is always searched for
the file in the current work path.

example <msgtypefile>TMO_MessageTypes.xml</msgtypefile>

defaultfilter

Table 37 <defaultfilter>

tag defaultfilter
usage Mandatory in entry tag
comment The reference to the default filter file. Path details are

not allowed. It is always searched for the file in the cur-
rent work path.

example <defaultfilter>=TMO_default.tfc</defaultfilter>

colorfilter

Table 38 < colorfilter>

tag defaultfilter
usage Mandatory in entry tag
comment The reference to the default colour filter file. Path

details are not allowed. It is always searched for the file
in the current work path.

example < colorfilter>TMO_default.cflt</ colorfilter>

<?xml version="1.0" encoding=""is0-8859-1"7?>
<file name="TETRA-MSC-FILETYPES" version="1_1">
<tetramsc>
<entry default="yes'>
<fileid>TMO-Resultfile</fileid>
<msgtypefile>TMO_MessageTypes.xml</msgtypefile>
<defaultfilter>TMO_default.tfc</defaultfilter>
<colorfilter>TMO_default.cflt</colorfilter>
</entry>
<entry>
<fileid>DMO-Resultfile</fileid>
<msgtypefile>DMO_MessageTypes.xml</msgtypefile>
<defaultfilter>DMO_default.tfc</defaultfilter>
<colorfilter>DMO_default.cflt</colorfilter>
</entry>
</tetramsc>
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These files store the known messages (D-CONNECT, MAC-ACCESS...). Every result
file type has its own message type file.

Table 39 <xml>

Tag xml
usage Mandatory in first line
argument Name Version

usage mandatory

argument "1.0" (mandatory)
argument name encoding

usage mandatory

argument "is0-8859-1" (mandatory)
comment Define an XML file
example <?xml version="1.0" encoding="is0-8859-1"?>

Table 40 <file>

tag file
usage Mandatory in second line
argument name name
usage mandatory
argument "MSG-TYPES-NAMES" (mandatory)
argument name version
usage mandatory
argument "1.1" (mandatory)
comment XML-file is type "TETRA-MSC-FILETYPES"
example <file name=" MSG-TYPES-NAMES " version="1.0">
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Tags of <file>  messagestypes

Table 41 <messagestypes>

tag messagestypes
usage Mandatory
comment Starts the data field.
example <messagestypes>

Tags of <messagestypes>  layer

Table 42 <layer>

tag layer
usage Mandatory
comment Starts the layer data block. The position of the layer

data block has to be at the beginning of the messag-
estypes data block. Only one layer data blocks are

allowed.
example <layer>
msg
Table 43 <msg>
tag msg
usage Mandatory
comment A single message block starts. Ensure that you have a

valid layer data block before the first message block.

example <msg>

Tags of <layer>  layername

Table 44 <layername>

tag layername
usage Mandatory
comment Up to 20 layer names, but at least two. Keep the order, it

begins with the lowest layer and climbs.

example <layername>L-MAC</layername>
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Table 45 <msgname>

tag

msgname

usage

argument

argument

comment

example

Mandatory

name largerlayer
usage mandatory
argument Layer number
name lowerlayer
usage mandatory
argument Layer number

The single message itself. Every message consists of two
layer numbers and the message name. The argument larger-
layer contains the numerically bigger layer number, the
smaller number is defined in lowerlayer. Every one of these
layer numbers is assigned to a layer from the definition
block of the single layer. For the first layer the number is
zero (<layername>L Mac</layername> ) and the number is
increased with every next layer. In addition, there is one
firmly built-in layer for the physical layer, this has the value
-1. It corresponds graphically to the right edge. TetraMsc
draws an arrow from and to the corresponding layer num-
ber. The direction of the arrow is not defined in this file but
in the result file. So numbers do not influence the direction.
Of course, the layer numbers have to be in the range of
given layers (count begins at zero). The same values are
allowed. An arrow is then drawn from and to the given layer.
The value "-2" is an other special layer number. In case the
larger or lowerlayer is "-2", TetraMsc will suppress these
messages.

<msgname largerlayer="5" lowerlayer="3">D-ALERT</msg-
name>

Example <?xml version="1.0" encoding="1is0-8859-1"?7>
<file name="MSG-TYPES-NAMES" version="1.0">
<messagestypes>

<layer>
<layername>L-MAC</layername>
<layername>U-MAC</ layername>
<layername>LLC</layername>
<layername>MLE</layername>
<layername>MM</layername>
<layername>CMCE</layername>

</layer>

<mSg>
<msgname largerlayer="0" lowerlayer="-1">NUB</
msgname>

</msg>
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<msg>
<msgname largerlayer="5" lowerlayer="3">D-
ALERT</msgname>

</msg>

<mSg>
<msgname largerlayer="5" lowerlayer="2">SUP-
PRESSED</msgname>

</msg>

</messagestypes>
</file>
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QoS Analyzer

This chapter describes the QoS Analyzer option to the TETRA AirAnalyzer. Topics
described in this chapter are as follows:

- "Scope” on page 182

- "Installation" on page 182

- "Starting TETRA QoS Analyzer" on page 182
- "TETRA QoS Analyzer" on page 184

- "QoS measurements” on page 194
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Scope

Scope
This section applies if your AirAnalyzer software includes the 8165 TETRA QoS
Analyzer option. The option requires the dongle to be plugged into a USB port of
the PC running the AirAnalyzer software.

Installation

The QoS Analyzer software can be installed during the installation of the AirAn-
alyzer software as described in section "Installing the software" on page 7. To
install it, please enable the TETRA QoS Analyzer Frontend checkbox as shown in
Figure 159.

]i.,il Setup - Tetra AirAnalyzer

Select Components
which components should be installed?

Select the components you want to install. Click Mext when you are ready to continue.

Complel aticr
¥ aitalyzer Softwars 167 ME o
[ Tsiroleerfiierd T4
¥ Examples 0.8 Me
[V Filter Configurations 0.1 Me
¥ Documentation 39MB
¥ Third party source code: sqlite” tar. gz, sqlitecdbe” tar.gz 23MB
¥ Tetrabsc 3.4 MB
" ¥ Documentation 1.8MB
v Toolz 2.3 MB
I_ [Z P zwFilasrbittar Y] LI

Current gelection requires at least 28,1 ME of digk space.

< Back I Mest » I Cancel |

Figure 159The TETRA QoS Analyzer component in the Installer

Starting TETRA QoS Analyzer

There are several ways of starting an AirAnalyzer software tool: It can be started
by using the start menu (Figure 160), by selecting the Tools menu from the
AirAnalyzer software (Figure 161) or by selecting an icon on the desktop (if
created during installation).

ﬂﬁ Tetra Airanalyzer ¥ .@ Docurnentation 3

¥ [E] airdnalyzer
Wy ConvertSndcpData
% RawFileSplitter
[[=] TetraMsc
@ TetraPhysicalDatasnalyzer

W TetraScanner
ﬁl Uninstall Airanalyzer
'IE VoiceDecoder

Figure 160Start of TETRA QoS Analyzer using the program folder
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Tools Window Info
RawFileSplitter E | >
VoiceDecoder 7
ConvertSndcpData
TetraMsc

TetraQosanalyzer -
QoS

Figure 161 Start of TETRA QoS Analyzer from within AirAnalyzer
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TETRA QoS Analyzer

Parallel to recording the TETRA AirAnalyzer writes TETRA protocol information
into an SQLite database. This database contains all relevant events necessary for
evaluating the quality of service (QoS). The TETRA QoS Analyzer is used to display
the data.

By default SQLite is used as a database. According to the desired action the
TETRA QoS Analyzer retrieves these data from the SQL database. According to the
desired action the information is displayed by using optimized filter functions.
The filtered data are processed for viewing by using a basic script. After that they
are written to a separate window.

The TETRA QoS Analyzer can be used during the online analysis as well as offline
when performing the evaluation in your office. The individual views may differ
according to this mode.

Selecting a database  Use the button &) within the AirAnalyzer software to open the TETRA QoS
Analyzer with the database of the current *raw file. You can also open the data-
base manually within the TETRA QoS Analyzer.

’ TetraQoSAnalyzer

File View Help

Open SOLite file Ctrl+o
Open ODEC

1 Demo_TestFile_Co5.db
iJI 2 DemoCal_gos.db
3 LAN_RawFie_Qos.db

Open SQLite database

Close
Exit:

Figure 1620pening a database

Measuring options  When opening the database the following window with the available measuring
options is displayed.

’ TetraQoSAnalyzer - Demo_TestFile_Qos.db = |EI|1|
File Edit WYiew Window Help

2HB[s e[ro[s san|

x Failed calls distribution

5 Setup lisk

I; Priority distribution {successfull call setups)
I; Priority distribution {unsuccessfull call setups)

Figure 163Window with measuring options
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The individual measuring options ({1 [= = & 23~ are displayed directly or
sorted into group folders (). The icon either shows the view type or the
measurement of a certain type (call setup etc.). By double clicking on a

measuring option or using the return key you run it or open/close the folder.

Three view types are used:

- The result is displayed using horizontal bars.

= Demo_TestFile_QoS.db: <Setup times> =]
Callsetup statistic Queued callsetup statistic
Me ) 868[ms] [ 1 Ofre]
It} O[ms]
o | 3o0ims] e
ype of statistic : Mo hook, Call qgueued, Connected, One
Min [ 2521ms] e
ITVDE! of statistic . Mo hook, Mot gueued, Connected, One otal calls .0
Other callsetup types statistic
an 3892[ms]
g | | 2178[ms]
Min [ 1652[ms]
wpe of statistic - Other successfull calls
otal calls 139
- The result is displayed over time using vertical bars.
i) Demo_TestFile_QoS.db: <MCCH peak load (24h)> (CCCH) 10l x|
24 hour MCCH load downlink (2004-09-29)
H max
O ave
50.0
S 0 eSO OSSO SN SIS S S
W 4 & 3 4 6 6 ¥ B & 10 99 92 98 44 18 46 17 18 18 2 20 28 28y  [HOWF
bereent 24 hour MCCH load uplink (2004-09-29)
O rnan
Oav
50.0
O I 000 ol
W o @ g 4 &G 6 . §F B & o {41 42 08 44 9§ 96 45 16 18 6y # sm sy ey
- The result is displayed as a list.

@ Demo_TestFile_QoS.db: <Setup list: P | Ellﬂ
Frame I Date I Carrierl SSSII DSSII callid I Ccommunicationtype I hook. I simplesc | encryptionflag | circuitmode | plﬂ
19715:16:12:1 17:06:21 3654 81 605 3558 Point-to-multipoint  No hook Simplex  Clear (Mo EtoE encryption)  TCH/S P
19715:16:15:1 17:06:21 3654 86 606 3559  Paoint-to-multipoint Mo hook Simplex  Clear (Mo EtoE encryption)  TCH/S P
19716:05:11:1 17:07:11 3654 &3 &l 3560  Point-to-point Hook onyoff  Simplex  Clear (Mo ERoE encryption)  TCHJS 2]
19716:05:16:1 17:07:11 3654 83 =11 3560  Paint-to-point Hook anfaff  Simplex  Clear (Mo EkoE encryption)  TCHJS 2]
19716:55:09:1 17:08:02 3654 gz 220 3561 Point-to-multpoint Mo hook Simplex  Clear (Mo EtoE encryption)  TCHJS P
19719:25:1001  17:10:35 3654 86 606 3568 Point-to-multipoint  No hook Simplex  Clear (Mo EtoE encryption)  TCH/S 3]
19719:27:01:1 17:10:36 3654 &1 605 3569 Point-to-multipoint Mo hook Simplex  Clear (Mo EtoE encryption)  TCHJS =]
19720:16:15:1 17:11:27 3654 83 &l 3570 Point-to-point Hook onfoff - Simplex  Clear (Mo ERoE encryption)  TCHJS P
19721:12:08:1 17:12:24 3654 82 220 3571 Point-to-multipoint Mo hook Simplex  Clear (Mo EtoE encryption)  TCH/S 3]
19724:23:01:1 17:15:38 3654 81 B05 3575 Point-to-multipoint Mo hook Simplex  Clear (Mo EtoE encryption)  TCH/S 2]
19724:23:04:1 17:15:39 3654 86 606 3572 Point-to-multipoint  No hook Simplex  Clear (Mo EtoE encryption)  TCH/S 2]
19725:12:116:1 17:16:29 3654 a3 81 3580  Point-to-point Hook onfoff - Simplex  Clear (ko ERoE encryption)  TCHJS P
19726:02:12:1 17:17:20 3654 82 220 3581 Point-to-multipoint  No hook Simplex  Clear (Mo EtoE encryption)  TCH/S P
19728:35:12:11 17:19:56 3654 &1 605 3583 Point-to-multipoint Mo hook Simplex  Clear (Mo EtoE encryption)  TCHJS P
19728:35:17:1 17:19:56 3654 86 606 3589  Point-to-multipoint Mo hook Simplex  Clear (No EtoE encryption)  TCHYS Fi v
‘| ay

The window used to display the measuring options not only contains the descrip-
tion as text but also an icon. This icon either represents the type of view or the
measurement itself. Individual measurements can be sorted into the group

folders.
The following icons describe the type of view:
|= The result is displayed using horizontal bars.

11 The result is displayed using vertical bars.
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Additional view types for
measurement results

= The result is displayed as a list.

These icons describe a measuring group (the type of view may vary):
&l Describes the measurement for call setup.

2 Describes the measurement for unsuccessful call setup.

5 Describes the measurement for call clearing.

E Describes the measurement for SDS (Short Data Service).

The display of the measurement results can be further influenced.

- By viewing them online.
- By limiting the results to a certain time frame.

The TETRA QoS Analyzer can display the results offline or online (near real time).
There are special measuring options which are optimized for the online display.
They will show additional information when viewed using the online mode.

Example 1: Online/offline display of the same measuring option

uplinkial @) [0.7%

SCCH 2 Load SCCH 3 Load

Figure 164Example: Online/offline view
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The figure on the top shows the mean values of the entire measurement period
using the offline mode. The figure on the bottom shows the mean value of the
last 4 hours (4h), the mean value for the last 32 seconds (32s) and the current
value (now). Use the toolbar and the buttons | J* &8 to switch from the offline
to the online mode and back (see "Offline and online mode" on page 189).

Example 2: (View limited to a time range)

Figure 165Example: Time range view

The pictures show a measurement within a certain time frame: it was started on
Sept. 28, 2004 between 17:00 and 17:30 and was stopped between 6:00 and
6:30. Each view contains one day from 00:00:00 until 23:59:59. You can use the
J a9g | buttons on the toolbar to select the day. These buttons are only avail-
able within the offline mode. When using the online mode only the current day
is displayed.

The possible measurements are described in “QoS measurements” on page 194.

You can export measurement results. The following methods are available:
k4 Save to a file.
[ Copy to the clipboard.

¢4 Print.
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Saving

# TetraQoSAnalyzer - Demo_TestFile_Qos.db (=[]
File Edit View Window Help

& Setup times
“p, Failed calls distribution

Export data

Priority distribution {successfull call setups)
|= Priority distribution (unsuceessfull call setups)

= Demo_TestFile_Qo5.db: <Setup times>-
Callsetup statistic Queued callsetup statistic

Mo — s f 0o

oo [ —— 309[ms] 42 Pric,..
N — 252[ms] 8| Min S

ype of statistic Mo hook, Mot queued, Connected, One U-Setup vpe of statiptic  oaveas... {viindow size) ed, [One U-Setup
otal calls 03 otal calls Save as... (A3, 300dpi)
ICall modifactions Save as... (A3, 300dpi, landscape)
[Callmod: prioity 5B Save as... (Ad, 300dpi)

Save as... (A4, 300dpi, landscape)
Other callsetup types stal  zuvess... (o5, 150000

Save as... (45, 150dp), landscape)

Save as... (A6, 150dpi) 3892[ms]

Save as... (46, 150dpi, landscape) 2178[ms]
1652[ms]

Ready S

Min |
F’pe of statistic COther guccessfull calls

otal calls

Figure 166 Exporting data

You can select these options on the toolbar or by clicking with the right mouse
button in the result window to display a popup menu.

You can save measurement results by using the [ button on the toolbar or by
using the popup menu in the window (clicking with the right mouse button).

Depending on the type of display used for the measurement results (bar graph or
list) the data are saved either as picture or CSV file (Comma Separated Value).

Speichern unter 2=l
Speichern in: I Eigene Bilder j = & EB-

Mame = | Grife | Tvp | Geandert

C)G05_analyzer Dateiordner 09,10,20

&]Beispielbilder 1KE  Werknipfung 0z.11.20

| | i

[rateiname: I j Speichern I

D ateityp: IF'NG [*.png) j Abbrechen |
7

Figure 167Saving data

The pictures are exported according to the size of the window. You can select the
file type in the dialog for saving files.
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You can open, edit and print the CSV file in spreadsheet programs like Excel or
OpenOffice.

The picture files are saved with a white background to make it easier to insert
them into publications.

== SetupTimes.png-57.0 (RGB, 1 Ebene) 6921383 : &= E||1|
Datei Bearbeiten Auswahl Ansicht Bild Ebene ‘Werkeeuge Dialoge Filter Sk ‘
of o R B P R P B
i) Callsetup statistic Queued callsetup statistic 1
- |Max| | 868[ms]| |Max 0[ms]|:
B f— 309[ms]| |@ Ofms]|:
dimin T 252[ms]| |Min 0[ms]|:
a :: [Type of statistic - Mo hook, Mot queued, Connected, [Type of statistic : Mo hook, Call queued, Connected, |||
04| jone U-setup One U-Setup |
1 |[Total ealls 2103 [Total calls oa
—1 ||call modifactions:
T {[zalimod: priority 156
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5 [jrotaicals 29 |
e — R
R Ll
| px T || 100%: ;I |H|r|tergrur|d (2,29 MB) Abbrechsnl

Figure 168Saved picture

You can copy measurement results to the clipboard by using the [ button on
the toolbar or by using the popup menu in the window (clicking with the right
mouse button).

Similar to saving, the data are processed as a picture or CSV file. The difference
is, that the data are copied to the clipboard without requiring confirmation.

You can print measurement results by using the - button on the toolbar or by
using the popup menu in the window (clicking with the right mouse button).

The TETRA QoS Analyzer can be operated in two modes. First the offline mode.
This mode is used when a measurement is completed and the data have to
processed. The second one is the online mode. The mode displays the just
recorded data in near real time. This mode corresponds to the online view of
TetraMsc. The AirAnalzer writes a data set to the database approx. every 4
seconds (exactly every 4 multi frames). When using the online mode the TETRA
QoS Analyzer retrieves new data from the database every 4 seconds, processes
the data and displays them. In addition the online view offers optimized
measuring options (see "Additional view types for measurement results” on
page 186). You can extract already added older raw files by simply analyzing
them in AirAnalyzer after version 3.4 with the option "QoS export” activated. You
can process/edit these data by using the offline mode.

You can switch between the offline and online mode by using the | b

buttons on the toolbar.
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The toolbar
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Figure 169TETRA QoS Analyzer Toolbar

The toolbar contains frequently used features.

Table 46 Toolbar icons

|ao|

Icon

Short description

Section in manual

2

Opens a SQLite database.

Saves the measurement results.

Copies the measurement results
to the clipboard.

Prints the measurement results.

Opens the dialog "About".

Switches TetraQoSAnalyzer to
the online mode.

Closes the online mode.

Not used in this software ver-
sion.

Not used in this software ver-
sion.

Going back one unit of time
when using the view with a
timeline. (24 hours, 1 hour etc.)

Going forward one unit of time
when using the view with a
timeline. (24 hours, 1 hour etc.)

“Selecting a database” on
page 184

“Saving" on page 188
“Copying” on page 189

“Printing"” on page 189

Shows information about the
TetraQoSAnalyzer, ODBC driver
and the database used.

“Offline and online mode" on
page 189

"Offline and online mode" on
page 189

“Additional view types for mea-
surement results" on page 186

"Additional view types for mea-
surement results” on page 186
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Menus

File
[Fie
Open SGLite file Chrl+O
Open ODBC
Close
Save As Chrl+5

1 Demo_TestFile_GoS.db
2 DemoCall_QoS.db
3 LAN_RawFile_CQos.db

Exit

Table 47 File menu

Chapter 7 QoS Analyzer
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Menu

Short description

Section in this user's
guide

Open SQlLite file

Open ODBC

Close

Save As

Recent files (....)

Exit

Opens a database with
the SQLite file format.

Opens a database with a
different ODBC driver.

Closes the current docu-
ment.

Saves the measurement
results.

Shows the recently
opened files.

Closes the TETRA QoS
Analyzer.

"Selecting a database” on
page 184

"Selecting a database" on

page 184

“Saving" on page 188

“Selecting a database” on
page 184

Edit

Edik
Unda  Ckrl+
Redo Ckrl+x

Copy Chrl+C

Table 48 Edit menu

Menu Short description Section in user's guide
Undo Executes the last action.
Redo Executes the previous
action.
Copy Copies the measurement “Copying" on page 189

result to the clipboard.
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View

View

v Toolbar
v Sktatus Bar

v Forward/Backward Bar
v ShowMessageiwindow

Table 49 View menu

Menu

Short description

Section in this user's
guide

Toolbar

Status bar

Forward/Back-
ward bar

ShowMes-
sageWindow

Displays or hides the main
toolbar.

Displays or hides the sta-
tus bar.

Displays or hides the for-
ward/backward buttons.

Displays or hides the win-
dow containing error
messages.

“The toolbar" on page 190

“The toolbar" on page 190

"Possible problems with
measurements” on
page 194

Window

Windon

Cascade
Tile
Arrange Icons

Reset to defaulk position
v Auka defaulk on resize

v 1 Demo_TestFile_Cos.db

Table 50 Window menu

Menu

Short description

Cascade
Tile

Arrange lcons

Reset to default position

Auto default on resize

(Name of window)

Re-arranges the windows.

Re-arranges the windows.

Re-arranges the windows.

position.

Re-arranges the windows in a predefined

Arranges the windows in a predefined posi-

tion when the size is changed.

Displays or hides individual windows.
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Help

Help
About TetraQoSanalyzer...
Open config direckory

Cpen documentakion

Table 51 Help menu

Menu Short description

About TetraQoSAnalyzer... Shows information about the TETRA QoS
Analyzer, ODBC driver and the used data-
base.

Open config directory Opens the directory containing the config-

uration files by using Windows explorer.

Open documentation Opens this documentation.
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QoS measurements

This chapter describes the individual measurements, which requirements are
necessary for measurements, how the results are collected and which additional
options are available for each measurement (online view or view with timeline).

Possible problems with  Systematic measurement errors: Some measurements require not only the error
measurements  free receipt of the downlink but also the complete reception of the uplink. If the
reception of the uplink cannot be ensured, these partial measurements cannot
be evaluated and are ignored. We therefore recommend the selection of a loca-
tion resp. to create the required conditions for the measurement to ensure the
reception of the uplink.

Errors within the TETRA QoS Analyzer: If, in spite of careful checks, a problem
occurs with the TETRA QoS Analyzer, the errors are displayed in a window. Exam-
ples for this are errors when reading out the database. The error display can be
toggled by using the menu item "ShowMessageWindow". If an error occurs
please send the database and a description to us.
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Setup times
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Table 52 Setup time measurement

Name Description
Name: @ Setup Times
Description: This measurement deals with the times for call

Uplink reception
required?

Online view?

Timeline view?

View:

setups. It calculates the time it takes from the first
attempt of the mobile device to setup the call to
the successful setup of the call.

Yes

Yes

No, all measurement data recorded during the
time of the measurement are evaluated.

Callsetup statistics:

This displays the times for the call setup for group
calls. Calls, which are forwarded to a waiting
queue, are not taken into consideration.

Queued callsetup statistics:

How long did it take for a call in the queue to be
completed.

Other callsetup types statistics:

This statistics contains all other call types. It
mainly refers to calls with "hook signalling" (ring-
ing). That is, a human intervention (taking the call)
is necessary before the call can be achieved.

In addition, calls which had to send several call
setup requests are evaluated. These occur if the
infrastructure was not able to receive the first
request or ignored it.
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Mobile Base

“
‘//ﬁw

D-info

p-Connect

Figure 170Setup time MSC

The times for call setup are determined from U-Setup to D-Connect. It is
possible, that call modification or call queued are detected and included in the
statistics. The offset between uplink and downlink is also taken into consider-
ation when calculating the time. Calls, for which the U-Setup or D-Connect are
missing, are ignored. Failed calls are evaluated in a different measurement.

196 8140 TETRA AirAnalyzer ~ Software version 3.4.4



Failed call distribution

Chapter 7 QoS Analyzer
QoS measurements

Table 53 Failed call distribution measurement

Name

Description

Name:

Description:

Uplinkreception
required?

Online view?

Timeline view?

View:

# Failed call distribution

This measurement deals with unsuccessful call
setups. The reasons for the unsuccessful call set-
ups are collected in this statistics.

Yes

Yes

No, all measurement data recorded during the
time of the measurement are evaluated.

The reasons for the failed call are displayed in
numbers and percent.

Mobile

*__FJ__FJ__’d__rd__,,3iﬂ9EL_PJ——FJ~——f*——’”“_”’
W’

Base

U-Setup

Figure 171 Setup failed MSC

Reasons for failed cal

Is are determined by using D-Release or U-Disconnect. The

call setup had to start with U-Setup. Possible repetitions of D-Release or U-
Disconnect are filtered out.
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Setup list .
P Table 54 Setup list

Name Description

Name: [ Call =} Setup list

Description: Lists all successful calls and unsuccessful calls.

Uplinkreception  Yes

required?

Online view? Yes

Timeline view? No, all measurement data recorded during the

time of the measurement are evaluated.

View: m——
== mE S Ermmmne e ooy o
CEEE e P e
== s e e e oy e
= e o e P Loy ot
m ®En Mohesk  Segler pson) TCHIS Priority 15...  Nore Conrected
2 e et e e e o et
et = e st
EEEECEE EEE E
EEEECEE EELE =

Lists all specific data for the call setup as well as
the result of the setup.
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Table 55 Priority distribution (successful call setup)

Name Description

Name: = Call [ Priority distribution (successful call
setup)

Description: Displays the distribution of the priorities of the
successful call setups.

Uplinkreception  Yes

required?

Online view? Yes

Timeline view?

View:

Comment:

No, all measurement data recorded during the
time of the measurement are evaluated.

The call priorities are displayed in numbers and
percent.

Determining the call priorities is derived from the
same messages of the setup process.
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Priority distribution
(unsuccessful call setup)

Table 56 Priority distribution (unsuccessful call setup)

Name Description

Name: = Call [ Priority distribution (successful call
setup)

Description: Displays the distribution of the priorities of the
unsuccessful call setups.

Uplinkreception  Yes

required?

Online view? Yes

Timeline view?

View:

Comment:

No, all measurement data recorded during the
time of the measurement are evaluated.

The call priorities are displayed in numbers and
percent.

Determining the call priorities is derived from the
same messages of the setup process.
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G I (L3 PDUs in th . .
eneral ( SN Table 57 General (L3 PDUs in the downlink)
downlink)

Name Description

Name: =7 Call/L3-PDUs/Downlink Statistics
=1 General

Description: Displays the number of P2P and P2MP calls of the
L3 D-Setup. Repetitions are suppressed.

Uplinkreception  No

required?

Online view? No

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

VieW: @ Demo_TestFile_QoS.db: <General> (L3-PDUs/Call-Setup/Downlink-Statis!
TEE _ ;uantit I percent
PZMP Mo hook Simplex 309 44,21
PZ2P  Hook onfoff  Simplex 390 55,79
Displays the call type.

Comment: The basic data in the database are used for a sim-

ple statistical evaluation.
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End2End encryption (L3 PDUs
in the downlink)

Table 58 End2End encryption (L3 PDUs in the downlink)

Name

Description

Name:
Description:
Uplink reception
required?

Online view?

Timeline view?

View:

Comment:

=7 Call/L3-PDUs/Downlink Statistics
=1 End2End Encryption

Displays the number of End2End encrypted and
free L3 D-Setups. Repetitions are ignored.

No

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <End2End Encryption> (L3-PDUs/Call-Setup;

encryptionflag quantity | percent
Clear {Mo EtoE encryption) 701 100,00
TETRA EtoE encryption 1] 0.00

Displays the number of End2End encrypted and
free L3 D-Setups.

The basic data in the database are used for a sim-
ple statistical evaluation.
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Table 59 Priority statistics (L3 PDUs in the downlink)

Name

Description

Name:
Description:
Uplinkreception
required?

Online view?

Timeline view?

View:

Comment:

=7 Call/L3-PDUs/Downlink Statistics

[ Priority statistics

Displays the priorities of the L3 D-Setups. Repeti-

tions are ignored.

No

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <Priority statistic:

{L3-PDUs/Call-Setup/|

priorik quantkity | percent
Priarity 01 51z 73.04
Priority 15 {Pre-emptive emergency priority) 189 26,96
Priority 00 {not defined) 1] 0,00
Priority 02 1] 0.00
Priority 03 1] 0.00
Priority 04 1] 0.00
Priority 05 1] 0.00
Priority 06 1] 0.00
Priority 07 1] 0.00
Priority 05 1] 0.00
Priority 09 1] 0.00
Priority 10 u] 0.00
Priority 11 1] 0.00
Priority 12 {Pre-emptive priority 13 1] 0.00
Priority 13 {Pre-emptive priority 23 1] 0.00
Priority 14 {Pre-emptive priority 3) 1] 0,00

Displays the priorities of the L3 D-Setups.

The basic data in the database are used for a sim-

ple statistical evaluation.
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Circuit mode type statistics (L3 I - . .
PDUs in the downlink) Table 60 Circuit mode type statistics (L3 PDUs in the downlink)

Name Description

Name: =7 Call/L3-PDUs/Downlink Statistics
= Circuit mode type statistics

Description: Displays the circuit mode types of the L3 D-Setups.
Repetitions are ignored.

Uplinkreception  No

required?
Online view? No
Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.
VI ew: @ Demo_TestFile_QoS.db: <Circuit mode type statistic> {L3-PDUs/C
circuitmode quantkity | percent
TCHIS 701 100,00
TCHI7,2 (Unprotected) 0 0,00
TCH{4,8, N=1 il 0,00
TCH{4,8, N=4 il 0,00
TCH{4,8, N=5 il 0,00
TCH{Z,4, N=1 il 0,00
TCH{Z,4, N=4 il 0,00
TCH{Z,4, N=8 il 0,00
Displays the circuit mode types of the L3 D-Setups.
Comment: The basic data in the database are used for a sim-

ple statistical evaluation.
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G | (L3 PDUs in th link . .
eneral s in the uplink) Table 61 General (L3 PDUs in the uplink)
Name Description
Name: == Call/L3-PDUs/Uplink Statistics
=1 General
Description: Displays the number of P2P and P2MP calls of the
L3 U-Setup. Repetitions are ignored.
Uplinkreception  Yes
required?
Online view? No
Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.
VieW: @ Demo_TestFile_QoS.db: <General> (L3-PDUs/Call-Setup/Uplink-SEtatistic
TEE _ ;uantit I percent
PZMP Mo hook Simplex 104 63,87
PZP  Hookonjoff  Simplex 47 31.13
Displays the call type.
Comment: The basic data in the database are used for a sim-

ple statistical evaluation.
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End2End encryption (L3 PDUs
in the uplink)

Table 62 End-to-end encryption (L3 PDUs in the uplink)

Name Description
Name: =7 Call/L3-PDUs/Uplink Statistics
=1 End2End Encryption
Description: Displays the number of End2End encrypted and

Uplink reception
required?

Online view?

Timeline view?

View:

Comment:

free L3 U-Setups. Repetitions are ignored.
Yes

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <End2End Encryption> (L3-PDUs/Call-Set '/

encryptionflag quantity | percent
Clear {Mo EtoE encryption) 151 100,00
TETRA EtoE encryption u] 0.00

Displays the number of End2End encrypted and
free L3 U-Setups.

The basic data in the database are used for a sim-
ple statistical evaluation.
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Table 63 Priority statistics (L3 PDUs in the uplink)

Name Description

Name: == Call/L3-PDUs/Uplink Statistics
[ Priority statistics

Description: Displays the priorities of the L3 U-Setups. Repeti-
tions are ignored.

Uplinkreception  Yes

required?

Online view? No

Timeline view?

View:

Comment:

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <Priority statistic:

{L3-PDUs/Call-Setup/!

priorik quantkity | percent
Priority 00 {not defined) 57 37.75
Priority 15 {Pre-emptive emergency priority) 94 62,25
Priority 01 1] 0.00
Priority 02 1] 0.00
Priority 03 1] 0.00
Priority 04 1] 0.00
Priority 05 1] 0.00
Priority 06 1] 0.00
Priority 07 1] 0.00
Priority 05 1] 0.00
Priority 09 1] 0.00
Priority 10 u] 0.00
Priority 11 1] 0.00
Priority 12 {Pre-emptive priority 13 1] 0.00
Priority 13 {Pre-emptive priority 23 1] 0.00
Priority 14 {Pre-emptive priority 3) 1] 0,00

Displays the priorities of the L3 U-Setups.

The basic data in the database are used for a sim-

ple statistical evaluation.
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Circuit mode type statistics (L3 o - . .
PDUS in the uplink) Table 64 Circuit mode type statistics (L3 PDUs in the uplink)

Name Description

Name: =7 Call/L3-PDUs/Uplink Statistics
= Circuit mode type statistics

Description: Displays the circuit mode types of the L3 U-Set-
ups. Repetitions are ignored.

Uplinkreception  Yes

required?
Online view? No
Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.
V| ew: @ Demo_TestFile_QoS.db: <Circuit mode type statistic> ({L3-PDUs/|
circuitmode quantkity | percent
TCHIS 151 100,00
TCHI7,2 (Unprotected) 0 0,00
TCH{4,8, N=1 il 0,00
TCH{4,8, N=4 il 0,00
TCH{4,8, N=5 il 0,00
TCH{Z,4, N=1 il 0,00
TCH{Z,4, N=4 il 0,00
TCH{Z,4, N=8 il 0,00
Displays the circuit mode types of the L3 U-Set-
ups.
Comment: The basic data in the database are used for a sim-

ple statistical evaluation.
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Table 65 List all setups (L3 PDUs setup lists)
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Name

Description

Name:

Description:

Uplinkreception
required?

Online view?

Timeline view?

== Call/L3-PDUs/Setup lists
A List all setups

Displays all U/D-Setups. Repetitions are ignored.

Yes

No

No, all measurement data recorded during the
time of the measurement are evaluated.

VICW - @ Demo_TestFile_QoS.db: <List all Setups> (L3-PDUs/Call-Setup/Setup lists)
Frame Date Link Carrier | Src-551 | Dest-S51 | communicationtype | hoot
19715:16:15:1 17:06:21 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:17:02:1 17:06:21 Downlink 3654 86 606 Point-to-multipoint Mo b
19715:18:14:1  17:06:23 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:18:17:1  17:06:23 Downlink 3654 86 606 Point-to-multipoint Mo b
19715:20:113:1  17:06:25 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:20:16:1  17:06:25 Downlink 3654 86 606 Point-to-multipoint Mo b
19716:05:14:1  17:07:11 Downlink 3654 83 81 Paint-to-poink Hool
19716:55:13:1 17:08:02 Downlink 3654 82 220 Point-to-multipoint Mo b
19716:57:11:1 17:08:04 Downlink 3654 82 220 Point-to-multipoint Mo b
19716:59:10:1  17:08:06 Downlink 3654 82 220 Point-to-multipoint Mo b
19717:53:02:1 17:09:01 Downlink 3654 501 81 Paint-to-poink Hool
19717:53:06:1 17:09:01 Downlink 3654 501 3z Paint-to-poink Hool
19717:53:07:1 17:09:01 Downlnk 3654 501 a3 Paint-to-poink Hool
19717:53:07:1 17:09:01 Downlink 3654 501 a4 Paint-to-poink Hool
19717:53:08:1 17:09:01 Downlnk 3654 501 a6 Paint-to-poink Hool
19717:53:08:1 17:09:01 Downlnk 3654 501 a7 Paint-to-poink Hool
19717:53:09:1 17:09:01 Downlink 3654 501 3z Paint-to-poink Hool
19717:55:04:1 17:09:03 Downlink 3654 501 3z Paint-to-poink Hool
Displays all U/D-Setups including all data. Repeti-
tions (e.g. downlink P2MP setup) are filtered out.

Comment: The basic data in the database are used for a sim-
ple statistical evaluation.
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List all uplink setups (L3 PDUs

210

setup lists)

Table 66 List all uplink setups (L3 PDUs setup lists)

Name

Description

Name:

Description:

Uplinkreception
required?

Online view?

Timeline view?

View:

Comment:

== Call/L3-PDUs/Setup lists
A List all uplink setups

Displays all U-Setups. Repetitions are ignored.

Yes

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List all uplink Setups>> (L3-PDUs/Call-Setup/Setup lis

Frame Date Link | Carrier | Src-551 | Dest-S51 | communicationtype | hook
19715:16:12:1  17:06:21 Uplink 3854 81 605 Point-to-multipoint Mo hoo
19715:16:15:1 17:06:21 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19716:05:11:1 17:07:11 Uplink 3654 83 81 Paint-to-poink Hook o
19716:55:09:1 17:08:02 Uplink 3654 &2 220 Point-to-multipoint Mo hoo
19719:25:10:1  17:10:35  Uplink 3654 86 606 Point-to-multipoint Mo hoo
19719:27:01:1  17:10:36  Uplink 3854 81 605 Point-to-multipoint Mo hoo
19720:16:15:1  17:11:27 Uplink 3654 83 81 Paint-to-poink Hook o
19721:12:08:1 17:12:24  Uplink 3654 &2 220 Point-to-multipoint Mo hoo
19724:23:01:1 17:15:38 Uplink 3854 81 605 Point-to-multipoint Mo hoo
19724:23:04:1 17:15:39 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19725:12:16:1  17:16:29 Uplink 3654 83 81 Paint-to-poink Hook ol
19726:02:12:1 17:17:20 Uplink 3654 &2 220 Point-to-multipoint Mo hoo
19728:35:12:1  17:19:56  Uplink 3854 81 605 Paint-to-multipoint Mo hoo
19728:35:17:1 17:19:56 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19729:27:08:1 17:20:49 Uplink 3654 83 81 Paint-to-poink Hook ol
19743:57:18:1 17:35:37 Uplink 3854 81 605 Paint-to-multipoint Mo hoo
19743:58:06:1 17:35:37 Uplink 3654 86 606 Point-to-multipoint Mo hoo
J
Displays all U-Setups including all data. Repeti-

tions (e.g. Random-Access) are filtered out.

The basic data in the database are used for a sim-
ple statistical evaluation.
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Table 67 List all downlink setups (L3 PDUs setup lists)

Name

Description

Name:

Description:

Uplinkreception
required?

Online view?

Timeline view?

View:

Comment:

== Call/L3-PDUs/Setup lists
A List all downlink setups

Displays all D-Setups. Repetitions are ignored.

No

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List all uplink Setups>> (L3-PDUs/Call-Setup/Setup lis

Frame Date Link | Carrier | Src-551 | Dest-S51 | communicationtype | hook
19715:16:12:1  17:06:21 Uplink 3854 81 605 Point-to-multipoint Mo hoo
19715:16:15:1 17:06:21 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19716:05:11:1 17:07:11 Uplink 3654 83 81 Paint-to-poink Hook o
19716:55:09:1 17:08:02 Uplink 3654 &2 220 Point-to-multipoint Mo hoo
19719:25:10:1  17:10:35  Uplink 3654 86 606 Point-to-multipoint Mo hoo
19719:27:01:1  17:10:36  Uplink 3854 81 605 Point-to-multipoint Mo hoo
19720:16:15:1  17:11:27 Uplink 3654 83 81 Paint-to-poink Hook o
19721:12:08:1 17:12:24  Uplink 3654 &2 220 Point-to-multipoint Mo hoo
19724:23:01:1 17:15:38 Uplink 3854 81 605 Point-to-multipoint Mo hoo
19724:23:04:1 17:15:39 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19725:12:16:1  17:16:29 Uplink 3654 83 81 Paint-to-poink Hook ol
19726:02:12:1 17:17:20 Uplink 3654 &2 220 Point-to-multipoint Mo hoo
19728:35:12:1  17:19:56  Uplink 3854 81 605 Paint-to-multipoint Mo hoo
19728:35:17:1 17:19:56 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19729:27:08:1 17:20:49 Uplink 3654 83 81 Paint-to-poink Hook ol
19743:57:18:1 17:35:37 Uplink 3854 81 605 Paint-to-multipoint Mo hoo
19743:58:06:1 17:35:37 Uplink 3654 86 606 Point-to-multipoint Mo hoo
J
Displays all D-Setups including all data. Repeti-

tions (e.g. downlink P2MP setup) are filtered out.

The basic data in the database are used for a sim-
ple statistical evaluation.
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Table 68 List all downlink setups (L3 PDUs setup lists)

Name Description

Name: == Call/L3-PDUs/Setup lists
A List all called SSI

Description: List all called SSI

Uplinkreception  No

required?

Online view? No

Timeline view?

View:

Comment:

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List all called SSI> {13~ i |u|

Link. I Dest-551

Downlink 605
Downlink 606
Dowrlink &1
Downlink 220
Dowrlink 82
Dowrlink 83
Dowrlink 54
Dowrlink 86
Dowrlink 87
Downlink 225
Downlink 230

Lists all mobile SSls called by using D-Setup.

The basic data in the database are used for a sim-
ple statistical evaluation.
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List all calling SSI (L3 PDUS " 1able 69 List all calling setups (L3 PDUs setup lists)
setup lists)

Name Description

Name: == Call/L3-PDUs/Setup lists
=] Listall calling SSI

Description: Lists all mobile SSIs which used a U-Setup for
sending.

Uplinkreception  Yes

required?

Online view? No

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

VieW: @ Demo_TestFile_Qo5.db: <List all calling SS1= =19
Link. ISrc-SSI
Uplink &1
Uplink, 86
Uplink, 83
Uplink, 82
Uplink, 84
Uplink, 87
Lists all mobile SSIs which used a U-Setup for call-
ing.

Comment: The basic data in the database are used for a sim-

ple statistical evaluation.
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Table 70 List all setups (L3 PDUs P2P setup lists)

Name

Description

Name:
Description:
Uplink reception
required?

Online view?

Timeline view?

View:

Comment:

== Call/L3-PDUs/P2P Setup lists
¢l List all setups

Displays all U/D-P2P setups. Repetitions are
ignored.

Yes

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List all Setups>> (L3-PDUs/Call-Setup/P2P Setup lists

Frame Date Link Carrier | Src-551 | Dest-S51 | communicationtype | hoot
19716:05:14:1  17:07:11 Downlink 3654 83 81 Paint-to-poink Hool
19717:53:02:1 17:09:01 Downlink 3654 501 81 Paint-to-poink Hool
19717:53:06:1 17:09:01 Downlink 3654 501 a2 Paoint-to-poink Hool
19717:53:07:1 17:09:01 Downlink 3654 501 a3 Paint-to-poink Hool
19717:53:07:1 17:09:01 Downlink 3654 501 a4 Paint-to-poink Hool
19717:53:08:1 17:09:01 Downlink 3654 501 36 Paint-to-poink Hool
19717:53:08:1 17:09:01 Downlink 3654 501 a7 Paint-to-poink Hool
19717:53:00:1 17:09:01 Downlink 3654 501 3z Paint-to-poink Hool
19717:55:04:1 17:09:03 Downlink 3654 501 3z Paint-to-poink Hool
19720:17:01:1  17:11:27 Downlink 3654 83 81 Paint-to-poink Hool
19722:10:01:1  17:13:23 Downlink 3654 501 81 Paint-to-poink Hool
19722:10:06:1  17:13:23 Downlink 3654 501 3z Paint-to-poink Hool
19722:10:06:1  17:13:23 Downlink 3654 501 a3 Paint-to-poink Hool
19722:10:07:1  17:13:23 Downlink 3654 501 a4 Paint-to-poink Hool
19722:10:07:1  17:13:23 Downlink 3654 501 36 Paint-to-poink Hool
19722:10:08:1  17:13:23 Downlink 3654 501 a7 Paint-to-poink Hool
19722:10:08:1  17:13:23 Downlink 3654 501 3z Paint-to-poink Hool
19722:10:09:1  17:13:23 Downlink 3654 501 a3 Paint-to-poink Hool

Displays all U/D-P2P setups including all data.
Repetitions (e.g. Random-Access) are filtered out.

The basic data in the database are used for a sim-
ple statistical evaluation.
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Name

Description

Name:

Description:

Uplinkreception
required?

Online view?

Timeline view?

View:

Comment:

== Call/L3-PDUs/P2P Setup lists
¢l List all uplink setups

Displays all U-P2P Setups. Repetitions are ignored.

Yes

No

No, all measurement data recorded during the

time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List uplink Setups> (L3-PDUs/Call-Setup/P2P Setup |

Frame Date Link | Carrier | Src-551 | Dest-S51 | communicationtype | hook

19716:05:11:1 17:07:11  Uplink 3654 &3 81 Paint-to-poink Hook o
19720:16:15:1  17:11:27 Uplink 3654 83 81 Paint-to-poink Hook ol
19725:12:16:1  17:16:29 Uplink 3654 &3 81 Paint-to-poink Hook ol
19729:27:08:1 17:20:49 Uplink 3654 83 81 Paint-to-poink Hook ol
19744:47:01:1 17:36:27 Uplink 3654 83 81 Paint-to-poink Hook ol
19748:47:09:1 17:40:32 Uplink 3654 &3 81 Paint-to-poink Hook ol
19753:48:16:1 17:45:40 Uplink 3654 83 a1 Paint-to-poink Hook ol
19758:57:11:1 17:50:55 Uplink 3654 83 81 Paint-to-poink Hook ol
19764:12:18:1 17:56:16 Uplink 3654 83 81 Paint-to-poink Hook ol
19769:18:17:1 18:01:26 Uplink 3654 83 a1 Paint-to-poink Hook ol
19774:20:18:1  18:06:36 Uplink 3654 83 81 Paint-to-poink Hook ol
19779:21:18:1 1&8:11:44 Uplink 3654 &3 81 Paint-to-poink Hook ol
19784:43:18:1  18:17:12 Uplink 3654 &3 81 Paint-to-poink Hook ol
19794:31:06:1 18:27:11 Uplink 3654 83 81 Paint-to-poink Hook ol
19800:17:18:1 18:33:05 Uplink 3654 &3 81 Paint-to-poink Hook ol
19805:50:15:1 18:38:44 Uplink 3654 &3 81 Paint-to-poink Hook ol
19815:53:16:1 18:48:59 Uplnk 3654 &3 81 Paint-to-poink Hook ol
198321:30:113:1  18:54:43 Uplink 3654 &3 81 Paint-to-poink Hook ol

Displays all U-P2P setups including all data. Repe-
titions are filtered out.

The basic data in the database are used for a sim-

ple statistical evaluation.
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Table 72 List all downlink setups (L3 PDUs P2P setup lists)

Name

Description

Name:

Description:

Uplink reception
required?

Online view?

Timeline view?

View:

Comment:

== Call/L3-PDUs/P2P Setup lists
¢l List all downlink setups

Displays all D-P2P Setups. Repetitions are ignored.
No

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List downlink Setups>> (L3-PDUs/Call-Setup/P2P Set

Frame Date Link | Carrier | Src-551 | Dest-S51 | communicationtype | hook

19716:05:14:1  17:07:11  Uplink 3654 &3 81 Paint-to-poink Hook o
19717:53:02;:1 17:09:01 Uplink 3654 501 81 Paint-to-poink Hook ol
19717:53:06:1 17:09:01 Uplink 3654 501 8z Paint-to-poink Hook ol
19717:53:07:1 17:09:01 Uplink 3654 501 a3 Paint-to-poink Hook ol
19717:53:07:1 17:09:01 Uplink 3654 501 a4 Paint-to-poink Hook ol
19717:53:08:1 17:09:01 Uplink 3654 501 36 Paint-to-poink Hook ol
19717:53:08:1 17:09:01 Uplink 3654 501 a7 Paint-to-poink Hook ol
19717:53:09:1 17:09:01 Uplink 3654 501 3z Paint-to-poink Hook ol
19717:55:04:1 17:09:03 Uplink 3654 501 3z Paint-to-poink Hook ol
19720:17:01:1  17:11:27 Uplink 3654 83 a1 Paint-to-poink Hook ol
19722:10:01:1  17:13:23  Uplink 3654 501 81 Paint-to-poink Hook ol
19722:10:06:1  17:13:23  Uplink 3654 501 3z Paint-to-poink Hook ol
19722:10:06:1  17:13:23  Uplink 3654 501 a3 Paint-to-poink Hook ol
19722:10:07:1 17:13:23 Uplink 3654 501 a4 Paint-to-poink Hook ol
19722:10:07:1  17:13:23  Uplink 3654 501 36 Paint-to-poink Hook ol
19722:10:08:1  17:13:23  Uplink 3654 501 a7 Paint-to-poink Hook ol
19722:10:08:1  17:13:23 Uplink 3654 501 3z Paint-to-poink Hook ol
19722:10:09:1  17:13:23  Uplink 3654 501 a3 Paint-to-poink Hook ol

Displays all D-P2P setups including all data. Repe-
titions are filtered out.

The basic data in the database are used for a sim-
ple statistical evaluation.
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Table 73 List all called SSI (L3-PDUs P2P Setup lists)

Name

Description

Name:

Description:

Uplinkreception
required?

Online view?

Timeline view?

View:

Comment:

== Call/L3-PDUs/P2P Setup lists
=] List all called SSI

Lists all mobile SSls called by using P2P D-Setup.
No

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List called SSI> (L3 = |EI|1|
Dest-55I | Link
81 Dowrilink
g2 Dowrilink
33 Dowrilink.
34 Dowrilink.
86 Dowrilink
a7 Dowrilink
< | |

Lists all mobile SSls called by using P2P D-Setup.

The basic data in the database are used for a sim-
ple statistical evaluation.
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List all calling SSI (L3-PDUS 11 74 List all callingSS (L3-PDUs P2P setup lists)

P2P setup lists)

Name Description

Name: == Call/L3-PDUs/P2P Setup lists
=] List all calling SSI

Description: Lists all mobile SSIs which used a P2MP U-Setup
for calling.

Uplinkreception  Yes

required?

Online view? No

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

View: @ Demo_TestFile_Qos.db: <List calling SSI> (L3'PD I ]
[Sre-s51 | Link |
a3 Uplink
Lists all mobile SSIs which used a P2MP U-Setup
for calling.

Comment: The basic data in the database are used for a sim-

ple statistical evaluation.

218 8140 TETRA AirAnalyzer ~ Software version 3.4.4



List all setups (L3 PDUs P2MP

setup lists)

Table 75 List all setups (L3 PDUs P2MP setup lists)

Chapter 7 QoS Analyzer

QoS measurements

Name

Description

Name:
Description:
Uplinkreception
required?

Online view?

Timeline view?

View:

Comment:

= Call/L3-PDUs/P2MP Setup lists

¢l List all setups

Displays all U/D-P2MP setups. Repetitions are

ignored.

Yes

No

No, all measurement data recorded during the

time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List all Setups> (L3-PDUs/Call-Setup/P2MP Setup list

Frame Date Link Carrier | Src-551 | Dest-S51 | communicationtype | hoot
19715:16:15:1 17:06:21 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:17:02:1 17:06:21 Downlink 3654 86 606 Point-to-multipoint Mo b
19715:18:14:1  17:06:23 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:18:17:1 17:06:23 Downlink 3654 86 606 Point-to-multipoint Mo b
19715:20:113:1  17:06:25 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:20:16:1  17:06:25 Downlink 3654 86 606 Point-to-multipoint Mo b
19716:55:13:1 17:08:02 Downlink 3654 82 220 Point-to-multipoint Mo b
19716:57:11:1 17:08:04 Downlink 3654 82 220 Point-to-multipoint Mo b
19716:59:10:1  17:08:06 Downlink 3654 82 220 Point-to-multipoint Mo b
19719:25:14:1  17:10:35 Downlink 3654 86 606 Point-to-multipoint Mo b
19719:27:04:1  17:10:37 Downlink 3654 81 605 Point-to-multipoint Mo b
19719:27:12:1  17:10:37 Downlink 3654 86 606 Point-to-multipoint Mo b
19719:29:02:1 17:10:39 Downlink 3654 81 605 Point-to-multipoint Mo b
19719:29:11:1  17:10:39 Downlink 3654 86 606 Point-to-multipoint Mo b
19719:31:02:1 17:10:41  Downlink 3654 81 605 Point-to-multipoint Mo b

Displays all U/D-P2MP setups including all data.
Repetitions are filtered out.

The basic data in the database are used for a sim-

ple statistical evaluation.
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P2MP setup lists)

Table 76 List all uplink setups (L3 PDUs P2MP setup lists)

Name Description
Name: == Call/L3-PDUs/P2MP Setup lists
¢l List all uplink setups
Description: Displays all U-P2MP setups. Repetitions are

Uplink reception
required?

Online view?

Timeline view?

View:

Comment:

ignored.

Yes

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List uplink Setups> (L3-PDUs/Call-Setup/P2MP Setup

Frame Date Link | Carrier | Src-551 | Dest-S51 | communicationtype | hook

19715:16:12:1  17:06:21 Uplink 3854 81 605 Point-to-multipoint KMo hoo
19715:16:15:1 17:06:21 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19716:55:09:1 17:08:02 Uplink 3654 82 220 Point-to-multipoint Mo hoo
19719:25:10:1  17:10:35  Uplink 3654 86 606 Point-to-multipoint Mo hoo
19719:27:01:1  17:10:36 Uplink 3854 81 605 Point-to-multipoint Mo hoo
19721:12:08:1 17:12:24  Uplink 3654 82 220 Point-to-multipoint Mo hoo
19724:23:01:1 17:15:38 Uplink 3854 81 605 Point-to-multipoint Mo hoo
19724:23:04:1 17:15:39 Uplink 3654 86 606 Paint-to-multipoint Mo hoo
19726:02:12:1 17:17:20 Uplink 3654 82 220 Point-to-multipoint Mo hoo
19728:35:12:1  17:19:56 Uplink 3854 81 605 Point-to-multipoint Mo hoo
19728:35:17:1 17:19:56 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19743:57:18:1 17:35:37 Uplink 3854 81 605 Point-to-multipoint Mo hoo
19743:568:06:1 17:35:37 Uplink 3654 86 606 Point-to-multipoint Mo hoo
19745:37:08:1 17:37:18 Uplink 3654 &2 220 Point-to-multipoint Mo hoo
19747:57:10:1  17:39:41  Uplink 3854 81 605 Point-to-multipoint Mo hoo

Displays all U-P2MP setups including all data.
Repetitions (e.g. random access) are filtered out.

The basic data in the database are used for a sim-
ple statistical evaluation.
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Table 77 List all downlink setups (L3 PDUs P2MP setup lists)

Name

Description

Name:
Description:
Uplinkreception
required?

Online view?

Timeline view?

View:

Comment:

= Call/L3-PDUs/P2MP Setup lists

¢l List all downlink setups

Displays all D-P2MP setups. Repetitions are

ignored.

No

No

No, all measurement data recorded during the

time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List downlink Setups>> (L3-PDUs/Call-Setup/P2MP Se

Frame Date Link Carrier | Src-551 | Dest-S51 | communicationtype | hoot
19715:16:15:1 17:06:21 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:17:02:1 17:06:21 Downlink 3654 86 606 Point-to-multipoint Mo b
19715:18:14:1  17:06:23 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:18:17:1 17:06:23 Downlink 3654 86 606 Point-to-multipoint Mo b
19715:20:113:1  17:06:25 Downlink 3654 81 605 Point-to-multipoint Mo b
19715:20:16:1  17:06:25 Downlink 3654 86 606 Point-to-multipoint Mo b
19716:55:13:1 17:08:02 Downlink 3654 82 220 Point-to-multipoint Mo b
19716:57:11:1 17:08:04 Downlink 3654 82 220 Point-to-multipoint Mo b
19716:59:10:1  17:08:06 Downlink 3654 82 220 Point-to-multipoint Mo b
19719:25:14:1  17:10:35 Downlink 3654 86 606 Point-to-multipoint Mo b
19719:27:04:1  17:10:37 Downlink 3654 81 605 Point-to-multipoint Mo b
19719:27:12:1  17:10:37 Downlink 3654 86 606 Point-to-multipoint Mo b
19719:29:02:1 17:10:39 Downlink 3654 81 605 Point-to-multipoint Mo b
19719:29:11:1  17:10:39 Downlink 3654 86 606 Point-to-multipoint Mo b
19719:31:02:1 17:10:41  Downlink 3654 81 605 Point-to-multipoint Mo b

Displays all D-P2MP setups including all data.
Repetitions are filtered out.

The basic data in the database are used for a sim-

ple statistical evaluation.
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Table 78 List all called SSI (L3 PDUs P2MP setup lists)

Name Description
Name: == Call/L3-PDUs/P2MP Setup lists
=] List all called SSI
Description: Lists all mobile SSls called by using P2MP D-Setup.
Uplinkreception  No
required?
Online view? No

Timeline view?

View:

Comment:

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List called SSI> (L3-PDUs/Call-5&

Link. I Dest-551
Downlink 605
Downlink 606
Downlink 220
Daownlink 225
Daownlink 230

Lists all mobile SSls called by using P2MP D-Setup.

The basic data in the database are used for a sim-
ple statistical evaluation.
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Table 79 List all calling SSI (L3 PDUs P2MP setup lists)

Name Description
Name: = Call/L3-PDUs/P2MP Setup lists
=] List all calling SSI
Description: Lists all mobile SSIs which used a P2MP U-Setup

Uplinkreception
required?

Online view?

Timeline view?

View:

Comment:

for calling.

Yes

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List calling SSI> (L3-PDUs/Call-

Link. ISrc-SSI
Uplink &1
Uplink, 86
Uplink, 82
Uplink, 84
Uplink. &7

Lists all mobile SSIs which used a P2MP U-Setup
for calling.

The basic data in the database are used for a sim-
ple statistical evaluation.
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List all (L3 PDUs release lists) 1.\ a6 |ist all (L3 PDUs release lists)

Name Description
Name: == Call/Call-Release/Release lists
gg Listall
Description: Lists all D-Release including "disconnect cause".

Repetitions are ignored.

Uplinkreception  No

required?

Online view? No

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

VI ew: @ Demo_TestFile_QoS.db: <List all> {L3-PDUs/Call-Release/Release |i
Frame Date Dest-351 | callid | disconneckcause
19864:22:158:4 19:38:27 81 3772 User requested disconnect
19865:27:15:4  19:39:33 82 3773 User requested disconnect
19865:27:13:14  139:33 220 3773 User requested disconnect
19866:52:15:4 19:41:00 51 3774 User requested disconnect
19866:52:16:2 19:41:00 82 3775 User requested disconnect
19866:52:17:3 19:41:00 83 3776 User requested disconnect
19867:26:09:1 19:41:34 86 u] Unknown TETRA identity
19870:34:17:4 1944146 83 3780 User requested disconnect
19870:34:17:4  1%:44:45 51 3780  User requested disconnect
19871:40:05:4 19:45:53 82 3781  User requested disconnect
19871:40:05:4 19:45:53 220 3781  User requested disconnect
19873:07:01:4 1%:47:21 81 3782  User requested disconnect
19873:07:04:2 19:47:22 84 3785 User requested disconnect
19873:07:04:3 19:47:22 86 3786  User requested disconnect
4]
Lists all D-Release with Disconnect reason.

Comment: The basic data in the database are used for a sim-

ple statistical evaluation.
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Uplink reception
required?

Online view?

Timeline view?

View:

Comment:

Table 81 List all calls (L3 PDUs release lists)
Name Description
Name: _‘ Call/Call-Release/Release lists
% List all calls
Description: Lists all D-Release with "Disconnect cause" which

do not contain a "dummy call identifier". Repeti-
tions are ignored.

No

No

No, all measurement data recorded during the
time of the measurement are evaluated.

@ Demo_TestFile_QoS.db: <List all Calls> (L3-PDUs/Call-Release/Relea

Frame Date Dest-551 | callid | disconneckcause
19728:02:01:4 17:19:22 81 3582 User requested disconnect
19728:02:02:3 17:119:22 82 3583 User requested disconnect
19728:02:04:2 17:19:22 86 3586 User requested disconnect
19728:57:17:4 17:20:19 81 3588 User requested disconnect
19728:57:17:4 17:20:19 605 3588 User requested disconnect
19728:58:05:3 17:20:19 86 3589 User requested disconnect
19728:58:03:3 17:20:19 606 3589  User requested disconnect
19729:56:17:1 17:21:19 &1 3590 Expiry of timer
19729:56:17:1  17:21:19 83 3590 Expiry of timer
19743:23:15:4 17:35:02 81 3591  User requested disconnect
19743:23:15:2 17:35:02 83 3593 User requested disconnect
19743:23:16:3 17:35:02 84 3594 User requested disconnect
19744:19:06:4 17:35:59 81 3597 User requested disconnect
19744:19:06:4 17:35:59 605 3597 User requested disconnect
19744:19:10:3 17:35:59 86 3598  User requested disconnect

Lists all D-Release with "Disconnect cause" which
do not contain a "dummy call identifier".

The basic data in the database are used for a sim-
ple statistical evaluation.
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Disconnect cause statistics (L3

PDUs release lists) Table 82 Disconnect cause statistics (L3 PDUs release lists)

Name Description

Name: == Call/Call-Release/Release lists
1= Disconnect cause statistics

Description: Creates statistics of all disconnections with a D-
Release. Repetitions are ignored.

Uplinkreception  No

required?

Online view? No

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

VI Ew: @ Demo_TestFile_QoS.db: <Disconnect cause statistic> (L3-PDUs/Call
disconnectcause quantkity | percent
User requested disconnect 420 94,17
Expiry of timer 23 5.16
Unknown TETRA identity il 0.2z
SwMI requested disconnection 2 0.45
Cause not defined or unknown ] 0.00
Called party busy 1] 0,00
Called party not reachable 1] 0,00
Called party does not support encryption o 0.00
Congestion in infrastructure 1] 0.00
Mok allowed traffic case 1] 0.00
Incompatible traffic case 1] 0.00
Requested service not available 1] 0,00
Pre-emptive use of resource 1] 0.00
Invalid call identifier 1] 0.00
Call rejected by the called party 1] 0.00
Creates statistics of all disconnections with a D-
Release.

Comment: The basic data in the database are used for a sim-

ple statistical evaluation.
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SDS delivery time (fragmented/ Table 83 SDS delivery time (fragmented/unfragmented)
unfragmented)
Name Description
Name: {— SDS delivery time (fragmented/unfragmented)
Description: Creates statistics containing the delivery time of
all SDS sent by mobile devices and delivered by the
SwMi.
Uplinkreception  Yes
required?
Online view? Yes
Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.
View:

Creates statistics containing the time of all deliv-
ered SDS.
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SDS delivery time (SDS-TL) 15p1e g4 SDS delivery time (SDS-TL)

Name Description

Name: =0 SDS
f— SDS delivery time (SDS-TL)

Description: Creates statistics containing the delivery time of
all SDS-TL sent by mobile devices and delivered by
the SwMi.

Uplinkreception  Yes

required?

Online view? Yes

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

View:

Creates statistics containing the time of all deliv-
ered SDS-TL.
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SDS delivery time (User De;;ntzc; Table 85 SDS delivery time (User Defined Data)

Name Description

Name: =0 SDS
f— SDS delivery time (User Defined Data)

Description: Creates statistics containing the delivery time of
all SDS-User Defined Data sent by mobile devices

and delivered by the SwMi.

Uplinkreception  Yes

required?

Online view? Yes

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

View:

SDS deliver time (User Defined Data 4)
#mm
336{ms]

L — 140[ms]

Creates statistics containing the time of all deliv-
ered SDS-User Defined Data.
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SDS delivery time (Status SDS) Table 86 SDS delivery time (Status SDS)

Name Description

Name: =0 SDS
= SDS delivery time (Status SDS)

Description: Creates statistics containing the delivery time of
all Status SDS sent by mobile devices and deliv-
ered by the SwMi.

Uplinkreception  Yes

required?

Online view? Yes

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

View:

Creates statistics containing the time of all deliv-
ered Status SDS.
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SDS delivery  raple 87 SDS delivery
Name Description
Name: =0 SDS
=7 SDS delivery
Description: Displays a list of all SDS sent from mobile devices.
Uplinkreception  Yes
required?
Online view? No
Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.
View:

Displays a list of all SDS sent from mobile devices.
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SDS list (all)

Table 88 SDS list (all)

Name Description
Name: = SDS/L3-PDUs

=7 SDS list (all)
Description: Displays a list of SDS PDUs.
Uplinkreception  Yes
required?
Online view? No

Timeline view?

View:

No, all measurement data recorded during the
time of the measurement are evaluated.

32???5
BEEIE

§
£
EEEEEFHEEE
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8838888888
T

§
&

Displays a list of SDS PDUs sent in the uplink and
downlink.
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SDS list (uplink) 101 89 SDS list (uplink)

Name Description

Name: = SDS/L3-PDUs
=7 SDS list (uplink)
Displays a list of SDS PDUs sent within the uplink.

Description:
Uplinkreception  Yes
required?
Online view? No
Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.
View: 8 e s 0 Lot o0 S SR : TE]

i
H; i
EEEEEFHEEE

Displays a list of SDS PDUs sent in the uplink.
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SDS list (downlink) 1 90 SDS list (downlink)

Name Description

Name: = SDS/L3-PDUs
=7 SDS list (downlink)

Description: Displays a list of SDS PDUs sent within the down-
link.

Uplinkreception  Yes

required?

Online view? No

Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated.

View:

Displays a list of SDS PDUs sent within the down-
link.
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CCCH
CCCHload  7ap1e 91 CCCH load
Name Description
Name: |= CCCH load
Description: Displays the load of the control channels (MCCH,
SCCH1-3).
Uplinkreception  No
required?
Online view? Yes, especially optimized for the online view.

Timeline view?

View:

Comment:

No, all measurement data recorded during the
time of the measurement are evaluated.

-
dowmlinki4h ) |1.0% Soricl thanral
uplinki4h o) |0.7% 1x
downlink(32s o)|0.4% 20biis/s
uplnk(325 o) 0% o
[dowmlinkinow) 0% Oblts/s
uplinkinow) 0% (.3
SCCH 2 Load SCCH 3 Load

‘{<m<m

Displays the load of the control channels (MCCH,
SCCH1-3).

The view for the online mode shows the mean
value of the last 4 hours (4h), the mean value for
the last 32 seconds (32s) and the current value
(now).

The view for the offline mode shows only the
mean values of the entire measurement period.
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MCCH peak load (24h) 1110 92 MCCH peak load (24h)

Name Description
Name: = Channel Load
[ MCCH peak load (24h)
Description: Displays the load of the MCCH over a certain time

period (24h).

Uplinkreception  No
required?

Online view? Yes
Timeline view? Yes, the display always shows 24 hours.

View:

o
Liplionnpnpnn
o gy 5§ 7§ 8 10 93 13 17 14 15 16 47 18 19 g8 g1 33 g3 bour

24 hour MCCH load uplink (2004-08-29)

8 1T,

i 7 3 4 5 § 7 § B 10 91 17 13 14 5 16 7 18 19 0 31 37 g3 hour

Displays the load of the MCCH over a certain time
period (24h). Within the time frames of 30 min-
utes the maximum value (red) and the mean value
(green) are displayed.

Comment: The displayed period of time can be selected in
offline mode using theJ a9g | buttons. When
using the online mode only the current day is dis-

played.
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Table 93 SCCH1-3 peak load (24h)

Name

Description

Name:

Description:

Uplinkreception
required?

Online view?
Timeline view?

View:

Comment:

= Channel Load
11 SCCH1-3 peak load (24h)

Displays the load of SCCH1-3 over a certain time
period (24h).

No

Yes

Yes, the display always shows 24 hours.

) D _testbie_Goslbe <SCCHI peak load (24h)(CCCH) 1 =10 =]

24 hour SCCHA load downlink

O 1 & ¥ 4 & & 7 R & 1091 17 13 44 15 16 47 98 19 20 H 2 B
o SCCHI

e 24 hour SCCH1 load uplink

[

B 1 2 3 4 5 & T 4 6 10 41 12 13 14 15 186 47 48 19 20 h 27 1

o SEEHT

Displays the load of SCCH1-3 over a certain time
period (24h). Within the time frames of 30 min-
utes the maximum value (red) and the mean value
(green) are displayed.

The displayed period of time can be selected in
offline mode using theJ a9g | buttons. When
using the online mode only the current day is dis-

played.
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PDCH

PDCH load

Table 94 PDCH load

Name Description

Name: |= PDCH load

Description: D)isplays the load of the PDCH channels (PDCH1-
4).

Uplinkreception  No

required?

Online view? Yes, especially optimized for the online view

Timeline view?

View:

Comment:

No, all measurement data recorded during the
time of the measurement are evaluated.

= AL Becoemrcel_culang QoS.db: <PDCH load > (POCH)
2 H 3 H channe| Dad
dowminkiah o) [0.3% 11bits/s

Lplirid4h ) 7%
downibnk] 325 #)[0,3% 11bits/s

Uplink{325 o) 27x
downbnkinow) 0% Ohitsfs

updinik] o) 0% e
PDCH channel 4 Load

0 POCH charmell

PDCH channel 3 Load

o FOCH chianeil

Displays the load of the PDCH channels (PDCH1-
4).

The view for the online mode shows the mean
value of the last 4 hours (4h), the mean value for
the last 32 seconds (32s) and the current value
(now).

The view for the offline mode only shows the
mean values of the entire measurement period.

Not available for encrypted connections.
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Table 95 PDCH1-4 peak load (24h)

Name

Description

Name:

Description:

Uplinkreception
required?

Online view?
Timeline view?

View:

Comment:

= Channel Load/PDCH
[111. PDCH1-4 peak load (24h)

Displays the load of PDCH1-4 over a certain time
period (24h).

No

Yes

Yes, the display always shows 24 hours

B_ 9 10 11 12 13 14 15 16 17 18 18 30 1 33 33 hour

i S Vi e e Ry §

Displays the load of PDCH1-4 over a certain time
period (24h). Within the time frames of 30 min-
utes the maximum value (red) and the mean value
(green) are displayed.

The displayed period of time can be selected in
offline mode using theJ a9g | buttons. When
using the online mode only the current day is dis-
played.

The PDCH measurement does not work with
encryption.
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Downlink Channel Quality

Downlink channel quality Table 96 Downlink channel quality

Name Description

Name: = Downlink channel quality
|=. Downlink channel quality

Description: Displays the quality of the downlink channel. Three
measurement values are collected:
- Received field strength
- Bit error rate
- Message erasure rate

Uplinkreception  No

required?
Online view? Yes, especially optimized for the online view
Timeline view? No, all measurement data recorded during the
time of the measurement are evaluated
View . 5 Uemsesavapsl ol_os. . <Dk chanmed gusbly» m._n.l.__.dg..,}
Do link channe|
B —C
0.27%
0.50%
—
0.32%
lo.63%
86.21dBm
Displays the quality of the downlink channel.
Comment: The view for the offline mode shows only the

mean values of the entire measurement period.
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Table 97 Downlink channel quality (24 hours)

Name Description
Name: = Downlink channel quality

|= Downlink channel quality (24 hours)
Description: Displays the quality of the downlink channel. Three

Uplink reception
required?

Online view?
Timeline view?

View:

Comment:

measurement values are collected:
- Received field strength

- Bit error rate

- Message erasure rate

No

Yes

Yes, the display always shows 24 hours

) Dot et ol _tprt b <ok direerlink chanmel guabty {24 bours (Dol dhase] gualty)

1 hour peek downlink channel quality (00:00:00 [2005-11-15

hours

Displays the signal quality over time (24h) in steps
of 30 minutes.

The displayed period of time can be selected in
offline mode using theJ a9g | buttons. When
using the online mode only the current day is dis-
played.
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Downlink channel quality

(1 hour) Table 98 Downlink channel quality (1 hour)

Name Description

Name: = Downlink channel quality
|=. Downlink channel quality (1 hour)

Description: Displays the quality of the downlink channel. Three
measurement values are collected:

- Received field strength
- Bit error rate
- Message erasure rate

Uplinkreception ~ No
required?

Online view? Yes

Timeline view? Yes, the display always shows 1 hour

Vi eW . 7 Umast gl U . ek derseriink charmed suuably {1 hour) s {Duovniik charmel uabiy)
1 hour peek downlink channel quality (12:00:00 [2005-11-15

Displays the signal quality over time (1 hour) in
steps of 5 minutes.

Comment: The displayed period of time can be selected in
offline mode using theJ a9g | buttons. When
using the online mode only the current hour is dis-

played.

242 8140 TETRA AirAnalyzer ~ Software version 3.4.4



Downlink channel quality

(30 minutes)

Chapter 7 QoS Analyzer
QoS measurements

Table 99 Downlink channel quality (30 minutes)

Name Description
Name: = Downlink channel quality

|= Downlink channel quality (30 minutes)
Description: Displays the quality of the downlink channel. Three

Uplink reception
required?

Online view?
Timeline view?

View:

Comment:

measurement values are collected:
- Received field strength

- Bit error rate

- Message erasure rate

No

Yes
Yes, the display always shows 30 minutes

5 U agel ot . Pk ok charmel suabty {38 Mavstes) > {Duiiek charsel uabiy)

Displays the signal quality over time (30 minutes)
in steps of 5 minutes.

The displayed period of time can be selected in
offline mode using theJ a9g | buttons. When
using the online mode only the last 30 minutes are

displayed.
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Downlink channel guallty Table 100 Downlink channel quality (5 minutes)
(5 minutes)

Name Description

Name: = Downlink channel quality
|= Downlink channel quality (5 minutes)

Description: Displays the quality of the downlink channel. Three
measurement values are collected:

- Received field strength
- Bit error rate
- Message erasure rate

Uplinkreception ~ No
required?

Online view? Yes
Timeline view? Yes, the display always shows 5 minutes

V| eWw.: 7 Urrmes gl o s Al ek sk charmcd spiabty {39 Marates) > {Duiliek charel gusbiy)

Displays the signal quality over time (5 minutes) in
steps of 1 minute.

Comment: The displayed period of time can be selected in
offline mode using theJ a9g | buttons. When
using the online mode only the last 5 minutes are

displayed.
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Table 101 Downlink channel quality (1 minute)

Name Description
Name: = Downlink channel quality

|= Downlink channel quality (1 minute)
Description: Displays the quality of the downlink channel. Three

Uplink reception
required?

Online view?
Timeline view?

View:

Comment:

measurement values are collected:
- Received field strength

- Bit error rate

- Message erasure rate

No

Yes
Yes, the display always shows 1 minute

) Ut et ol _tprt b <ok direerlink chanmel guabty {1 Miste]: (Dol dhasel quaty)

Displays the signal quality over time (1 minute) in
steps of 4 seconds.

The displayed period of time can be selected in
offline mode using theJ a9g | buttons. When
using the online mode only the last minute is dis-
played.
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Abbreviations

This appendix contains a list of abbreviations used throughout this manual.
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AACH — Associated Control Channel

BNCH — Broadcast Network Channel

BSCH — Broadcast Synchronization Channel
CMCE — Circuit Mode Control Entity

LLC — Logical Link Control

Lo Mac — Lower Medium Access Control
MLE — Mobile Link Entity

MM — Mobility Management

MSC — Message Sequence Chart

PDU — Packet Data Unit

Raw data — Normally the physically received data of all four down and uplink
slots from one TETRA carrier (*.raw). This may also be TMW or TMV data.

RSSI — Receive Signal Strength Indication

SAP — Service Access Point

SCDB — Synchronous Downlink Burst

SCH — Signaling Channel

SNDCP — Sub Network Dependent Convergence Protocol
SSI — Short Subscriber Identity

TETRA — Terrestrial Trunked Radio

TT — TETRA Test
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Warranty and Repair

This chapter describes the customer services available through Willtek. Topics
discussed in this chapter include the following:

"Warranty information" on page 250

"Equipment return instructions” on page 251
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250

Willtek warrants that all of its products conform to Willtek's published specifi-
cations and are free from defects in materials and workmanship for a period of
one year from the date of delivery to the original buyer, when used under normal
operating conditions and within the service conditions for which they were
designed. This warranty is not transferable and does not apply to used or demon-
stration products.

In case of a warranty claim, Willtek's obligation shall be limited to repairing, or
at its option, replacing without charge, any assembly or component (except
batteries) which in Willtek's sole opinion proves to be defective within the scope
of the warranty. In the event Willtek is not able to modify, repair or replace
nonconforming defective parts or components to a condition as warranted
within a reasonable time after receipt thereof, the buyer shall receive credit in
the amount of the original invoiced price of the product.

Itis the buyer's responsibility to notify Willtek in writing of the defect or noncon-
formity within the warranty period and to return the affected product to
Willtek's factory, designated service provider, or authorized service center within
thirty (30) days after discovery of such defect or nonconformity. The buyer shall
prepay shipping charges and insurance for products returned to Willtek or its
designated service provider for warranty service. Willtek or its designated service
provider shall pay costs for return of products to the buyer.

Willtek's obligation and the customer's sole remedy under this hardware
warranty is limited to the repair or replacement, at Willtek's option, of the defec-
tive product. Willtek shall have no obligation to remedy any such defect if it can
be shown: (a) that the product was altered, repaired, or reworked by any party
other than Willtek without Willtek's written consent; (b) that such defects were
the result of customer's improper storage, mishandling, abuse, or misuse of the
product; (c) that such defects were the result of customer's use of the product in
conjunction with equipment electronically or mechanically incompatible or of an
inferior quality; or (d) that the defect was the result of damage by fire, explosion,
power failure, or any act of nature.

The warranty described above is the buyer's sole and exclusive remedy and no
other warranty, whether written or oral, expressed or implied by statute or course
of dealing shall apply. Willtek specifically disclaims the implied warranties of
merchantability and fitness for a particular purpose. No statement, representa-
tion, agreement, or understanding, oral or written, made by an agent, distributor,
or employee of Willtek, which is not contained in the foregoing warranty will be
binding upon Willtek, unless made in writing and executed by an authorized
representative of Willtek. Under no circumstances shall Willtek be liable for any
direct, indirect, special, incidental, or consequential damages, expenses, or
losses, including loss of profits, based on contract, tort, or any other legal theory.
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Equipment return instructions

Please contact your local service center for Willtek products via telephone or web
site for return or reference authorization to accompany your equipment. For each
piece of equipment returned for repair, attach a tag that includes the following
information:

Owner's name, address, and telephone number.
Serial number, product type, and model.

Warranty status. (If you are unsure of the warranty status of your instru-
ment, include a copy of the invoice or delivery note.)

Detailed description of the problem or service requested.

Name and telephone number of the person to contact regarding questions
about the repair.

Return authorization (RA) number or reference number.

If possible, return the equipment using the original shipping container and mate-
rial. Additional Willtek shipping containers are available from Willtek on request.
If the original container is not available, the unit should be carefully packed so
that it will not be damaged in transit. Willtek is not liable for any damage that
may occur during shipping. The customer should clearly mark the Willtek-issued
RA or reference number on the outside of the package and ship it prepaid and
insured to Willtek.
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End-User License Agreement

This appendix describes the conditions for using the software.
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All copyrights in and to the software product are owned by Willtek Communica-
tions or its licensors. The software is protected by copyright laws and interna-
tional copyright treaties, as well as other intellectual property laws and treaties.

This end-user license agreement grants you the right to use the software
contained in this product subject to the following restrictions. You may not:

(i) use the software and/or any copy of the software in different computers
concurrently, unless the software is an update that has been downloaded
from the Internet at www.willtek.com;

(i) copy the software, except for archive purposes consistent with your stan-
dard archive procedures;

(iii) transfer the software to a third party apart from the entire product;

(iv) modify, decompile, disassemble, reverse engineer or otherwise attempt
to derive the source code of the software;

(v) export the software in contravention of applicable export laws and regu-
lations of the country of purchase;

(vi) use the software other than in connection with operation of the product.

The licensor's suppliers do not make or pass on to end users or any other third
party, any express, implied or statutory warranty or representation on behalf of
such suppliers, including but not limited to the implied warranties of nonin-
fringement, title, merchantability or fitness for a particular purpose.

Willtek Communications shall not be held liable for any damages suffered or
incurred by you or any other third party (including, but not limited to, general,
special, consequential or incidental damages including damages for loss of busi-
ness profits, business interruption, loss of business information and the like),
arising out of or in connection with the delivery, use or performance of the soft-
ware.
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